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M dover.idf.il

M nadi matal .idf.i

M aka. idf.il

M navy.idf.il

Wanan.idf.il

Wiawidf.il

[ refuah.idf.il

M halag.idf.il
nobi [ e.idf.il

MW atal .idf.il

M 8. 37. 225. 189
109. 253. 207. 96
I 46. 19. 85. 150
109. 253. 158. 18
Il 115. 28. 210. 109
M 81. 218. 15. 194
I 46. 19. 85. 42
Il 185.87.183.52
2.53.154. 213
M 46. 19. 86. 225
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
8. 37.225. 189 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 10
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context dr op 7

8. 37.225. 189 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

8. 37.225. 189 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3

207. 46. 13. 93 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2

123. 59. 59. 52 Chi na 147.237.77. 226 wan chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1
185.94.111. 1 Russi an Federation 147. 237. 76. 202 e halag.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

Target Address

|Site

|Sgna1ure

Devi ce Action

|Count

52.91.49.78 Lhited Sates 147.237.77. 74 lawidf.il |24910: HITP. Python urllib User-Agent Header B ock 10
54. 86. 105. 62 Lhited Sates 147.237.77.74 lawidf.il [24910: HITP. Python urllib User-Agent Header B ock 10
52. 23.198. 65 Lhited Sates 147.237.77. 74 law idf.il |24910: HITP. Python urllib User-Agent Header B ock
46.19. 85. 179 I srael 147. 237.72. 166 aka.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock
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|Top Attackers In |D|

At acker

Target Address Count ry ‘Ste ‘Signature
79.179.38.41  [147.237.76.42 |[Israel refush.idf.il |ET SCAN NVAP -sA (2) 7
46. 120. 122. 219 |147. 237. 72. 166 || srael aka.idf.il Xenu Link S euth User Agent 2
104.232.98. 38 [147.237.0.34 |lnited Sates |[tikshuv.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
93.174.94. 142 |147.237.77.74 [Netherl ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 65. 201. 101 [147. 237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
66. 249. 66. 6 147.237.76.86 |Wited Sates |navy.idf.il ET SCAN NVAP -sA (2) 1
50. 116. 123. 135 [147. 237. 76. 197 [Wited Sates [e hinush.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
37. 163. 244, 255 [147. 237. 72. 166 |France aka.idf.il ET SCAN NVAP -sA (2) 1
212.179. 21. 194 (147. 237. 77. 216 || srael dover.idf.il [portscan: TCP D stributed Portscan 1
190. 66. 172. 128 |147.237.0.34 |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104.232.98. 38 [147.237.0.34 |Uiited Sates |[tikshuv.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
104.232.98.38 |147.237.0.34 |lhited Sates |tikshuv.idf.il [ET SCAN NVAP -f -sS 1
93.174.94.142 |[147.237.77.61 |Netherlands e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
63.142.161.5 |147.237.76. 201 |Canada eata.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
211.141.78.56 |(147.237.76.44 [China e.refuah.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 129. 15 |147. 237. 77. 74 LK?irfggom lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
8. 37.225.189 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
8.37.225. 189 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |48
. . SYNretransmt wth different .
81.218.15.194 |[Israel 147.237.77. 234 |halag.idf.il Bad TCP sequence vi ndow scal e monitor |26
2.53.154. 213 I srael 147.237. 72. 156 |anan.i of .i | SYN At tack SYN -> SYN-ACK -> RST moni tor |17
o SN retransmit wth different .
46.121.195. 125 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e monitor |14
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |13
46.19. 86. 24 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
37.26.149.226 |Israel 147.237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> RST moni tor |10
115. 28.210. 109 |chi na 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt with different | oy 9
sequence
115. 28. 210. 109 |Chi na 147.237.76.86 |navy.idf.il Bad TCP sequence iﬁur:rtlésnsm wthdfferent | o ivor s
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
S reamng Engi ne: TCP i i ssi
109. 253. 210. 43 |Israel 147.237.77. 243 |nobil e.i of i mng tngine. 1 Invalid segnent retransmssion. |, 6
Invalid Retransnission Packet dropped.
5.29.75.129 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor |6
46. 19. 85. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218. 66. 211 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 42 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
. ) SYNtAXK retransmt with )
2.53.36.87 | srael 147.237.72. 166 |aka. i df i Bad TCP sequence di fferent i ndow scal e noni t or 6
46. 19. 85. 42 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 85. 42 I srael 147. 237. 77. 216 |dover.i f .i | Bad TCP sequence Inval i d ACK nunber aert 6
109. 64. 39. 127  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |[nonitor |5
77.127.32. 66 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 5
109.64.39.127 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINFACK retransnit Wi th monitor  [5
di fferent w ndow scal e
46. 19. 86. 225 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. ) SYNtAXK retransmt with )
89.237.121.61 |Fance 147.237.72.166 |aka. i df i Bad TCP sequence di fferent i ndow scal e noni t or 5
46.117.221.57 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.86.225 |israel 147. 237.77. 226 V‘:"I""‘Cha"atz' aka.1dl 1pad TGP sequence Inval i d ACK nurber moni tor |4
Iran, Islamc o . )
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
185.87. 183, 52 [Lfan Islanc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt with different | oy 4
Republ i ¢ of sequence
83. 244. 113. 226 glcisgi'géa” Territony s 47 237. 77. 176 |nat pash. i of . i drop Frst packet isn't SIN drop 4
176. 13.5. 242 | srael 147.237.0.19 |nadimatal .idf.il dr op First packet isn't SN drop 4
63.142.161.5 |Canada 147.237.76. 201 |e. atal .i cf . Geo- | ocation enforcenent |Co0!ocation inbound drop 4
enf or cenent
5.102.242.119 |lIsrael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
Iran, Islanmic . . SWNretransmt wth different .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |[navy.idf.il Bad TCP sequence sequence noni t or 4
Li byan Arab s -
154. 127. 78. 58 J iriya 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
185. 120. 125. 111|l srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SW drop 4
185. 87. 183. 52 'F;_ZEH:??C 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACK nunber moni tor |4
46. 19. 85. 209 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engi ne: TCP i i ssi
199.30.25.69  |lited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnissi on Packet dropped.
46. 19. 86. 135 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.85.240  |israel 147. 237.77. 226 V‘i"‘l”“Cha"mZ' akaldl |gag TCP sequence Invalid ACK nunber monitor |4
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
S reaning Engi ne: TCP i i ssi
157.565.39.202 |Wited Sates 147.237.77. 243 |robi l e, i of .1 mng thgine: 1 Invalid segnent retransmssion. |, 3
Invalid Retransnission Packet dropped.
2.55.27.186 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |3
Sreamng Engi ne: TCP i i ssi
46.19. 85. 15 I srael 147. 237. 77. 243 |nobi | e. i of . i mng thgl ne- 7 Invalid segnent retransmssion. | 3
Invalid Retransm ssi on Packet dr opped.
s SYNWAXK retransmt with )
87. 70. 56. 39 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence differert vindow scal monitor |3
85. 130. 129. 5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.76.104.3 I srael 147.237.72. 166 |aka. i of .i | drop First packet isn't SW drop
85.130.129.5 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or




09-09-2016-15:04:04 to 09-09-2016-16:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 207. 96 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 101
46. 19. 85. 150 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
109. 253. 158. 18 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 45
2.55.21. 168 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from2.55.21. 168 B ock
79.181. 233.201 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
77.126.18.205 |[Israel 147.237.72. 156 [aman. i df . i | Distributed Suspici ous Response Code B ock
. . . Unaut hori zed URL Access to
2.55.21.168 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 3
93.173.16.7 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
80.246.136.81 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13.0. 231 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod HEAD for
213.57.144.9 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai v/ gi yus/ ki osk/ ki osk. aspx Bl ock 1
89.248.172.16 |Netherlands  |147.237.77.234|hal ag.i df .i| Unaut hori zed URL Access to 147.237.77.234/robots. txt Bl ock 1
. - Unhaut hori zed URL Access to
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ f | es/ 3/ 70023. doc B ock 1
77.138.198.47 |France 147.237.72.166 |aka. i df . i | thaut hori zed et hod POST for Bl ock 1
wan aka. i df . i |/ nmai n/ gi yus/ yahash/ sheel on. aspx
46.117.97.244  |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 253. 210. 43 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
66.249. 66. 182  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt Bl ock
109. 66. 141. 63 | srael 147.237.72. 166 |aka. i df . i | Wnhknown Par arret er ct|00Sct | 00$cphii n$cphSachar $ctl 37 in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
77.139.74.137 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for ww aka.idf.il/edi nitheproj/theproj.asp |B ock 1
. . Unaut hori zed Met hod HEAD for
46. 120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df i 1/ituri ndasp/ di spl ayonesol di er . asp B ock 1
. . D stributed Unauthorized Method for Known URL on
144.76.16.162  |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
81.218.15.194 |lIsrael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/i mages/ shared/ bul let1.gi f |[B ock 1
66.249.76.102 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock
77.139. 222. 187 |France 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _U"naut_horl zed Method for Known URL on 8 ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
46.121.195.125 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
85.64.116. 166 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .i|/mai n/ gi yus/ general . aspx |B ock 1
68.180.228. 162 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
37.142.1.179 I srael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 1
109. 253. 193. 128]I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
79.177.31.234 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/main/ Bl ock 1
. - Unhaut hori zed URL Access to
66. 249. 66. 30 I srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p. st or age/ fi | es/ 8/ 1298, pdf B ock 1
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