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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan. aka. idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 2
204, 42. 253. 2 Lhited Sates 147.237.76. 198 e. yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 2
179. 99. 200. 39 Brazil 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 f orward 1
191. 96. 249. 34 Cile 147.237. 76. 148 gocenter.aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

51. 255, 162. 166 France 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
50.116.23.104 |147.237.77.234|Whited Sates  |halag.idf.il SEWER APAO—E.Apache mod_ss| non-SSL connection to SSL port 2
deni al of service attenpt
109. 64. 86. 171  |147.237. 72. 156 |I srael anan. i df . i | ET SCAN NVAP -sSA (2) 2
93. 158. 203. 168 [147. 237. 76. 176 |Net her| ands test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
66.249.69. 224 |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
221. 210. 200. 245|147. 237. 76. 148 |Chi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237.0.35 |[China akaws. i df .i | ET SCAN Potential SSH Scan 1
198.52. 97. 85 147.237.77.216|Wited Sates  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
50.116. 123. 135 [147.237.77.121|thited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
167 0.109. 153|147 237 0.35  |col onbi & akavs. i df il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.53.43. 155 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
106.51.226.59 |147.237.72.167|India ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.77. 212 [Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 168 |147.237. 76. 199 |Net her | ands e.nakchal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.108. 103. 132 |[147.237.0.34 |[Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
58.218. 200. 137 [147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
221.210. 200. 245|147. 237.76. 38 |Chi na eeneitav.idf.il |ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.0.15 |China kosher-kravi .idf.i [ET SCAN Potential SSH Scan 1
195. 88. 208. 193 |147. 237. 76. 147 gj::;”ion chinuch aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
50.116. 123. 135 [147.237.72. 156 |Wited Sates aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
150. 242.238.99 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
45.79.103.178 [147.237.77.170|lhited Sates  |mmarachot.idf.il [WEB- M SC Chunked- Encodi ng transfer attenpt 1
106. 51.226.59 |147.237.72.167|India ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
104. 128. 144. 131|147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.195 [147.237.77. 121 |Net her| ands e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

SWNretransmt wth different
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‘Count

Ret r ansm ssi on

Packet dropped.

79.177.167.180 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal monitor  [282
8.37.225. 88 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
46. 19. 85. 146 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 26
87.70.41. 135 I srael 147.237. 72. 166 |aka i df .i | drop First packet isn't SWN drop 24
104. 20.50. 8 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |22
104. 20.50. 8 Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df .il [SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |22
104. 20.50. 8 Lhited Sates 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 22
104. 20.50. 8 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 21
104. 20.50. 8 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |21
104. 20.50. 8 Wited Sates 147.237.76. 200 |eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> Tineout [monitor |21
104. 20. 50. 8 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 21
104. 20.50. 8 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |20
46.19. 85. 146 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber alert 17
46.19.86.105  |Israel 147.237.76.31 |nakchal .idf. il Streaning Engine: TCP Invalidiinvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
109. 253. 240. 210|l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 15
46.116. 215. 173 | srael 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval i dfinvalid segnent retramsnission. | 15
Ret r ansni ssi on Packet dr opped.
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 10
46.19.85.73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
79.183.13.183 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
87.106. 184. 160 |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
185. 87. 183. 52 :éxbl:zlz‘fm 147.237.76.86 |navy.idf.il Bad TCP sequence f:’:ureetncr:nsmt Wth different 1o oy 8
185. 87. 183. 52 'F;;EH:E';”“C 147.237.76.86 |navy.idf.il Bad TCP sequence i’;J:tnégnS”ht wthdfferent oo s
185. 87. 183. 52 :éxbl:zlz‘fm 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |8
5.22.134. 187 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
46.19. 86. 210 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
31.168.172.138 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 7
46.19. 85. 126 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 6
109. 253. 211. 153l srael 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> RST monitor |6
185. 87. 183. 52 IF;$B|:§|§TC 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |6
109. 253. 158. 59 I srael 147.237.77. 243 |robi | e. i of . i1 Streaming Engi ne: TCP Inval i d|invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.41 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 73 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 41 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6
46.19. 85. 126 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 83 I'srael 147.237.77. 243 |nobi l e. i of .1 Streamng Engi ne: TCP Inval i dfinvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
79.183.13.183 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 5
46.19. 85. 73 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
217.132. 161. 237|l srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 5
46.210. 128. 61 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 5
109. 253. 240. 210|l srael 147.237.72. 166 |aka. i df. il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
79.183.13.183 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
46. 19. 85. 201 I srael 147. 237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
27.254.248.13 |Thailand 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |4
79.183.13.183 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 4
37.76.215. 176 g‘ilcisgii:;a” Territoryl1 47, 237. 77. 176 |nat pash. i o . i1 drop First packet isn't SWN drop 4
188. 120. 148. 213l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.53.43.213 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 178 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |4
193. 43. 246. 250 |l srael 147.237. 77. 170 |n@arachot . i df . i | drop First packet isn't SYN drop 3
185.3.147.69  |Israel 147.237. 77. 243 |nobil e.i of . i | Streamng Engi ne: TCP Inval i diinvalid segnent retransmssion. |, o, 3




09-09-2016-13:04:08 to 09-09-2016-14:04:08

|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 121 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
37.26.147. 143 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
46.19. 86. 6 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 18
. . . Unaut hori zed URL Access to
185. 32. 179. 129 [l srael 147.237.77.243|nobi l e. i df . i | mobi | e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1465 Bl ock 4
46.116. 215. 173 [l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
79. 180. 103. 128 || srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
84.109. 113. 192 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
84.109. 167. 65 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
80. 246. 138. 206 || srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
88. 202. 218. 240 z.“'nt:gom 147.237.0.19 |nadi matal .idf.i|ostributed Suspicious Response Code B ock 3
77.139. 231. 164 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 231. 164 B ock 2
84.95.208.20 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 2
46.19.85.205 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.95.208.20 |lsrael 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
89.237.116. 25 |France 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
79. 179. 146. 159 || srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/mai ngsachar B ock 1
. . Unaut hori zed URL Access to
66.249.76.74  |Israel 147.237.72. 156 [anan. i df . i | vaw aman, i o . 1/ vel | - knowy appl e- app-si t e- associ at i on B ock 1
) . ] Unhaut hori zed URL Access to
172.242.65. 246 |Lnited Sates [147.237.76.42 |refuah.idf.il v refua. atal i of.i1/si p storagelfil es/ 1/ 2871 pot Bl ock 1
45.79.103.178 |Wnited Sates [147.237.77.170 |maar achot . i df . i | [Unknown HTTP Request Method 1 in URL B ock 1
77.139. 231. 164 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/ishuriniexanpcert/ B ock 1
46.120. 98.216 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
194.72. 238. 241 Ei"ntgegom 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
89. 237.116.25 |France 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wa i df.il/wp-1ogin. php Bl ock 1
. . D stributed Lhaut hori zed URL Access on
31.154.81.17  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 93. 156 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
176. 13. 232. 223 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock
77.139. 231. 164 |France 147.237.77.216|dover.idf . il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock
) . . S3. Untraceabl e Gonnection - Protocol violation
50.116.23.104 |lhited States |147.237.77.234|hal ag.idf.il (SSL_OONN GLI ENT FELLO) None 1
. - D stributed Lhaut hori zed URL Access on
194. 242. 168. 16 |France 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
109. 64. 38. 185 |l srael 147.237.77.216|dover. i df . i | Lhaut horized URL Access to waw idf.il/https:/wwidf.il/ B ock 1
. . D stributed Unaut hori zed Method for Known URL on
80. 148. 27. 130 |Ger many 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
66. 249. 93. 158 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
. ] D stributed Lhaut horized URL Access on
185. 3. 147. 254 |l srael 147.237.72. 156 |anan. i df . i | -~ Cidh i1/ https: /waw il Bl ock 1
79.177. 167. 180 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
66.102.9.6 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
) . . Unaut hori zed URL Access to
207.46.13.180 |United States |147.237.77. 216 dover. i df . i wav i df i | /tenpl ates/articl e/ src="http:/wau yout ube. cond v/ Onrwgt cl dif e Bl ock !
. . Unaut hori zed Method CPTI ONS for
109.66.31.71 I srael 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
45.79.103.178 |[lnited Sates |147.237.77.170 (maarachot . i df. il |Malformed HITP Header Line 2 B ock 1
) . . . Mil tiple Lhtraceabl e SS. Sessions from69. 164. 205. 7 (Protocol viol ation
69.164.205.7 [lhited Sates [147.237.77.235(sviva.idf.il (SSL OONN CLI ENT FELLO)) None 1
46. 19. 86. 210 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.178.194. 176 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66. 249. 66. 176 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
109. 253. 158. 59 [l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
45.79.103.178 |[Wnited Sates [147.237.77.170|m@arachot.idf.il |Malformed LRL B ock 1
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