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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
176. 13. 20. 136 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 40
2.53.170. 165 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 9

204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il |B ack List drop 2
2.53.138. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

71. 6. 158. 166 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
173.242.116. 60 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
217.194.197. 154 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnature Devi ce Action ‘Oount |
98.19.222. 133 Lhited Sates 147. 237.76. 31 nakchal .idf.il |6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 36
98.19.222. 133 Lhited Sates 147.237.76. 31 nakchal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 18
98. 19. 222. 133 Lhited Sates 147.237.76. 31 nakchal .idf.il |3808: HITP. SQ Injection Variabl e Declarati on BEvasi on B ock 18
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nirt 15
23.91.70.77 Lhited Sates 147. 237.76. 31 nakchal .idf.il |6134: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 12
185. 96. 92. 54 United Kingdom [147.237.77.233 |atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
71.171.93. 66 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70.77 Lhited Sates 147. 237.76. 31 nakchal .idf.il |3808 HITP. SQ Injection Variable Declaration BEvasion B ock 6
92.222.142. 219 France 147.237.77.74 lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 6
23.91.70.77 Lhited Sates 147.237.76. 31 nakchal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
200. 59. 199. 229 Argentina 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2
191. 236. 150. 197 |Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
84. 20. 63. 93 St zerl and 147.237.76. 42 refuah.idf.il ]14331: HITP. Suspicious User-Agent (M Session) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
98.19.222.133 |147.237.76.31 |Lhited Sates |nakchal .idf.il QA Injection - Select From 192
23.91.70.77 147.237.76.31 |lhited Sates |nakchal .idf.il SQ Injection - Select From 26
185. 96. 92. 54 147.237.77. 233 E?i;;gom atal.idf.il QA Injection - Select From 18
200. 59. 199. 229 |147.237.77. 233 |Agentina atal.idf.il QA Injection - Select From 13
92.222.142.219 |147.237.77.74 |Fance lawidf.il S Injection - Select From 8
185. 96. 92. 54 147.237.76. 31 E?ir:;gom nakchal . i df .il SQ Injection - Select From 6
188.166. 61. 181 |147.237. 77. 243 |Net her | ands nobi | e.idf.il SER_VER_ APACI—E.Apache mod_ss| non-SSL connection to SSL port 4
deni al of service attenpt

71.171. 93. 66 147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 3
45.79.103.178 |147.237.77.74 [lWnited Sates |lawidf.il VEB- M SC Chunked- Encodi ng transfer attenpt 2
191. 236. 150. 197(147. 237. 77. 74 |thited Sates [lawidf.il S Injection - Select From 2
87. 68. 33. 210 147.237. 76. 200 |l srael eitan.aka.idf.il |GPL SCAN super scan echo 1
178. 220. 165. 231(147. 237. 8. 50 e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
87. 68. 33. 210 147.237. 76. 198 |I srael e.yohalan.idf.il [GPL SCAN superscan echo 1
163. 172.129. 15 |147.237.8.50 E?ir:;gom e.tikshu.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
87. 68. 33. 210 147.237. 76. 196 |I srael e.svivaidf.il GPL SCAN super scan echo 1
87. 68. 33. 210 147.237.76. 176 || srael test.ncore.idf.il |GPL SCAN super scan echo 1
93.158. 203. 149 [147.237.0.35 |[Netherlands akaws. i df . i ET SCAN NVAP -sS w ndow 1024 1
87. 68. 33. 210 147, 237. 76. 147 |I srael chinuch.aka.idf.il |GPL SCAN super scan echo 1
93. 158. 203. 147 |147.237.72. 217 |Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.19 |Netherlands nedi matal .idf.il [ET SCAN Potential SSH Scan 1
87. 68. 33. 210 147. 237. 76. 201 |I sr ael e.atal.idf.il GPL SCAN super scan echo 1
87. 68. 33. 210 147.237.76. 199 |l srael e.nakchal .idf.il [GPL SCAN superscan echo 1
178. 220. 165. 231|147. 237. 8. 50 e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
87. 68. 33. 210 147. 237. 76. 197 |I srael e.himsh.idf.il  [GPL SCAN superscan echo 1
116.7.243.198 |147.237. 77. 235|Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
87. 68. 33. 210 147.237.76. 177 |I srael ncore. i df.il GPL SCAN super scan echo 1
94.102.48.195 |147.237.0.15 |Netherlands kosher-kravi .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
87. 68. 33. 210 147.237. 76. 148 |l srael gocenter. aka.i of .i [GPL SCAN super scan echo 1
93. 158. 203. 149 |147.237.0.19 |Netherl ands nedi matal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
87. 68. 33. 210 147.237.76.86 |Israel navy. idf.il @PL SCAN super scan echo 1
91.224.160. 106 [147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
87. 68. 33. 210 147, 237. 76. 202 |I srael e hal ag.idf.il GPL SCAN super scan echo 1




09-09-2016-10:04:05 to 09-09-2016-11:04:05

|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 34
201.46.55.42 |Bazil 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 34
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 34
201. 46. 55. 42 Brazil 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 34
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 33
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka. i df.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 33
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 33
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 31
79.180.208. 44 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr::;”lt wth different monitor |24
46.19.85.85 |l srael 147. 237.77. 243 |mobi l e, i f . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |y 21
Ret r ansm ssi on Packet dr opped.
5.196.178.190 |FRance 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 21
5.196.178.190 |Rance 147.237.76. 200 |eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
5.196. 178. 190 |Rance 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 21
5.196.178.190 |FRance 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 21
5.196.178.190 |Rance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
5.196.178.190 |Rance 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 20
5.196. 178. 190 |Fance 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
5.196.178.190 |Rance 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
81. 154. 219. 52 gi“rf:gom 147. 237.77. 216 |dover. i of . ;; fi:srr‘g sEsri]ch)r?e: T Invalid :Dg‘éi'eitd dsreggsgg retransmssion. | o 18
2.54.83.102 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 11
95. 35.224.126 |lsrael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 10
104.20.51.8 Lhited Sates |147.237.77.233|ata .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 10
104.20.51. 8 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 10
104.20.51.8 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
104.20.51.8 Lhited Sates |147.237.76.200|eitan. aka idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
104.20.51. 8 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 10
104.20.51. 8 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
104.20.51.8  |tnited Sates [147.237.0.17 [TV kosher-kravi. 1df | sy At t ack SYN -> SYN-ACK -> Tineout  |monitor  [9
104.20.51.8 Lhited Sates [147.237.77. 170 |naarachot.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
104.20.51.8 Lhited Sates |147.237.72. 167 |ishurimaka. idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
104.20.51. 8 Lhited Sates |147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 9
104.20.51.8 Lhited Sates [147.237.0.19 |[nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
104.20.51.8 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
104.20.51. 8 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 9
104.20.51.8 Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
104.20.51.8 Lhited Sates |147.237.0.34 |[tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
104.20.51. 8 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 9
104.20.51.8 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 9
176.13.9.29 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 9
31.168. 232. 218 |I srael 147.237.76. 200 |ei tan. aka. i df il Streaning Engine: TCP Invalid Jinvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.

104.20.51. 8 Lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
104.20.51.8  |Wited Sates |147.237.77.226 :""‘WCham’tZ'aka' Tt T 1SyN At ack SYN -> SYN-ACK -> Timeout  |monitor 9
104.20.51.8 Lhited Sates [147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
104.20.51.8 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or

192. 115. 22. 115 |I srael 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence mdﬁr::;”lt Wth different monitor |9
89. 108. 144. 115 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
104.20.51.8 Lhited Sates [147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
46. 19. 86. 201 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 7
95. 35.224.126 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
31.13.114.68 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
46.117.135. 231 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 85
2.53.181.119 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 46
77.139.212. 165 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df . i /i shuriniexanpcert/ B ock 5
wwv, chanat z. aka. i d ) .
84. 95. 208. 20 | srael 147.237.77. 226 fFil Mil tipl e Whaut horized URL Access from 84. 95. 208. 20 Bl ock 4
46.121.109.6 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.19.86.130 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
46.19. 85. 53 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Qode Bl ock
. . . Paraneter Type M ol ation ctl 00$Cont ent P aceHbl der 1%t xt Last Nane i n
37.46.41.179  |Israel 147.237.0.19 |madi matal .idf.il nadi matal i df i1/ 1088- hel ner et z. aspx Bl ock 2
84.95.208.20 |[Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 2
wWww. chanmat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 fil PHP At t enpt B ock 2
. . Uhaut hori zed URL Access to
77.138.190.29 |France 147.237.76.86 |[navy.idf.il W navy. i df i 1/ r esour cel userf ol | ow esour ce/ cr eat e/ B ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
31.210. 187. 105 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock
. . Unaut hori zed Met hod HEAD f or
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
45.79.103.178 |lnited Sates |147.237.77.74 |lawidf.il Mal for med URL B ock 1
84.95.208.20 |lsrael 147.237.77.216|dover . i df . i PHP Attenpt B ock 1
79.177.175. 162 |I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Uhaut hori zed URL Access to
66.249. 69. 130 |Israel 147.237.77.234|hal ag.i df . i | ww | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ navnenu/ und |Bl ock 1
efi ned
188. 166. 61. 181 |Netherl ands  |147.237.77.243|nobi l e. i df . i | Unaut hori zed HTTP Met hod Bl ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | PHP At enpt B ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
. . . D stributed Unaut hori zed URL Access on
37.26.149. 144 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1 /404 htm B ock 1
77.138.221.14 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known LRL from 77.138.221. 14 (B ock 1
185. 89. 217. 226 |Nether | ands ~ [147. 237. 72. 166 [aka. i df . i | thauthori zed Mt hod PCBT for - Bock |1
wwn aka. i df . i |/ mai n/ snal i nd snal i m aspx
45.79.103.178 |lnited Sates [147.237.77.74 |lawidf.il Mil tiple Ml fornmed HTTP Header Line from45. 79.103. 178 B ock 1
. . Unaut hori zed URL Access to
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | vw i df i 1/ t enpl at es/ honepage/ pi vi k. php Bl ock 1
. . D stributed Uhauthorized URL Access on
79.180. 208. 44 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shared) reset . css B ock 1
188. 166. 61. 181 [Netherl ands  [147.237. 77. 243 |nobi l e.i df . i | Unaut hori zed Met hod CPTIONS for / B ock 1
77.125.11. 142 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ sachar/ Bl ock 1
84.108.11.88 |Israel 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock
. . D stributed Lhauthori zed URL Access on
46. 19. 86. 29 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
37.26.149. 213 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
77.138.221.14 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCBT for v aka. idf.il/main/snalin B ock 1
66.240. 236. 119 [Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ robots. t xt B ock 1
. . D stributed Unaut hori zed Method for Known URL on
185. 89. 217. 229 |Netherl ands ~ [147.237. 72. 166 |aka. i df . i | o aka, i df i 1/ i snal i Bl ock 1
45.79.103.178 |Uited Sates [147.237.77.74 [lawidf.il Mil tiple Malformed URL from45.79.103. 178 Bl ock
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Unauthorized URL Access from 84. 95, 208. 20 B ock 1
2.53.150.225 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
192. 115. 22. 115 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.190.29 |France 147.237.72.166|aka. i df . i | v aka, i of i |/ mai 1V gi yus/ i nf or mat i on. aspx Bl ock 1
87.68.41.112 |Israel 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __VI EABTATEENCRYPTED in None 1
viwv aka. i df . i | / mai n/ sachar/ r equest paysl i pexpl anat i on. aspx
. . Unaut hori zed URL Access to
66.249. 66. 174 |Israel 147.237.72.166|aka. i df . i | 147.237.72. 166/ si p_st or age/ f | es/ 9/ 70009. doc Bl ock 1
185.89. 217. 230 |Netherl ands ~ |147. 237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for ww aka.idf.il/main/snalin B ock 1
45,79.103.178 [lhited Sates [147.237.77.74 |lawidf.il Ml ti pl e Unknown HTTP Request Method from 45.79. 103. 178 B ock 1
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
207.46.13.180 |lLhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/print_bottom asp [B ock 1
. . Unaut hori zed Met hod PCST for
89.237.79.64 |Fance 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai 1/ gi yus/ yahashi sheel on. aspx Bl ock 1
- . . Uhaut hori zed URL Access to
46. 116. 104. 105 |I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
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