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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
173.242. 116. 60 Lhited Sates 147.237.76. 201 e atal.idf.il|B ack List drop 1
58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il |JLM Under _Attack_Con_Tcp drop 1
82.81.90.6 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
173.242.116. 60 Lhited Sates 147.237.76. 42 refuah.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
74.84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 3
74.84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il |[3808: HITP SQ Injection Variable Declaration Evasi on B ock 2
74. 84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 2
162. 213. 3. 221 Lhited Sates 147.237.77.216  |dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

74.84.136.105 |147.237.77.233|lhited Sates |atal.idf.il A Injection - Select From 10
109. 66.27.91  |147.237.0.34 |israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
91.121.78.42 |147.237.0.34 |Rance tikshuv.icf.il ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 2
45.79.103. 178 [147.237.77.226lhited Sates |wwn chanatz. aka.idf.il |WiEB- M SC Chunked- Encodi ng transfer attenpt 2
45.56.120.196 ([147.237.0.15 |[Lhited Sates |kosher-kravi.idf.il SER.VER_ APAO—E. Apache nod_ssl non-SS. connection to SS. port 2
deni al of service attenpt
46.172.71.251 |(147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 176. 80. 201 |147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 243. 251 42 |147. 237 76. 38 |FOr€ o o mmitay id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
80. 246. 138. 97 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
58.218. 200. 137 |147. 237. 76. 31 |China nakchal .i df .il ET SCAN Potential SSH Scan 1
46.172.71.251 |(147.237.76.30 |Wkraine hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
45.79.103.178 |[147.237.72.166|lhited Sates |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
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|Top Attackers In FW |

Attacker Address |Attacker Oountry|Target Address |Ste Signature |Massage Devi ce Acti on|Oount‘
188. 40. 136. 138 |Ger nany 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 34
5.196.178.190 |France 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 26
5.196.178.190 |France 147.237.76. 200 |eitan. aka.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 26
5.196.178. 190 France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
5.196.178.190 |France 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 26
5.196.178.190 |France 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 26
5.196.178.190 |France 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
5.196.178.190 |France 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 24
5.196.178.190 |France 147.237. 76. 147 |chinuch. aka. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 24
62.0.197. 85 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 22
107. 167. 116. 174|lnited Sates 147.237. 77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> RST noni t or 20
201. 46. 55. 42 Brazil 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17.231 Lhited Sates 147.237. 76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17.231 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 17
201. 46. 55. 42 Brazil 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17.231 Lhited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17.231 Lhited Sates 147.237. 77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 17
201. 46. 55. 42 Brazil 147.237.76. 42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17.231 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Bazil 147.237.76.39 |nobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 16
52.22.17.231 Lhited Sates 147.237.76.200|eitan. aka.idf .il  |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
52.22.17.231 Lhited Sates 147.237.76. 42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.200|eitan. aka.idf .il  |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
52.22.17.231 Lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Brazil 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
176. 13. 250. 205 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 14
62.0.197. 85 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 13
62. 0. 225. 254 | srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 11
212.179. 104.55 |[lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
212.179.104.55 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
80.246.137.12 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence|invalid sequence nunber noni t or 6
80.246.137.12 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
185. 32.179. 155 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 6
80.246.137.12 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
80.246.137.12  |lIsrael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence|lnvalid A nunber aert 6
109. 253. 139. 153l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
80.246.137.12 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence|invalid AGK nunber noni t or 6
37.26.146.185 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
185.32.179. 155 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout aert 5
213.57. 69. 54 I srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
185. 32. 179. 155 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence|invalid AGK nunber alert 5
185. 32. 179. 155 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence|invalid AGK nunber noni t or 5
185. 32. 179. 155 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence|invalid sequence nunber noni t or 5
141. 226. 218. 40 |l srael 147.237.77. 216 [dover.idf il Bad TCP sequence|invalid AGK nunber noni t or 4
85.250.170.76 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
185. 32.179. 158 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence|SYN+AK retransnit with different w ndow scal e|nonitor 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
109. 253. 157. 88 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80.246.137.39 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 199
85. 130. 241. 137 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 54
2.53.19.27 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 18
130.60.168.5  |Swtzerland  |147.237.72. 166 |aka. i df .i | Distributed thauthorized Mthod for Known LRL on B ock 7
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
213.151.32.163 [Israel 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Uhaut horized LRL Access from 213.151. 32. 163 B ock
109. 253. 147. 1271 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
. . Unaut hori zed Met hod PCBT for
77.138.115. 149 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 3
185. 32. 179. 253 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
79. 176. 82. 62 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
2.53.63.97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.228.18.37 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.151. 32. 163 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mul ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Uauthorized URL Access from 84.95. 208. 20 B ock 2
. . . Unaut hori zed URL Access to
213.151.32. 163 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1709 Bl ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
www. ch z. aka.i i
84.95.208.20 |Israel 147. 237. 77, 226 | VW Chamat 2. aka. i d |Lnaut hori zed LR Access to o B ock 1
foil wwn chamat z. aka. i df . i1/tenpl at es/ honepage/ di v.item
80. 246. 138. 128 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unhaut hori zed URL Access to
66.249.66. 174 |Israel 147.237.72.166|aka. i df . | 147.237.72. 166/ si p_storage/ fi | es/ 5/ 70015, doc Bl ock !
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 1
] - . SS. Lhtraceabl e Gonnection - Protocol violation
45.56.120.196 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.il (SSL CONN CLI ENT HELLO) None 1
66.249.66. 176 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 176 Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
207. 46. 13. 57 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
46.4.74. 42 Ger many 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed_LhauF horll zed Method for Known URL on 8 ock 1
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Uauthorized URL Access to vwwu kosher-kravi.idf.il/default.aspx |B ock 1
. . . Unaut hori zed URL Access to
66.249.76.2 |Israel 147.237.77. 243 [mobi | e. i df . i | nobi l e. i df .i |/ cat egoryt enpl at es/ i st chi | ddocurent s/ 1432 Bl ock !
] . - Unaut hori zed Met hod HEAD for
162.216.17.87 |lhited Sates |[147.237.72.166|aka.idf.il ww aka. i of i1/ ei tanv prat i i pi rt eyer ual Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.180. 113. 249 |Israel 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v sachar/ i | box. aspx None 1
213.57.109. 136 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css [B ock 1
66.147. 244. 101 |Wnited Sates [147.237.72.166|aka. idf. il Wnaut hori zed Met hod HEAD for B ock 1
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
77.124. 6. 104 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
. . D stributed Lhaut horized URL Access on wan idf.il/
31.13.113.179 |ireland 147.237.77. 216 |dover . i df . i | https: /tuitter. cont Bl ock 1
www. chanat z. aka. i d _ _
84. 95. 208. 20 | srael 147.237.77. 226 £l Ml tiple Whauthorized URL Access from 84. 95. 208. 20 Bl ock 1
. . . Uhaut hori zed URL Access to
66. 249. 65. 182 |l srael 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p, st orage/ i es/ 1/ 1541. | pg Bl ock 1
93.172.129.213 [israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
84. 95. 208. 20 | srael 147.237.72. 156 |anan. i df . i | PHP Att enpt Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125.5.192 I srael 147.237.72. 166 |aka. i df . i | aka. i o . i |/ nai vy sachar/ nai | box. aspx None 1
180. 76. 15. 9 Chi na 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/anan B ock 1
45.56.120.196 |Uited Sates |147.237.0.15 |kosher-kravi.idf. il |Witiple Untraceable SS Sessions from45.56.120.196 (Frotocol 0 1

violation (SSL GONN CLIENT_ HHLLO)
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