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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country

|Target Address |Site |Signature |Device Action |Count |
71.6.135.131 Lhited Sates 147.237. 76. 42 refuah.idf.il B ack List drop 1
109. 65. 4. 192 | srael 147.237.76. 31 nakchal .idf.il B ack List dr op 1
118.193. 166. 115 Chi na 147.237.77. 19 lawforumidf.il JLMPurple Gon Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Devi ce Action |C0unt |
24.86.161. 214 Canada 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
65. 39. 128. 237 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 6
65. 39. 128. 237 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 27. 81 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
65. 39. 128. 237 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 6
64.34.186.9 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
74.84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
192. 99. 167. 90 Canada 147.237.77. 74 lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 2
74. 84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 2
74.84.136. 105 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 2
198. 20. 69. 74 Lhited Sates 147.237.77. 61 e.cogat.idf.il|13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
74.84.136.105 (147.237.77.233|thited Sates |atal.idf.il A Injection - Select From 32
65.39.128.237 |147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select Fom 20
184.168.27.81 |147.237.77.74 |Uhited Sates [lawidf.il S Injection - Select Fom 8
24.86.161. 214 |147.237.77.74 [Canada lawidf.il A Injection - Select From 8
62.210.97.57  [147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91. 224. 160. 106 [147.237. 76. 31 |[Netherl ands nakchal . i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.0.33  [Netherl ands idf.il ET SCAN Potential SSH Scan 1
79.176. 146. 82 |147.237.76. 200 |l srael eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
203. 81. 155. 115 [147. 237. 77. 205 Efre& Republic | i chaidf i Potential Sean or Brite For():/e 1
66.249. 69. 224 |147.237.77.216 |Uhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 129. 15 |147. 237. 77. 234 |Uni ted Ki ngdom|hal ag. i df. il ET SCAN NVAP -sS w ndow 1024 1
150. 242. 238. 99 [147.237.0.15 [China kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.76.42 [Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94, 102. 48. 195 |[147.237.76.30 [Netherlands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 168 |147. 237. 77. 121 Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 0. 200 [Net her| ands ndu. i df il ET SCAN Potential SSH Scan 1
91.224. 160. 106 |147.237.0.19  [Nether| ands nadi matal.idf.il [ET SCAN Potential SSH Scan 1
150. 242. 238. 99 [147.237.0.35 [China akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.77. 233 |Net her| ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94, 102. 48. 195 |[147.237.76.39 [Netherlands nobi | e.nei tav. i df.i |[ET SCAN NMVAP -sS wi ndow 1024 1
93.174.94. 142 |147.237.72. 167 [Net her| ands ishurimaka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |
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Sreaning Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

46. 19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.il . o dro 30
Inval id Retransm ssion Packet dr opped. P
52.22.17.231 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |30
52.22.17.231 Lhited Sates |[147.237.76.39 |nobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |29
52.22.17.231 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |29
52.22.17.231 Lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |29
52.22.17.231 Uhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |29
52.22.17.231 Lhited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |29
52.22.17.231 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |29
52.22.17.231 Lhited Sates |147.237.76.200[eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |29
185. 89. 85. 24 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
S ream ng Engi ne: TCP i i ssi
80. 246.139. 43  |Israel 147. 237, 77. 243 |robi 1 e, i of . i | mng thol ne- 7 nvalid segnent retransnssion. drop 18
Inval i d Retransm ssi on Packet dr opped.
62.0.197. 85 | srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 15
S reamng Engine: TCP i i ssi
66.249.69.81  |lnited Sates |147.237.76.200 |ei tan aka idf.il mng Ethgl ne- 7 nvalid segnent retransnssi on. drop 12
Inval id Retransm ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
141.226.218.22 | srael 147.237.76. 200 |ei tan. aka. i of .| mng thgine: 1 Invalid segnent retransnssion. drop 9
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
66.249.69.85  |lnited Sates |147.237.76.200 |ei tan aka idf.il mng Ethgl ne- 7 Inval i d segnent retransnission. drop 6
Inval id Retransm ssion Packet dr opped.
209. 208. 126. 125|lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
. . SYNPAXK retransnmit with different .
176. 13. 239. 194 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Vi ndow scal e noni t or 6
212.179. 140. 133|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
202.45.119.136 |Awstralia 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rzcr:nsmt Wth different moni tor (6
62.0.251. 1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
202.45.119.136 |Astralia 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:;:”smt wth different dert 5
202.45.119.136 |Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |4
49. 32. 64. 227 I ndi a 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber nonitor |4
202.45.119. 136 |Australia 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |4
46. 19. 85. 164 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |4
79.182.63.248 |[lsrael 147.237. 72. 167 |i shuri maka. i of . i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
5.117. 254. 78 'Féx'bl :z'?c 147. 237.77. 216 |dover. i of . | Bad TCP sequence Invalid ACK nunber dert 4
o SYNHAXK retransmit with different .
109. 253. 157. 88 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal nonitor |4
S reanming Engi ne: TCP i i ssi
84.111. 115. 169 |Israel 147. 237. 72. 167 |i shuri maka. i of . i | mng ngine. Invalid segnent retransmssion. drop 4
Inval id Retransm ssion Packet dr opped.
202.45.119.136 |Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 4
5.117. 254.78 'F;zz'bl S 1147, 237. 77. 216 |dover. i of i1 Bad TCP sequence I'nval i d AGK nunber monitor |4
46. 19. 85. 49 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval id AGK nunber noni tor |3
S reamng Engi ne: TCP i
168.1.128.74  |Wited Sates |147.237.76.200[eitan aka. idf.il 9 =g TCP segment out of maxi mum drop 3
Segnent Linit Enforcenent [alloved sequence. Packet dropped.
: S Streamng Engi ne: TCP TCP segnent out of maxi num
168. 1.128. 74 Lhited Sates [147.237.77.74 |lawidf.il Segnent Linit Enforcenent all oved sequence. Packet dropped. drop 3
Sreaning Engi ne: TCP i
168.1.128.74  |wited Sates |147.237.77.233|atalicf.il 9 =g TCP segment out of maxi mum drop 3
Segnent Linit Enforcenent [alloved sequence. Packet dropped.
202.45.119. 136 |Australia 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 164 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert
S reaning Engi ne: TCP i i ssi
66.249.60.89  |Wnited Sates |147.237.76.200|eitan akaidf. il mng =ngine: Invalid segnent retransssion. drop 3
Invalid Retransnission Packet dr opped.
109. 253. 157. 88 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 3
S reamng Engi ne: TCP i
168.1.128.74  |Uited Sates |147.237.76. 147 |chinuch. aka. i df i 9 =g TCP segment out of maxi mum dr op 3
Segnent Lint Enforcenent [alloved sequence. Packet dropped.
idf |Streamng Engi ne: TCP '
168.1.128.74  |Wited Sates |147.237.77. 226 | Chamatz. aka. i df 9 =9 TCP segnent out of maxi mum drop 3
Ll Segnent Lint Enforcenent [alloved sequence. Packet dropped.
109. 67. 98. 137 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
202.45.119. 136 |Australia 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
S reamng Engi ne: TCP i i ssi
185.32.179.90 |Israel 147. 237. 77. 243 |nobi l e.i df .i | mng Engl ne. 7 Inval i d segnent retransnission. drop 3
Inval id Retransm ssion Packet dr opped.
176. 13. 237. 133 |l srael 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST monitor |3
Sreamng Engi ne: TCP i i ssi
185. 32, 179. 202 |Israel 147. 237. 77. 243 |mobi l e, i of . i | mng engine. Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dr opped.
176.13.250.92 |l srael 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |3
S reaning Engi ne: TCP i
168.1.128.74  |wited Sates |147.237. 72. 167 |ishuri maka. i df . i 9 =g TCP segnent out of maxi mum drop 3
Segnent Lint Enforcenent [alloved sequence. Packet dropped.
! e Streamng Engi ne: TCP TCP segnment out of naxi num
168. 1. 128. 74 Wited Sates [147.237.77.234|halag.idf.il Segment Linit Enforcement |alloed sequence. Packet dropped drop 3
168. 1. 128. 74 Lhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.137.39 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
66.249. 66.232 [Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 232 Bl ock
W, ch z. aka. i i
109. 64. 181. 224 |Israel 147, 237. 77. 206 | WWW Chanat 2. aka d |unaut hori zed LR Access to B ock 2
flil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . Unhaut hori zed Met hod PCST for
77.138.191.81 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v har edi i gener al . aspx B ock 2
168. 1. 128. 74 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . il Uhaut hori zed URL Access to / B ock 1
. . Unhaut hori zed Met hod PCST for
77.139.80.115 |France 147.237.72. 166 |aka. i df . i | ww aka i o i 1/ nai v sachar /Kl al i . aspx B ock 1
5 22 134. 165 lsrael 147.237.72. 166 |aka. i df .i | Unknown _Par a_lmat er ctl 00sct | 00$_cphMa| n$cphSachar $ct1 09 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
168. 1. 128. 74 Lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 232 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i1/ . vel | - known/ appl e- app-i  e- associ at i on Bl ock 1
. . Unhaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | vy aka. i df . i1 /iturindasp/ di spl ayonesol di er. asp Bl ock !
. . Uhaut hori zed URL Access to
212.179. 140. 133l srael 147.237.77. 216 |dover . i df .i | Wi i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ Bl ock 1
66.249. 66.251 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter W.nec_id in ww aka.idf.il/ishurinmain None 1
. . . Lhknown Paraneter SearchText in
66.249.69.81  |Israel 147.237.76.200(ei tan. aka.idf . il Wi ei tan. aka. i o i 1/ 938- hel i tan. aspx None 1
168. 1. 128. 74 Lhited Sates |147.237.72.167]i shuri maka.idf.il Uhaut hori zed URL Access to / B ock 1
. . Uhaut hori zed URL Access to
66.249.66.176 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ chamat 2/ gal | ery/ showpi ct ur e. asp B ock 1
2.53.141. 50 I srael 147.237.72.167|i shuri maka. i df.il Mil tiple Untraceabl e SSL Sessions from2.53.141. 50 (CQpen Mde) None 1
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