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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
71. 6. 158. 166 Lhited Sates 147.237.76. 202 e halag.idf.il B ack Li st drop 1
93.174.91. 37 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ack List dr op 1
208. 67. 1. 215 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
162. 210. 196. 130 Lhited Sates 147. 237. 72. 166 aka.idf.il |C1000074: HITP. najestic bot Per mit 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der Per mit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121.221. 160 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
113. 240. 250. 154(147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237.77.121|Netherlands  |e. navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 149|147. 237. 77. 243 |krai ne nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 19 147.237.77.233|Whited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 149(147. 237. 77. 179 |kr ai ne e.nazi.idf.il ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.77.227 |Wited Sates |e. hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167 0.9. 141 147 237 0.33  |col onbi a il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151.11. 201. 3 147.237.77.19 |italy lawforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
123.176.80. 201 |147.237.0.17 [China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
117.20.118. 41 |147.237.77. 176 |Canbodi a nat pash. i df . i | ET SCAN NVAP -f -sS 1
94.102.48.195 |[147.237.77.235|Netherlands  |sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.77.74 |Netherlands  |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.69. 224  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 149(147. 237. 77. 226 |kr ai ne waw chanatz. aka. idf i1 [ET SCAN NVAP -sS wi ndow 1024 1
50.116. 123. 135 [147.237.77. 179 |Wnited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237. 77. 179 |kr ai ne e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.91.75. 231 147.237.0.16 [Wnited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147. 237.76. 30 E;ir:;cci]om hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
123.176. 80. 201 |147.237.0.19 |China nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
117.20.118.41 |147.237.77. 176 |Canbodi a mat pash. i df .i | ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Signature

Country

SN retransmt wth different

104. 153. 108. 68 |Uhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence sequence monitor |53
104. 153. 108. 68 |United Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 53
104.153.108.68 |Lhited States |147. 237.76.86 |navy.idf.il Bad TCP sequence E‘ZZIJ:;(Z;I”S”“ wth different dert 49
104.153. 108. 68 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 48
104. 153. 108. 68 |United Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert a4
177.93.110.86 |Brazil 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN - > SYN-ACK -> Ti meout alert 17
177.93.110.86 |Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 17
177.93.110.86 |Brazil 147.237.76.200|eitan. aka. idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |16
52.22.17.231  [Wited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Bazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 16
177.93. 110. 86 Brazil 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN - > SYN- ACK -> Ti meout noni t or 16
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout alert 16
177.93.110.86 |Bazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
177.93.110.86 |Brazil 147. 237. 77. 216 |dover . i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |16
52.22.17.231 |Wited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 16
52.22.17.231  |Wited Sates |147.237.76.200|eitan. akaidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Bazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
52.22.17.231  |Wited Sates |147. 237. 77. 216 |dover. i df.i| SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Brazil 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout alert 16
177.93.110.86 |Bazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
52.22.17.231  |Wited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |16
177.93.110.86 |Brazil 147.237.76.39 |nwbile. meitav.idf.i|SYN At tack SYN - > SYN-ACK -> Ti meout alert 15
177.93.110.86 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
52.22.17.231 Lhited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 15
52.22.17.231 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
52.22.17.231 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 14
177.93.110.86 |Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 14
46.19.85.140  [Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
79.182.111.34 [Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
84.94.181.121 |Israel 147 237.76. 200 |ei tan. akaicf i1 |2 €M NG Engi ne: TCP | nvalid Jimvalid segnent retransission drop 4
Ret r ansni ssi on Packet dropped.
117.20.118.41 |Canbodi a 147.237.77. 176 |nat pash.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
66. 249. 76. 2 Wited Sates |147. 237.77. 243 |nobi l e i f il Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 3
Ret r ansni ssi on Packet dropped.
40.77.167.33  |Wited Sates |147.237. 77. 243|nobile.i of .| Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.
73.255.140. 129 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |2
104. 153. 108. 155U ted Sates |147.237.76.86 [navy.idf.il Bad TCP sequence f:’;'l:eetné:mm vith different alert 2
104. 153. 108. 155|lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
73.255.140.129 United Sates [147.237.76.86 |navy.idf.il Bad TCP sequence iz'l;eetncr:”sm wth dfferent dert 2
104. 153. 108. 155|Wnited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence SZ';J:;;:”S”“ With different monitor |2
104. 153. 108. 155|Uhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |2
73.255.140. 129 |Wited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence i’(\qﬁee;crj“sm't wth different monitor |2
109. 253. 218. 42 |Israel 147. 237. 72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
93.172.147. 113 |Israel 147.237.72. 167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST monitor |2
73.222.149.91 |Wited Sates |147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
104. 153. 108. 155|Uhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 2
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 2
5.29.73.135 I'srael 147. 237.77. 216 |dover . i f . i1 Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor |2
73.255.140. 129 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Oount
2.55.186. 43 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 133
36.5.249.243 [China 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 36. 5. 249. 243 B ock 17
36.5.249.243 |China 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 5
46.120. 203. 47 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwe aka. i df.il/main/ B ock
79. 180. 54. 104 [l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
. . . Unaut hori zed URL Access to
66.249.76.31 |Israel 147.237.77. 243 nobi | e. i df . i | nobi | i df i 1/ vel | -knowy asset | i nks. j son B ock 1
152. 99. 67. 85 2;}5‘; ic of 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
Unaut hori zed URL Access to
68. 180. 229. 245 |Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il  |ww kosher-kravi.idf.il/tenpl ates/ shared/ usercontrol s/ header upper |Bl ock 1
/
207.46.13.184 |United Sates |147.237.76.31 |nakchal .idf.il tnaut hori zed URL Access to B ock 1
wwn nakhal . i df.i1/consol e core/ doc_ngr/nul |
36.5.249.243 [China 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/index. asp B ock 1
) waww, chanat z. aka. i d )
71. 6. 146. 185 Lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
37.46.41.154  |israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
76.175.69.112 |Uited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for v aka. i df.il/main/rabanut/ B ock 1
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