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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack Li st drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack Li st dr op 2
58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con Tcp drop 1
71.6.158. 166 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
137. 226. 113. 7 Ger many 147.237. 76. 147 chinuch. aka.idf.il B ack List drop 1
146. 0. 79. 172 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der Per nit 11
162. 210. 196. 130 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 3
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry Signature

103. 207. 37. 81 147. 237.76. 42 Mi et nam refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.14.42.2 147.237.77. 179 Bul garia enazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 87. 205. 120 147. 237.72. 217 Russi an Federation eidf.il ET SCAN Potential SSH Scan 1
220. 242. 82. 131 147.237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -f -sS 1
58. 218. 200. 137 147.237.0.35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 147. 237.76. 176 Russi an Federation test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149 147. 237.77. 216 kr ai ne dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14. 152. 94. 130 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149 147.237.77. 121 kr ai ne e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 236. 19. 10 147.237.0.16 Chi na ny- kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
120. 236.19. 2 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
85.14.42.2 147. 237.77. 179 Bul garia e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
85.14.42.2 147.237.77. 179 Bl garia e.mazi.idf.il ET SCAN NVAP -f -sS 1
220. 242.82. 131 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
80. 87. 205. 120 147. 237. 8. 46 Russi an Federation e. chinuch.idf.il ET SCAN Potential SSH Scan 1
211.141.78.56 147.237.76. 148 Chi na gocenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149 147. 237.77. 234 kr ai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.152. 94. 130 147. 237.76. 202 Chi na e halagidf.il ET SCAN NMAP -sS wi ndow 2048 1
193. 201. 225. 149 147.237.77. 212 krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14. 152. 94. 130 147.237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -f -sS 1
120. 236. 19. 10 147.237.0. 16 Chi na ny- kosher - kravi . i df.il ET SCAN NMAP -sS wi ndow 2048 1
120. 236.19. 2 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address [Ste Signature
52.22.17. 231 Lhited Sates 147.237.76.31 |[nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 21
52.22.17.231 |lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
52.22.17.231 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 21
52.22.17.231 |Wited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |monitor |21
52.22.17.231 |Wnhited Sates 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Tineout |nonitor 20
109. 65. 189. 108 |I srael 147.237.76. 200 [ei tan aka i i1 |} S NG Engine: TP Invalidinvalid segrent retransmission. |, op 20
Ret r ansni ssi on Packet dr opped.
52.22.17. 231 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
52.22.17.231 |Whited Sates 147.237.76. 147 |chinuch. aka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 20
52.22.17.231 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 19
141.0.14.216  |Europe 147. 237. 77. 216 |dover. i df . il drop First packet isnt SWN drop 12
188. 161. 52. 206 Cpba'cis;iigéa” Territoryls 47, 237.77. 176 |nat pash. i of . i drop First packet isn't SIN drop 8
188. 161. 52. 206 gcisgiigéa” Territoryts 47 237.77. 216 dover. i df i1 drop Frst packet isn't SN drop 8
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout aert 5
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
177.93.110.86 |Bazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201. 46. 55. 42 Brazil 147.237.76. 200 |eitan. aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert 5
177.93.110.86 |Bazil 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
201. 46. 55. 42 Brazil 147.237.76. 200 |eitan. aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
177.93.110.86 |Bazil 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
177.93.110.86 |Bazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
177.93.110.86 |Bazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
177.93.110.86 |Bazil 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 4
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
177.93.110.86 |Bazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
177.93.110. 86 |Bazil 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
201. 46. 55. 42 Brazil 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
54.234. 131. 192 |Wited Sates 147. 237. 77. 227 |e. hanaz. i of . i | Geo- | ocati on enf or cenent gﬁ?olggi'nfn i nbound drop 4
201. 46. 55. 42 Brazil 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
177.93.110.86 |Prazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
177.93.110.86 |Bazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 3
201.46.55.42 |Brazil 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
201.46.55.42 |Brazil 147.237. 76. 147 [chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Tineout |alert 3
177.93.110.86 |Bazil 147.237. 76. 147 |chinuch. aka. i df .il |SYN A t ack SYN -> SYN- ACK -> Ti meout alert 3
177.93.110.86 |Bazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 3
201.46.55.42 |Brazil 147.237. 76. 147 [chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 3
177.93.110.86 |Bazil 147.237.76. 200 |ei tan. aka. i df .i SYN At t ack SYN -> SYN- ACK -> Ti meout alert 3
177.93.110.86 |Bazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 3
201.46.55.42 |Brazil 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Tineout |alert 3
177.93.110.86 |Bazil 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN- ACK -> Ti meout alert 3
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 3
177.93.110.86 |Bazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
177.93.110.86 |Bazil 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 2
109. 253. 218. 42 |l srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
177.93.110.86 |Bazil 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
69. 30. 198. 202 |Lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 2
69. 30. 198. 202 |[lLhited Sates 147.237. 77. 216 |dover.idf.il dr op SAMrule drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Oount
218.18.171.7 |China 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from218.18.171.7 Bl ock 17
218.18.171.7 |China 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock
66. 249. 66. 174 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 174 B ock
107.77. 219. 27 |Wited Sates [147. 237. 72. 166 |aka. i df . i | Wnaut hor i zed Method POST f or B ock 1
wwy aka. i df . i |/ mai n/ har edi i gener al . aspx
m ny- kosher - kravi . i i i
66. 249 69. 134 |Israel 147. 237 0. 17 n}/ I11egal Paranet gr ‘Encc_)dl ng 82Q0I 3ebf[@}u@'l‘l @8l nprOin None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
’ . . . Uhaut hori zed URL Access to
157.55.39. 241 |Wited Sates |147.237.0.34 [tikshuv.idf.il vanw i kshuv. i df . i |/ 901- 8504/ t i kshuv. aspx Bl ock 1
218.18.171.7 |China 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/index. asp B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 69. 224 B ock
157.55.39. 244 |nited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
] . . D stributed Whaut horized Method for Known URL on
71.195.0.165 |[hited Sates |147.237.72.166|aka. i df .il vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
192. 169. 7. 223 |Lhited Sates |147.237.0.19 |madimatal .idf.il Unaut hori zed Met hod HEAD for 147.237.0.19/ Bl ock 1
] . . Unaut hori zed Met hod PCST for
73.128.133.27 |UWited Sates |147.237.72. 166 |aka. i df . i | vww aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
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