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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action

204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df.i | B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 2
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
208. 67. 1. 206 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf . il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

‘Sgnature

Devi ce Action |Oount

166. 62. 42. 29 Lhited Sates 147.237.72.166  |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
207.178.197. 44 Lhited Sates 147.237.72.166  |aka.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6
184. 173. 90. 200 Lhited Sates 147.237.77. 176 mat pash. i df . i | 24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

207.178.197. 44 |147.237.72.166 |Uhited Sates [aka idf.il S Injection - Select From 8
166. 62. 42. 29 147.237.72. 166 |Whited Sates |aka.idf.il SQ Injection - Select From 8
178.62.224.34 |147.237.76.86 |Netherlands  |[mavy.idf.il SERER APAO—E.Apache mod_ssl non- S8 connection to S8, port 2
deni al of service attenpt
163.172.129. 15 [147.237.8.27 E;ir:;cci]om e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.76.200|Whited Sates |eitan.akaidf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.0.15 |Netherlands kosher-kravi .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237. 77. 170 |kr ai ne naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237.8.27 [China e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.0.19 [Netherlands nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
45.79.71. 122 147.237.72. 166 |Wited Sates |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
201.38.68.132 |147.237.76.198|Rrazil e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
52.22.17.231 Lhited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76. 147 |chinuch.aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76.200 |eitan.aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
52.22.17.231 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 23
46. 19. 86. 231 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
71.212.130.99 |wited Sates [147.237.77. 216 |dover. i df .il Strean ng E'?g' ne: TP Invalid |imvalid segnent retransnission drop 12
Ret ransn ssi on Packet dr opped.
168. 235. 90. 22 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 231 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert
79.179.52.224  |israel 147, 237.76. 200 [ei tan aka i i1 | SAMNG Engine: TP Invalid imvalid segnent retransmssion. | 8
Ret ransn ssi on Packet dr opped.
168.235.90.22 |wited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
168.235.90.22 |[wnited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
168.235.90.22 |[Uhited Sates |147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
168.235.90.22 |[wnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
168.235.90.22 |lhited Sates [147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
168.235.90.22 |[Uhited States |147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 8
168.235.90.22 |wnited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
58.104. 8. 209 Australia 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
52.53.148.128 |lhited Sates [147.237.76.196 e.sviva.idf.il Geo- | ocati on enf or cenent Geo-l ocati on inbound enf or cenent |drop 4
99. 11.217.53 Uhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
54.179.179. 189 |S ngapore 147.237.8.28 |e.nobile-ks.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf or cenent |drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
99.11.217.53  |wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;é:”smt Wth different al ert 4
99.11.217.53  |lhited Qates [147.237.76.86 |navy.idf.il Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different moni tor |4
46. 19. 86. 231 I 'srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 86. 213 I srael 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
73.17.19. 29 Lhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
187. 111. 214. 101 |Brazil 147.237.76. 44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 2
46.19. 86. 231 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 2
46. 19. 86. 79 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.69 |Uhited Sates [147.237.76.196|e.sviva.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
184. 105. 247. 251 |Uhited Sates [147.237.72.217|e.idf.il Geo-| ocat i on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
168.235.90.22 |lhited Sates [147.237.77. 170 |naarachot .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
168. 235. 90. 22 Lhited Sates |147.237.72.167 |ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
141.212.122. 91 |lhited Sates [147.237.77.234 |ha ag.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
120.132.67.62 |China 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
168.235.90.22 |wnited Sates [147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
73.2.148.222 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
168.235.90.22 |[Uhited States |147.237.0.19 |madimatal.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.70 |Uhited Sates [147.237.76.196|e.sviva.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
185.3.147.193  |Israel 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122.93 |[Wnited Sates [147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
138. 128.180. 66 |India 147.237.77. 170 |naar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
180. 76. 15. 16 Chi na 147.237.0.19 |madimatal.idf.il |Bad TCP sequence Invalid AGK nunber aert 1
168.235.90.22 |lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.86 |Uhited Sates [147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
99. 11. 217. 53 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
. . Mil tiple Uhtraceabl e SSL Sessi ons from178. 62. 224. 34 (Prot ocol
178.62.224.34 [Netherlands  [147.237.76.86 |navy.idf.il viol ation (SS. GO QI ENT FELLO)) None 1
. . Uhaut hori zed URL Access to
66. 249. 66. 30 I srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p. st or age/ i | es/ 8/ 1298, pcf B ock 1
96.232.174. 111 |Wited Sates |147.237.72.166|aka.idf.i | Whaut hori zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ rabanut / gener al . aspx
. . S Lhtraceabl e Gonnection - Protocol violation
178.62.224.34 |Netherlands  [147.237.76.86 [navy.idf.il (SSL OONN LI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66.249.66.174 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
106. 184.21. 14  |Japan 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
204.79.180.52 |lnited Sates |147.237.72.166aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp B ock 1
66.249. 69. 224 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwvidf.il/daily-statistics/english/ B ock 1
_ ny- kosher - kravi . i df , o
157. 55. 39. 46 Lhited Sates |147.237.0.16 i| Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
207.241.229. 227|Wited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wa i df.il/tenpl ates/ general / 404. aspx |B ock 1
66. 249. 76. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1196- he/ r ef uah. aspx |Bl ock 1
157.55.39. 115 |lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/kesher B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 27 I srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p__st or age/ fi | es/ 1/ 1481, pef B ock 1
71.204.63.185 |lnited Sates [147.237.72.166aka.idf.il Uhaut hori zed Met hod PCST for waw aka. idf.il/kamar/ B ock 1
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