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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
120. 132. 50. 135 Chi na 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl forward 4
61. 203. 100. 168 Japan 147.237.76. 196 e.svivaidf.il B ack List drop 1
216.26.141. 6 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
89. 248. 167. 131 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
216.26.141. 7 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature Devi ce Action |Count |
61.220.26.201  [Taiwan 147.237.76.42 |refuah.idf.il 6134 HITP. SQ Injection Variable Declaration Bvasion |B ock 24
98.19.222. 133 Lhited Sates 147.237.72. 166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 18
213.174.55.11  |Ger many 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 12
177.185.194. 45 |Razil 147.237.77.226 [wwn, chanat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |[B ock 12
87.117.203. 30 United Kingdom [147.237.0.34 |tikshuv.idf.il 6134 HITP. SQ Injection Variable Declaration Evasion |B ock 12
103. 21. 58. 191 Indi a 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Decl aration Evasion |B ock 12
216.26.128. 28 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
61. 220. 26. 201 Tai wan 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
61.220.26.201 [Taiwan 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 12
137.117.8.203 [lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 10
177.185.194. 45 |Razil 147.237.77.226 [ww chanat z. aka. i df . i | [5670: HTTP. SQ Injection (SALECT) B ock 6
5.196.22.55 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.219.122. 2 Pol and 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184.172.106. 100 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
103. 21. 58. 191 I ndi a 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
87.117.203.30 |United Kingdom [147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 119 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
96. 251. 45. 13 Lhited Sates 147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SELECI) B ock 6
62. 210. 226. 9 France 147.237.76.42 |refuah.idf.il 3808 HIMP. SQ Injection Variable Declaration Bvasion |B ock 6
187.188. 169. 247 |Mexi co 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) B ock 6
103. 21. 58. 191 I ndi a 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.26.128.28 |Lnited Sates 147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185. 194. 130 |Rrazil 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
97.74.215. 165 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SELECT) B ock 6
62. 210. 226. 9 France 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
178.18.194. 186 [Turkey 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
97.88.198.223 |Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECI) B ock 6
62. 210. 226. 9 France 147.237.76.42 |refuah.idf.il 6134 HITP. SQ Injection Variable Declaration Bvasion |B ock 6
166. 62. 42. 29 Lhited Sates 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
184. 168. 46. 19 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
193. 28. 95. 4 Italy 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.109. 242. 34 Uni ted Kingdom [147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SALECT) B ock 5
137.117.80.189 |lhited Sates 147.237.77.226 |vwwwv chanat z. aka. i df . i| |5670: HITP. SQ Injection (SELECT) B ock 4
137.117.80.189 [Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
51. 254.97. 192 France 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2
191.236.151. 40 |lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 2
67.199. 10. 25 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
137.117.80.189 |lhited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 1
137.117.9. 62 Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 1
137.117.11.51  |[lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
191. 236. 150. 197 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
137.117.80.189 |lhited Sates 147.237.77.226 |vwww\ chanat z. aka. i df . i| |6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 1
137.117.80.189 |lhited Sates 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion |B ock 1
123.126.68. 124 |China 147.237.77.74 |lawidf.il C1000071: HTTP: User Agent Sogou-+web+spi der Per mit 1
91.109. 242. 34 Uni ted Kingdom [147.237.77.216 |dover.idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Ste \Signature

103. 21.58. 191 147.237. 76. 42 I ndi a refuah.idf.il SQ Injection - Select From 72
62.210. 226. 9 147.237.76. 42 France refuah.idf.il QA Injection - Select From 49
98. 19. 222. 133 147.237.72.166 |Wnited Sates aka.idf.il S Injection - Select From 47
61. 220. 26. 201 147.237.76.42  |Tai van refuah.idf.il SQ Injection - Select From 34
216.26. 128. 28 147.237.0. 34 Lited Sates tikshuv.idf il QA Injection - Select From 20
87.117.203. 30 147.237.0. 34 United Kingdom  |tikshuv.idf.il S Injection - Select From 20
177.185. 194. 45 147.237.77.226 |Brazil v chanat z. aka. i df . i | SQ Injection - Select From 19
23.91.70.119 147.237.77.74  |Wnited Sates lawidf.il QA Injection - Select From 18
97. 88. 198. 223 147.237.72.166 |Wnited Sates aka.idf.il S Injection - Select From 18
96. 251. 45. 13 147.237.77.74  |Wnited Sates lawidf.il SQ Injection - Select From 18
177.185.194. 130 [147.237.77.74 Brazil lawidf.il QA Injection - Select From 18
137.117. 8. 203 147.237.77.74  |Wnited Sates lawidf.il S Injection - Select From 18
184.172.106. 100 [147.237.77.74  |Uhited Sates lawidf.il SQ Injection - Select From 18
137.117. 80. 189 147.237.76. 42 Lited Sates refuah.idf.il QA Injection - Select From 12
91.219.122.2 147.237.72.166  |Pol and akaidf.il S Injection - Select From 12
137.117. 80. 189 147.237.77.226 |Lhited Sates v chanat z. aka. i df . i | S Injection - Select From 11
178.18. 194. 186 147.237.77.74 Tur key lawidf.il QA Injection - Select From 8
166. 62. 42. 29 147.237.77.74  |Wnited Sates lawidf.il S Injection - Select From 8
187.188.169. 247  [147.237.72.166 |Mexi co aka.idf.il S Injection - Select From 8
184. 168. 46. 19 147.237.77. 74 Wited Sates lawidf.il QA Injection - Select From 8
5.196. 22. 55 147.237.72.166 |France akaidf.il S Injection - Select From 8
97.74. 215. 165 147.237.72.166 |Lhited Sates aka.idf.il SQ Injection - Select From 8
91.109. 242. 34 147.237.77.216 |Wnited Kingdom |dover.idf.il QA Injection - Select From 8
193.28.95.4 147.237.72.166 |italy aka.idf.il QA Injection - Select From 6
67.199. 10. 25 147.237.77.74  |Wnited Sates lawidf.il SQ Injection - Select From 4
191. 236. 151. 40 147.237.77. 74 Wited Sates lawidf.il QA Injection - Select From 4
168. 1. 128. 51 147.237.0. 35 Wited Sates akaws. i df il ET SCAN Potential SSH Scan 1
77.252. 26. 51 147.237.76.176  |Pol and test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
168.1.128. 51 147.237.77.205 |lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
137.117.9. 62 147.237.77.74  |Wited Sates lawidf.il S Injection - Select From 1
168.1.128. 51 147.237.77. 74 Lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.76. 31 Qte Dlvoire nakchal . i df.il ET SCAN NVAP -sS w ndow 3072 1
168.1.128.51 147.237.76.202 |lnited Sates e halag idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.76. 31 te Dlvoire nakchal . i df.il ET SCAN NVAP -f -sS 1
168.1.128. 51 147.237.76.198 |lLhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
168. 1. 128. 51 147.237.76.147 |Wnited Sates chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
168.1.128. 51 147.237.8. 28 Lhited Sates e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
168.1.128. 51 147.237.0. 15 Lited Sates kosher-kravi .idf. il ET SCAN Potential SSH Scan 1
77.252. 26. 51 147.237.76.176  |Pol and test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
168.1.128. 51 147.237.77.233 |Wnited Sates aal.idf.il ET SCAN Potential SSH Scan 1
137.117.11.51 147.237.77.74  |Wnited Sates lawidf.il QA Injection - Select From 1
168. 1. 128. 51 147.237.77.179 |Wnited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
45.79.103. 178 147.237.72.166 |Lnited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
211.141.78. 56 147.237.72.166 |China aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 1. 128. 51 147.237.77.19 Wited Sates I aw forumidf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.76. 31 Qte Dlvoire nakchal .i df .il ET SCAN NVAP -sS w ndow 2048 1
168.1.128. 51 147.237.76.200 |lhited Sates eitan aka idf.il ET SCAN Potential SSH Scan 1
168. 1. 128. 51 147.237.76.196 |Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
191. 236. 150. 197  [147.237.77.74  |Uhited Sates lawidf.il SQ Injection - Select From 1
94.102. 48. 195 147.237.77.19 Net her | ands | awforumi df . il ET SCAN NVAP -sS w ndow 1024 1
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Attacker Address ‘Attacker Qount ry |Tar get Address \Signature |I\/Essage

66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [invalid AGK nunber noni t or 34
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [SWNretransmit wth different sequence [alert 28
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [SWNretransmt with different sequence |nonitor 25
52.22.17. 231 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 21
52.22.17. 231 Lhited Sates 147.237. 76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 20
52.22.17. 231 Lhited States 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
185. 26. 180. 33  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
52.22.17.231 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 19
52.22.17. 231 Lhited States 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
52.22.17. 231 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 18
52.22.17. 231 Lhited Sates 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 18
52.22.17. 231 Lhited States 147.237.77. 170 |nmaarachot . i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
52.22.17. 231 Lhited Sates 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN- ACK -> Ti nmeout noni t or 18
52.22.17.231 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 18
52.22.17.231 Lhited Sates 147.237.0. 19 nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 18
52.22.17. 231 Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 18
52.22.17. 231 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 18
83.168.250.50 |Sweden 147.237.72.166 |aka idf.il drop SAMrul e drop 18
52.22.17. 231 Lhited Sates 147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17. 231 Lhited Sates 147.237.76.39 |mobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17.231 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17. 231 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17. 231 Lhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17.231 Lhited Sates 147.237.0.17 |mny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 17
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
52.22.17.231 Lhited Sates 147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
52.22.17. 231 Lhited Sates 147.237.77.235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 17
52.22.17.231 Lhited Sates 147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
201. 46. 55. 42 Brazil 147.237.77. 170 |n@arachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.77.235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chinuch. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 15
201. 46. 55. 42 Brazil 147.237.77. 226 |ww chanat z. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
201. 46. 55. 42 Brazil 147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.39 |mobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.77. 74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
201. 46. 55. 42 Brazil 147.237.0.17 |mny-kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout moni t or 14
201. 46. 55. 42 Brazil 147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
201. 46. 55. 42 Brazil 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
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At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Oount
121.9.142. 113 |Chi na 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from121.9. 142, 113 B ock 17
121.9.142. 113 [China 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 6
46.19. 86. 65 I srael 147.237.0.19 |nmadi matal . i df. i |Suspicious Response Code B ock 4
66.249.64.74 |lsrael 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
66.249.76.42 |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to 147.237.0.34/sip storage/ files/ 7/ 1557. pg |B ock 1
66.249.66.23 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1482-he/ at al . aspx B ock 1
68. 180. 229. 190 |lhited Sates |[147.237.77.216|dover.idf .il Paranet er Type M ol ation PageNumin ww i df.il/1381-he/ dover . aspx B ock 1
121.9.142. 113 [China 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. idf.il/index. asp B ock 1
66.249.66.24 | srael 147.237.77.74 |lawidf.il ﬂ?_”tzgg_”?;e%/i?‘pfcstccissgéﬁi | es/ 6/ 1066, pcl Bl ock 1
84.95.208.20 [lIsrael 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt Bl ock 1
66. 249. 66. 111 |l srael 147.237.72. 166 |aka. i df . i | au]::‘fdr;orl 'I mdmﬁ‘/ g;";‘igfzs;:’ et ai o Upciat euser det & | 5. aspx Bl ock 1
98.218.140.83 |nited Sates |147.237.72.166|aka. i df .i | Uhaut hor i zed Met hod PCBT for www aka. i df .il/yohal an/ Bl ock 1
66. 249. 66. 116 |Israel 147.237.0.34 |tikshuv.idf.i|l |Uauthorized URL Access to 147.237.0.34/sip storage/fil es/ 8/ 1548. pg |B ock 1
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