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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site

|Signature |Device Action  |Count |
93. 174. 93. 156 Net her | ands 147.237. 76. 148 gacenter. aka. i df.il B ack List drop 1
185. 25. 33. 139 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 25. 33. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount |
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 105 Chi na 147.237.77.176  |nat pash.idf .i| C1000071: HTTP: User Agent Sogou+web+spi der Per it 2
106. 38. 241. 105 Chi na 147.237.72.156 |aman.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Permit 2
106. 38. 241. 105 Chi na 147.237.76. 31 nakchal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 105 Chi na 147.237.76.200 |eitan.aka.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der Per it 2
71.6.167. 142 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
195, 154.232.58  |Rrance 147.237.77.176  |mat pash.idf.il 22280: HITP. Joomha hj ect |njection Wi nerability B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

72.167.159.8 |147.237.77.74 [lnited Sates |lawidf.il S Injection - Select From 3
66.249. 88. 133 [147.237.77.74 [lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 1
45.79.71.122  |147.237.72.166|lhited Sates |akaidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
163. 172. 129. 15 [147. 237. 76. 148 zi;;gom gacenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
106. 38. 241. 105 |147.237.76.86 |Chi na navy. i df.il SER_'\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
91. 201. 236. 158 [147. 237. 77. 243 | kr ai ne nobi | e. i df.il ET SCAN NMAP -sS w ndow 2048 1
91. 201. 236. 155 |147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -sS wi ndow 3072 1
89. 248. 172. 103 [147. 237. 76. 148 |Net her | ands gocenter. aka.idf.i [ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 172. 103 [147. 237. 76. 42 |Nether| ands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.64.22 [147.237.77.216|Uited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 1
128.199.58.67 [147.237.76.200|Netherlands  [eitan.akaidf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.201. 236. 158 [147. 237. 77. 243 | kr ai ne nobi | e. i df.il ET SCAN NMAP -sS w ndow 4096 1
91. 201. 236. 158 [147. 237. 77. 243 | kr ai ne nobi | e. i df.il ET SCAN NVAP -f -sS 1
91. 201. 236. 155 [147. 237. 72. 217 |krai ne eid.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.248. 172. 103 [147. 237. 76. 44 |Nether| ands erefuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.172. 103 [147.237.0.19  [Netherl ands madimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry |Tar get Address \Signature |I\/Essage

108. 61. 232. 122 |lLhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 39
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [invalid AXK nunber noni t or 23
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [SWNretransmit wth different sequence [alert 21
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence [SNretransmt wth different sequence |nonitor 20
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 18
52.22.17.231 Lhited Sates 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chinuch. aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17. 231 Lhited Sates 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17. 231 Lhited Sates 147.237.77. 170 |n@aarachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN- ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 12
52.22.17.231 Lhited Sates 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
52.22.17. 231 Lhited Sates 147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 12
52.22.17.231 Lhited Sates 147.237.77.235 |svivaidf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 12
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17. 231 Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
52.22.17. 231 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17. 231 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237. 76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
52.22.17. 231 Lhited Sates 147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17. 231 Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
52.22.17.231 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
52.22.17.231 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
52.22.17. 231 Lhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
198. 134.115. 10 |ULhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 11
52.22.17.231 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka. idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
66. 85. 14. 44 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
198. 134. 115. 10 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
201. 46. 55. 42 Brazil 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 134.115. 10 |lLhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
52.22.17. 231 Lhited Sates 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 10
198.134. 115. 10 [Lhited Sates 147.237.76.39 |mobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198.134. 115. 10 [Lhited Sates 147.237. 76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 134. 115. 10 |lLhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 10
198. 134. 115. 10 |Lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
198. 134.115. 10 |ULhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
201. 46. 55. 42 Brazil 147.237.0.15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 9
201. 46. 55. 42 Brazil 147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
201. 46. 55. 42 Brazil 147.237.0. 17 mny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
201. 46. 55. 42 Brazil 147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Oount
77.139. 160. 212 |France 147.237.72.166 |aka. i df . i | Unhaut hori zed Met hod PCST for v aka. idf.il/main/snalind B ock 2
. . Uhaut hori zed URL Access to
66.249.66.176 |lIsrael 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
157. 55. 39. 49 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i /bamahane/ B ock
66.102.9. 22 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/main/hone/ defaul t.aspx |B ock
68.180.230.33 |wited Sates |147.237.77.74 |lawidf.il Uhauthori zed LR Access to B ock 1
waw. mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
176. 13. 237. 155 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
66. 249. 64. 69 I srael 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
. . . Unaut hori zed Met hod PGST for o
191. 103. 200. 127|Col onbi a 147.237.72. 166 |aka. i df . i | vow aka i df i 1/ mai n/ home/ def aul t . aspx ock 1
. . . Uhaut hori zed URL Access to
66.249. 64. 228 | srael 147.237.77. 243|nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1431 B ock 1
. . . Lhtraceabl e S3. Sessi ons: Protocol viol ation
106. 38. 241. 105 [Chi na 147.237.76.86 |[navy.idf.il (SSL_OONN LI ENT HELLO) None 1
: . . Uhaut hori zed Met hod PCST for
204.79.180.162 |lnited Sates [147.237.72.166|aka.idf.il vow aka. i i 1/ il ui it enpl at es/ hone. asp B ock 1
. . Unaut hori zed URL Access to o
66.249.66. 174 [Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp ock 1
- kosher - kravi . i df . i
157.55.30. 46 |Wnited Sates |147.237.0.16 | Uhaut hori zed LRL Access to ock 1
il waw ny- kosher-kravi .idf.il/robots.txt
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