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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 2
123. 59. 59. 52 Chi na 147.237.77. 176 nat pash. i df .i | bl ock-sp-traf 1 forward 2
149. 202. 57. 201 France 147.237.76. 177 ncore.idf.il B ack List drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 42 refuah.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 21
106. 38. 241. 105 Chi na 147.237.77.74 lawidf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 3

151. 80. 31. 182 France 147.237.72. 166 aka.idf.il Cl000146: HITP. AhrefBot craw er B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121. 75. 46 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 2
42.116. 29. 68 147.237.0.15 [V etnam kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 88. 208. 193 |147.237. 77. 121 gj::;”ion e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
42.116. 29. 68 147.237.0.15 |V et nam kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
191109, 221 33 147 237 0.33  |col onbi & o~ ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
T T ' Gonnections, Potential Scan or Brute Force
163.172.129. 15 |147.237.0.17 |United Ki ngdom|mny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024

93. 158. 203. 168 |147. 237. 77. 226 |Net her | ands vy chamat z. aka. i df.il  |[ET SCAN NVAP -sS w ndow 1024
93. 158. 203. 168 |147.237.76.39 |Netherl ands nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024
58.218.200. 137 [147.237.76. 148 |hi na ggcenter. aka. i df .i | ET SCAN Potential SSH Scan

195. 88. 208. 193 |147. 237. 77. 205 23::;'}0'1 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024
42.116. 29. 68 147.237.0.15 |V et nam kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 1024
195. 88. 208. 193 [147. 237. 0. 34 ?éj;:ﬂm tikshuv. i df.il ET SCAN NVAP -sS wi ndow 1024

163.172.129. 15

147.237.72. 14

Uni ted Ki ngdom

dover.idf.il (ol d)

ET SCAN Potential VNC Scan 5900- 5920

104. 128. 144. 131(147. 237. 76. 197 |Canada e. hinush. i df .i | ET SCAN NVAP -sS wi ndow 1024
93. 158. 203. 168 |147. 237. 77. 176 |Net her | ands nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024
93.158. 203. 147 |147.237.0.16 |Netherlands ny-kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 1024
58.218. 200. 137 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan

50. 116. 123. 135 [147.237.76. 147 [Lhited Sates  |chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024

NN NEEREEEEEEEEEOas
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Action ‘Count
Sreaming BEngine: TCP Invalid i i ssi
46.19.85.85  |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dropped.
66. 85. 14. 44 Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |26
66.85.14.44  |UWnited States |147. 237.76.86 |navy.idf.il Bad TCP sequence f:gﬁ:;éj‘s”“ wth different moni tor |22
66.85.14. 44  |lnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence izll;eer:cr?s”“ With different alert 22
185. 26. 180. 169 |Eur ope 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 19
201.46.55.42 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 15
201.46.55.42 |Razil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
201.46.55.42 |Razil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
201.46.55.42 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 14
201.46.55.42 |Razil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
66.85. 14. 44 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
201. 46. 55. 42 Brazil 147.237.76.39 |[nobile neitav.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 13
201.46.55.42 |Razil 147.237.76.200|eitan. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
201.46.55.42 |Razil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
. . . Geo-1 ocat i on i nbound

5.10.231.162 |irag 147.237.77. 121 |e. navy. i df .il Geo-1 ocat i on enf or cenent onf or coment drop 12
2.53.59. 40 | srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
66. 85. 14. 44 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 10
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
71.170.15.211 |lLhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
66.190. 183.33 [Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 9
201. 46. 55. 42 Brazil 147.237.72. 167 |i shurimaka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
52.71.116.75 |lLhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.42 |mrazil 147. 237. 77. 226 :’W"“Cha”atz'aka' M lSyN At tack SYN -> SYN-ACK -> Tineout  |monitor |8
201.46.55.42 |Razil 147.237.77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
52.71.116.75 |lLhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201.46.55.42 |Brazil 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 8
201.46.55.42 |Razil 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.42 |Brazil 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201.46.55.42 |Brazil 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout noni t or 8
52.71.116.75 |lLhited Sates |147.237.76. 200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.42 |mrazil 147.237.0.17 ”i’I"y' kosher-kravi. 1df |qyn At ack SYN -> SYN-ACK -> Tineout  |monitor |8
201.46.55.42 |Razil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
201.46.55.42 |Razil 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.42 |Brazil 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
201.46.55.42 |Brazil 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 8
52.71.116.75 |lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
52.71.116.75 |Whited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
52.71.116.75 |lhited Sates |147.237.0.17 ”i’lny' kosher-kravi. Tdf |qyn At t ack SYN -> SYNACK -> Timeout  |monitor |7
52.71.116.75 |lhited Sates |147. 237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
201.46.55.42 |Brazil 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

. . . . SYNWAXK retransmt with .
201.46.55.42 |Brazil 147.237.76.30 |himush.idf.il Bad TCP sequence qi fferent vi ndow scal e noni t or 7
52.71.116.75 |Lhited Sates |147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 7
52.71.116.75 |lWhited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
52.71.116.75 |lLhited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
52.71.116.75 |lWhited Sates |147.237.77.235|sviva. idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
52.71.116. 75 Lhited Sates |147. 237. 76. 147 |chi nuch. aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 7

. : . . SYNWAXK retransmt with .
201.46.55.42 |Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence di fferent w ndow scal e monitor |7
52.71.116.75 |lWhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7

. . . . . SYNWAXK retransmt with .
201.46.55.42 |Brazil 147.237.76.39 |nobile. neitav.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 7
52.71.116.75 |lWhited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
121.9.142. 113 |Chi na 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from121.9. 142. 113 B ock 17
121.9.142. 113 [China 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 6
80. 246. 136. 200 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 220 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ 724- 5764- hel pat zar . aspx Bl ock 1
204.79.180.82 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for ww aka.idf.il/ishurinnain/ Bl ock 1
92.75.237.172 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i|/mai n/ hone/ def aul t. aspx B ock 1
46.4.74.42 Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 4. 74. 42 B ock 1
Unaut hori zed URL Access to
157.55.39. 74 |Wited Sates [147. 237. 72. 166 |aka. i df . i | ggfn:@sifgélf f/ j"\'jii 22 32321\‘:;?;‘:%?:232;::% Lif&@—;g%’fé;ﬂ;;‘ggﬁmf Bock |1
oyodt wa
66. 249. 64. 224 |I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 881- he/ pat zar . aspx B ock 1
106. 38. 241. 105 [Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894- 10670-en B ock 1
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka.idf.il/brothers/skira/defaul t.asp B ock 1
157.55.39.74 |Uhited Sates |147.237.72. 166 |aka. i df . il Lhknown Paraneter docid in aka.idf.il/nain/haredi ngeneral . aspx None 1
66. 249. 64. 227 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1444-hel at al . aspx B ock 1
109. 67. 33. 248 |l srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
46.101. 147. 179 |Ger nany 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for ww aka.idf.il/iturimasp/ defaul t.asp B ock 1
185. 27. 105. 92 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df. i/ mai n/ gi yus/ gener al . aspx B ock 1
68.180. 228.29 |Lhited Sates [147.237.72.166 |aka. i df .i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
46.120. 122. 219 [I srael 147. 237.72. 166 |aka. i df . i | V%;Vt ;L;L:td‘;‘.’iwig :loéii;fs g“f;;:‘;?;;’;xmo"‘” UL on Bock |1
185. 89. 217. 231 |Netherl ands  |147.237.77.74 [lawidf.il Dstributed LR is Above Root Directory B ock 1
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