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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
82.145. 221. 82

|Target Address | site

|Signature  |Device Action |Count |
Eur ope 147.237. 76. 42 refuah.idf.il B ack Li st drop 5
37.228.91. 142 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ack List drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 20
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |CLO00074: HTTP. najestic bot Pernirt 2
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Target Address

A tacker

‘S’te

‘Signature

Count ry
. . |SERVER APACHE Apache nod ssl non-SSL connection to SSL port denial of
139. 162. 172. 71 |147. 237. 77. 235 [Lhited Sates |svivaidf.il . -
servi ce attenpt
_ ... |SERVER APAGE Apache nod_ssl non-SSL connection to SSL port denial of
106. 38. 241. 105 [147. 237. 72. 166 [Chi na aka.idf.il . -
servi ce attenpt
85. 65. 47. 49 147.237. 72. 166 |I srael aka.idf.il [portscan: TGP D stributed Portscan
93. 158. 203. 149 [147. 237. 76. 202 [Net her | ands e.hal ag.idf.ilET SCAN NVAP -sS wi ndow 1024
163.172. 129. 15 |147. 237. 0. 33 E:'rf;gom Pdf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address |Ste Signature Action ‘Count
141.0.15. 34 Nor way 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 154
24.182.177.175 |Whited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 121
. . SYNWAXK retransmt with .
87.68.32.234 |[lIsrael 147.237.72. 166 |aka.i df .i Bad TCP sequence different vi ndow scal € monitor |28
87.68.32.234 |[Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 28
. . SWNretransmit wth different .
109. 67. 116. 74 [l srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 19
191. 32. 251. 162 |Brazi 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32. 251. 162 |Rrazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32. 251. 162 |Rrazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 12
191. 32. 251. 162 |Brazi 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
191. 32. 251. 162 |Rrazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
191. 32. 251. 162 |Rrazi 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
191. 32. 251. 162 |Brazi 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
191. 32. 251. 162 |Rrazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
89.187. 71. 164 LK?'rfgegom 147.237.77. 233 |atal i cf . i1 SYN Att ack SYN -> SYN-ACK -> Timeout  |menitor |10
89. 187. 71. 164 k?';gegom 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
89. 187. 71. 164 LK?'rfgegom 147.237.0.17 "i’I”y' kosher-kravi .10 |qyN At t ack SYN -> SYN-ACK -> Tineout  |nonitor |10
Sreanming Engine: TGP Invalid i i ssi
46.19.85.17  |Israel 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dropped.

89.187. 71. 164 LK?'rfgegom 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout  |nonitor |10
89. 187. 71. 164 k?';gegom 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
89.187. 71. 164 LK?'rfgegom 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout  |menitor |10
66. 85. 14. 44 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
66.85.14. 44  |Uhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence z:‘ur:rtlgsnsmt wth different aert 10
89.187. 71. 164 llgi“rfgegom 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
89. 187. 71. 164 k?'rfgegom 147. 237. 77. 226 ;"’”"‘Charm”'aka' T T syN At tack SYN -> SYN-ACK -> Tinmeout  |monitor |10
89.187.71. 164 z"rfgejom 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
89.187.71. 164 lk?lrfgegom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
89.187.71. 164 z"rfgejom 147. 237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
89.187.71. 164 lk?lrfgegom 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
89.187.71. 164 llgi“rfgegom 147.237.77. 234 |hal ag.idf . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
89. 187. 71. 164 k?'rfgegom 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout  |monitor |9
89.187.71. 164 z"rfgejom 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
89.187.71. 164 lk?lrfgegom 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
89.187. 71. 164 llgi“rfgegom 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
66.85.14.44  |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence z:‘ur:rtlgsnsmt wth different monitor |9
89.187. 71. 164 llgi“rfgegom 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
89.187.71. 164 lk?lrfgegom 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
89.187.71. 164 z"rfgejom 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
89. 187. 71. 164 :;?'rfgegom 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
89.187.71. 164 z"rfgejom 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
66. 85. 14. 44 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
191. 32. 251. 162 |Rrazil 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
194.97.114.2  |Ger many 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147.237.0.19 |nadi matal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
191. 32. 251. 162 |Rrazi | 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147.237.77. 216 |dover.idf . i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147. 237.76. 200 |ei tan. aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
194.97.114.2  |Ger many 147.237.77. 226 ;"’”"‘Charm”'aka' Tt T sy At ack SYN -> SYN-ACK -> Timeout  |nonitor |6
194.97.114.2  |Ger many 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 65 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 111
46. 19. 86. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 105
5.102.192.140 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 10
46. 19. 86. 40 I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in Bl ock 10
nobi | e. i df . i | /sachar/changepassword
Russi an . . D stributed Unaut hori zed Method for Known URL on
77.222.109. 202 eration 147.237.72. 166 [aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 3
109. 67. 173. 165 |l srael 147.237.72. 156 [anan. i df . i | Wnaut hori zed HTTP Met hod B ock
77.139.242.57 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df .il/ishurimnai n/ Bl ock
; . . Paraneter Type Mol ation ct| 00$Cont ent Al aceHbl der 1$txt Eai | in
75.81.40.147  [Wited Sates |147.237.77.216(dover.idf.il vaw i df i 1/ 1038- en/ dover . aspx Bl ock 1
198.52.181. 214 |Whited Sates |147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
81.18.218.190 |Fol and 147.237.72. 166 [aka. i df . i | Ostributed Uhauthorized Method for Known LRL on aka.idf.il/giyus/ Bl ock 1
62.90.122.239 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm Bl ock 1
2.53.57.103 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/bul let1. gif |B ock 1
] . . . Mil tipl e Uhtraceabl e SS. Sessions from 139. 162. 172. 71 (Prot ocol
139.162.172. 71 |lnited Sates |147.237.77.235|sviva.idf.il viol ation (SSL GONN QLI ENT HELLO)) None 1
77.138.54.12 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/main/smalinsmalimaspx |B ock 1
. . Distributed Uhaut hori zed URL Access on
37.26.149.178 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
198.52. 181. 214 |[lhited Sates |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/wordpress/wp-1ogin php  [B ock 1
95. 86. 107. 15 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ si p._st or age/ {1 | es/ 6/ 70016. doc B ock 1
5.28. 165. 194 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df. i/ hi nush/site/ he/ hi nush. asp B ock 1
] . - . S3. Lhtraceabl e Gnnection - Protocol violation
139.162.172. 71 [lhited Sates |147.237.77.235|sviva.idf.il (SSL CONN CLI ENT FELLO) None 1
77.138.251.201 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock 1
. ] Mil tiple Lhtraceabl e SSL Sessions from198.161. 119.4 (Protocol viol ation
198.161.119.4 [Canada 147.237.77. 216 |dover.i df .i | (SSL_OONN CLI ENT FELLO)) None 1
. . . SS_ Lhtraceabl e Gonnection - Protocol viol ation
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66.249. 69. 127 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._st or age/ fi | es/ 8/ 3208, pcf B ock 1
Unknown Par arret er
5.29.202.32 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acehHol der $quest i onUpdat e$hi ddenUpdat e |None 1
Question in ww aka.idf.il/nain/giyus/fag. aspx
163. 172. 172. 145 z";ggom 147.237.72. 156 |[anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
. . S3. Lhtraceabl e Gnnection - Protocol violation
198. 161.119. 4 [Canada 147.237.77. 216 |dover . i df . i | (SSL CONN CLI ENT FELLO) None 1
. . O stributed Unaut hori zed URL Access on
109.67.116.74  [Israel 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 1135- hel at al . aspx Bl ock 1
68.180. 229. 190 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1397-en/ dover . aspx B ock
5. 83. 88. 52 Spai n 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx Bl ock
192. 116. 177. 130|I srael 147.237.77.216|dover. i df . i | Mil tiple Untraceabl e SSL Sessions from192. 116. 177. 130 (Qpen Mde) None 1
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