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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
208. 67. 1. 206 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.77.176 nat pash. i df.i | bl ock-sp-traf 1 f orward 1
149. 202. 57. 201 France 147.237.76. 148 gocenter.aka.idf.il B ack List drop 1
149. 202. 57. 201 France 147.237.76. 200 eitan aka idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count |
59. 67. 64. 13 147.237.77.121 Chi na e navy.idf.il GPL SCAN nmap TCP 2
109. 60. 153. 178 147.237.0. 34 Russi an Feder ati on tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 174. 94. 142 147.237.77. 170 Net her | ands naar achot . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
66. 249. 64. 107 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
196. 47. 173. 21 147. 237. 76. 200 Qte Dlvoire eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 147. 237. 77. 205 Russi an Federation prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 162 147. 237. 77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 147.237.0. 35 Russi an Feder ati on akaws. i df il ET SCAN Potential WNC Scan 5900- 5920 1
94.102. 48. 195 147. 237.76. 196 Net her | ands e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 149 147. 237.76. 30 Net her | ands hi mush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173. 21 147. 237. 76. 200 Qte Dlvoire eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
61. 240. 144. 66 147.237.77.61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 88. 208. 193 147. 237.77. 234 Russi an Federation hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147.237.0. 16 Lhited Sates ny- kosher -kravi . i df i ET SCAN NVAP -sS wi ndow 1024 1
189. 161. 173. 106 147. 237. 0. 200 Mexi co . i df il ET SCAN NVAP -sS wi ndow 3072 1
180. 97. 106. 162 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
165. 215. 209. 15 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
116. 31. 116. 12 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

85.98.232.203  |[Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 97
85.98. 232. 203  |Turkey 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 28
87.68. 59. 232 I 'srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 27
87.68.59.232 [Israel 147.237.72. 166 |aka. i df . Bad TCP SINRAK retransmt wth different wndow | .. 27

sequence scal e

87.68. 59. 232 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 25
107.167.113.16 |lhited Sates  [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 23
217.132.126. 213|lI srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
23. 94, 253. 34 Lhited Sates 147.237.76.39 |[nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
23.94. 253. 34 Lhited Sates  |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 19
23.94.253. 34 Lhited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 19
23. 94, 253. 34 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
23.94. 253. 34 Lhited Sates  |147.237.76. 200 |eitan. aka.idf il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 19
23.94. 253. 34 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout moni t or 18
23.94. 253, 34 Lhited Sates  |147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 18
23.94. 253. 34 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 16
89.187.71.164 |United Ki ngdom|147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 16
93.172.212. 156 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
89.187.71.164 |Wnited Kingdom|147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
89.187.71.164 |United Kingdom|147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
89.187.71.164 |United K ngdom|147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
89.187.71.164 |United Kingdom|147.237.76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
191.32.251. 162 |Brazil 147. 237.76. 200 |ei tan. aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |UWnited K ngdom|147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 13
191. 32. 251. 162 |Brazil 147.237.77. 226 |wan chanat z. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |Wnited Ki ngdom|147.237.77.233|atal.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United K ngdom|147.237.76.42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United K ngdom|147.237.0.17 Ir""y'kOSher'kraVi dTloyN At ack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32, 251. 162 |Brazil 147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |Wnited Ki ngdom|147.237.77.170 |n@arachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
191.32.251. 162 |Brazil 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United Kingdom|147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
191.32.251. 162 |Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United Ki ngdom|147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
191.32. 251. 162 |Brazil 147.237.0.17 Imny'kOSher'kraVi AT loyN At ack SYN -> SYN-ACK -> Ti neout noni t or 13
217.132. 126. 213|l srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 13
89.187.71.164 |United Kingdom|147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32, 251. 162 |Brazil 147.237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United Kingdom|147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
191.32.251. 162 |Brazil 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32, 251. 162 |Brazil 147.237.0.19 [nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |Wnited Kingdom|147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
191.32.251. 162 |Brazil 147.237.77. 235 |sviva.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United K ngdom|147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
191.32.251. 162 |Brazil 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United Ki ngdom|147.237.77. 226 [wan chanat z. aka. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
191. 32, 251. 162 |Brazil 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
89.187.71.164 |United K ngdom|147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
89. 187. 71. 164 Uni ted Kingdom|147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 12
191. 32, 251. 162 |Brazil 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
191. 32. 251. 162 |Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.69.168. 139 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 87.69. 168. 139 Bl ock 4
109. 253. 146. 32 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 4
185. 32. 179. 104 |Israel 147.237.0.19 |nadi matal .idf.i[Dstributed Suspicious Response Qode B ock 3
89. 139. 122. 192 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 3
77.138.141. 148 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for waw aka.idf.il/rights/asp/info.asp B ock 2
46.116.98.156 |Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode B ock 2
87.69.168. 139 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwu aka. idf.il/main/ home/ defaul t.aspx  |B ock 2
79.178. 244. 107 |Israel 147.237.72. 166 |aka. i df . i | Unknoun Paraneter ctl00%ct | 003cphMai n$TochenMt acetbl der $txt Password 1y 1
in ww aka.idf.il/main/giyus/faq. aspx
66. 249. 93. 83 I srael 147.237.77. 216 |dover . i df . i | Dstributed Adnin B ocking B ock 1
212.199. 218. 246 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
46. 19. 86. 207 I srael 147.237.77.216|dover. i df . il Unknown HTTP Request Method Accept - Language: in URL en-gb, en B ock 1
109. 67.153.64 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/nain/ml uin B ock 1
. . Lhknown Par anet er ct| 00$ct | 00$t xt Search in
79.178. 244. 107 |lsrael 147.237.72. 166 |aka. i df .i | whw aka. i df . i |/ nai 1/ gi yus/ updat euser det ai | . aspx None 1
66. 249. 93. 83 I srael 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on waw i df .il/admin B ock
192. 116. 177. 130|I srael 147.237.77.216|dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
87.69.168.139 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 87.69. 168. 139 B ock 1
. . D stributed Whaut horized Met hod for Known URL on
77.138.237.100 |France 147.237.72. 166 |aka. i df . i | e aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 1
216. 244.66.231 |Wiited Sates [147.237.72.156|anan.idf.il Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179. 6. 251 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
66. 249. 93. 87 | srael 147.237.77.216|dover. i df . i | Adnmin Bl ocki ng Bl ock 1
46. 19. 86. 207 I srael 147.237.77. 216 |dover . i df .i | Abnormal |y Long Request et hod B ock 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from198.161. 119.4 (Protocol viol ation
198.161.119.4 |Canada 147.237.77.216|dover.i df . i | (SSL OONN CLI ENT FELLO)) None 1
77.138.251. 201 |France 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCBT for aka.idf.il/giyus/ B ock 1
] . . Unaut hori zed Met hod PCST for
66.102. 6. 23 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df . i | / mai / sachar / vi ewpays! i p. aspx B ock 1
. . . Unaut hori zed URL Access to
124.73.6.250  |China 147.237.77. 176 |nat pash. i df i1 [ cogat . i df . i |/ 1694 11699- he/ cogat . aspx/ t r ackback/ Bl ock 1
85. 64. 144. 158  [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66. 249. 93. 87 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/adnin B ock
46. 19. 86. 207 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion B ock
. . S Whtraceabl e Gonnection - Protocol violation
198.161.119. 4 |Canada 147.237.77.216|dover . i df .i | (SSL CONN CLI ENT FELLO) None 1
79.178.21.104 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
] . . D stributed Whaut horized Met hod for Known URL on
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
157.55.39. 253 |lhited Sates [147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.69.162.24 | srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. idf.il/https:/vww anan.idf.il/ B ock 1
. . Unaut hori zed Met hod PCST for
77.138.9.5 France 147.237.72. 166 |aka. i df . i | vow aka. i . i 1/ mai n/ i yus/ yahash/ sheel on. aspx B ock 1
46. 19. 86. 207 | srael 147.237.77.216|dover. i df . i | Mal formed URL en- gb, en; g=0. 8, en-us; g=0. 6, he; g=0. 4 Bl ock 1
] . . D stributed Whaut horized Met hod for Known URL on
204.79.180.103 |lWnited Sates |147.237.72.166aka. i df.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
95. 86. 86. 3 I srael 147.237. 72. 156 |anan. i df . i | Distributed Lhaut hori zed LR Access on B ock 1
wan anan. i df.il/https:/ww anan.idf.il/
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