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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site |Signature Device Action |Count|
94.102. 60. 21 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2776
109. 67. 160. 125 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 2236
109. 67. 160. 125 | srael 147.237.77. 216 dover.idf.il B ack List drop 144

149. 202. 57. 201 Fr ance 147.237.76. 30 hi nush. i df . i | B ack List drop 1

149. 202. 57. 201 France 147.237.76. 34 yohal an.i df .i | B ack Li st drop 1

149. 202. 57. 201 France 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1

37.26. 148. 237 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

149. 202. 57. 201 France 147.237. 76. 202 e halag.idf.il B ack List drop 1
82.221.105. 6 | cel and 147.237. 76. 38 eengitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 2
64.137.242.231 Canada 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
77.138.22. 23 147.237.77.216 |France dover.idf.il portscan: TCP D stributed Portscan 2
61. 240. 144. 65 147.237.77.216 |China dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
163. 172. 129. 15 147.237.76.176 |United Ki ngdom test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61. 240. 144. 65 147.237.76.197 |China e hinush.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
163.172.129.15  |147.237.72.217 |Wnited Ki ngdom eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 147.237.72.156 |Chi na anan.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
104.128. 144. 131 |147.237.77.176 |Canada nmat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237.8. 45 Chi na eeitanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
93. 174. 94. 142 147.237.77.243 |Netherl ands nobi | . i df il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 147.237.76. 148 |Ukraine ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
93.174.94. 142 147.237.77.227 |Netherl ands e. hanaz. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
12. 139. 34. 20 147.237.76.148 |Uited Sates ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 4096 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
12.139. 34. 20 147.237.76.148 |Uhited Sates ggcenter. aka.idf . il ET SCAN NVAP -f -sS 1
208. 73. 143. 36 147.237.77.216 |Uited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.72.166 |lkrai ne akaidf.il ET SCAN NMAP -sS wi ndow 3072 1
195.88.208.193  |147.237.77.179 |Russian Federation |e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 37 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.76.200 |China eitan aka. idf.il ET SCAN Potential WNC Scan 5800- 5820 1
163.172.129. 15 147.237.76.176 |United Ki ngdom test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 147.237.76.44  |China erefuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
109. 60. 153. 178 147.237.77.243 |Russian Federation |[nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
94. 102. 48. 195 147.237.77.74  |Netherl ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 147.237.76.198 |Ukraine e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.94. 142 147.237.77.233 |Netherl ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.172. 71. 251 147.237.0.200 |lkraine ndu. i df il ET SCAN NMAP -sS wi ndow 1024 1
93.174.94. 142 147.237.77.61  |Netherl ands e cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
12.139. 34. 20 147.237.76.148 |lhited Sates gacent er . aka. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 158 147.237.72.166 |lkrai ne aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
208. 73. 143. 36 147.237.76.199 |lLnited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.158  |147.237.72.166 |lkraine akaidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
180. 97. 106. 37 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Address [Ste Signature
196. 137. 42. 170 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
46.117.56. 42 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 30
e Bad TCP )
82. 166. 238. 235 |l srael 147.237.72. 166 |aka.i df . il noni t or 27
sequence
87.68.59.232 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
23.94.253.34 |lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 18
Bad TCP SYNH it w i
87.68.59.232 |Israel 147.237.72. 166 |aka. i f .i YNFAK retransmt with different noni t or 18
sequence w ndow scal e
23.94.253.34 |lhited Sates 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
23.94.253.34 |lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
23.94.253. 34 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 17
23.94.253.34 |lWiited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 16
23.94.253.34 |lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
23.94.253.34 |lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
23.94.253. 34 Lhited Sates 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 16
109. 64.95.53  |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
176.13. 234.63 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
Li byan Arab L o
41. 254. 0. 106 Janahi riya 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
Bad TCP SYNH it w i
37.26.148.237 |Israel 147.237.77. 216 |dover. i of .i | YNHACK Tetransmt with di fferent noni t or 12
sequence w ndow scal e
87.68.59.232 |[lIsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout alert 12
o Bad TCP . )
46.19. 85. 171 | srael 147.237. 77. 216 |dover.idf.il Invalid ACK nunber noni t or 11
sequence
82. 166. 238. 235 |l srael 147.237.72. 166 |aka.i df . i drop First packet isn't SN drop 11
91. 134. 110. 227 |Rul garia 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 11
o Bad TCP . )
82. 166. 238. 235 |l srael 147.237.72. 166 |aka.i df .il Invalid ACK nunber nmoni t or 11
sequence
91. 134. 110. 227 |Rul garia 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 11
91.134.110. 227 |Bul garia 147.237.77. 226 |wan chanat z. aka. i df .i1 [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
82. 166. 238. 235 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
o Bad TCP L ) . )
80. 246. 133. 70 |l srael 147.237.77.234 |hal ag.idf.il SWNretransmt wth different wndow scal e [noni t or 11
sequence
91. 134. 110. 227 |Bul garia 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 11
Bad TCP
46.19. 85.171 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber aert 11
sequence
91.134. 110. 227 |Rul garia 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
91. 134. 110. 227 |Bul garia 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
91.134. 110. 227 |Ru gari a 147.237.0.17 i"I”Ty' kosher-kravi. df- 1oyN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
91. 134. 110. 227 |Bul garia 147.237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 11
91. 134. 110. 227 |Rul garia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
91. 134. 110. 227 |Rul garia 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Bul garia 147.237.77. 235 |sviva idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Rul garia 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
91. 134. 110. 227 |Rul garia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Bul garia 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Rul garia 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
91. 134. 110. 227 |Rul garia 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Bul garia 147.237.72. 167 |i shurimaka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 10
91. 134. 110. 227 |Rul garia 147.237.77.234 |halag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
e Bad TCP . )
46. 19. 86. 176 | srael 147.237.77.176 |nat pash. i df . il Inval i d ACK nunber noni t or 9
sequence
Bad TCP
82. 166. 238. 235 |l srael 147.237.72. 166 |aka. i df .i | Inval i d ACK nunber aert 9
seqguence
91. 134. 110. 227 |Rul garia 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 9
91. 134. 110. 227 |Bul garia 147.237. 72. 156 |anan. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 9
91. 134. 110. 227 |Rul garia 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
91. 134. 110. 227 |Rul garia 147.237.77. 176 |nat pash.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 7
e Bad TCP .
46.19. 86. 176 | srael 147.237.77. 176 |nat pash.i df .i | Inval id ACK nunber alert 7
sequence
o Bad TCP ) )
194. 90. 198. 147 |l srael 147.237.77. 216 |dover.idf.il I'nval i d sequence nunier noni t or 6
sequence
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
89. 138. 170. 137 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 184
176.13.248.0 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 154
176.13.5. 191 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 138. 160 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.70.107.211 |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 2
107.204.184. 90 |Wnited Sates |147.237.72.166|aka.idf.i | Mil tipl e Unaut hori zed Method for Known URL from 107.204. 184. 90 B ock 2
46.116.98.156 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
107.204.184. 90 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waw aka. i df.il/main/kapat z/ B ock 2
192. 115. 113. 220]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.112. 170 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
201. 144.162. 15 |Mexi co 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for ww aka.idf.il/ishurinmain/ Bl ock 2
80.246.133.70 I srael 147.237.77. 234 |hal ag. i df .i | o r2l3t7)m7(7§d2;2??21:3:372?1;}:&/@(5?? T B ock 1
66.249.69. 127 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1394- hel r ef uah. aspx B ock 1
79.182.45.153 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
207.46. 13. 76 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter docid in aka.idf.il/nai n/haredi nigeneral . aspx None 1
46.116.32.126 |[Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
80. 246. 133. 221 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
68.180.228.240 |Wnited Sates |147.237.72.156|anan.idf.il Lhaut hori zed URL Access to waw aman. idf.il/robots. txt B ock 1
87.70.107.211 |[lIsrael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
79.183.87.175 | srael 147.237.72. 166 |aka. i df . i | m”;k":i Efarﬁr;er:;ng]mfﬁmma;& None 1
73.150.254.9  |Wnited Sates |147.237.72. 166 |aka. i df .i | m;:(zuit;d' i?}a#;wrioﬁ‘/’ d“ef;ﬂ??,;z;xmm UL on Bl ock 1
2.53. 45, 49 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock
79.183.96.178 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df .i| m;l'(:”f jfd_ ilf}a#;whioﬁ‘} d';‘:;:f?.;ggxmo"‘" UL on Bl ock 1
157.55.39.133 |lhited Sates |147.237. 77. 170 |maar achot . i df . i | g:r“;chh%rti_izgf_ iLﬁ‘t xpf;szsfjoourn i e our il vi ew aspx Bl ock 1
77.138.44.194 |Fance 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwv aka. i df.il/main/smalinismalimaspx |B ock 1
198. 20. 87. 98 Lhited Sates [147.237.0.34 |tikshuv.idf.il |Wauthorized LR Access to 147.237.0.34/robots. t xt B ock 1
2.53. 163. 250 I srael 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76.31/si p_storagel fil es/ 8/ 1668. doc [B ock 1
94. 230. 84. 67 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
80.178. 218. 253 |Israel 147.237.77.74 |lawidf il margmfrl d?‘ﬁ /ﬁﬂa;'zé’g r’:ﬁf;g;f:‘?‘izrpfucmaderseamhﬂ xtSearch in Bl ock 1
66. 249. 64. 45 I srael 147.237.76.200|ei tan. aka. i df . i | |Lhaut hori zed URL Access to www eitan. aka.idf.il/tenpl ates/ news/{"key":" |B ock 1
157.55.39.168 |United Sates [147.237.77.176|mat pash.idf.il [Unauthorized UR. Access to 147.237.77.176/robots. txt B ock 1
85. 65. 246. 7 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx B ock 1
77.138.141. 148 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/sip_storagel/files/ 8/ 63578. doc |B ock 1
37.142.199. 116 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waww refua. atal .idf.il/1325-he/refuah. aspx)  |Bl ock 1
95. 86. 115. 89 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 1
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