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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
109. 67. 228. 32 | srael 147.237.72. 166 aka.idf.il B ack List drop 5
89. 163. 242. 39 Ger many 147.237.77. 227 e hanaz.idf.il JLM Purpl e Gon Limt_Tcp dr op 1
104. 232. 66. 18 Lhited Sates 147.237.76. 176 test.ncore.idf.il |[JLMPurple Gon Limt Htp drop 1
89. 163. 242. 39 CGer many 147.237.77.235 sviva.idf.il Frk Purple Gon Limt Tcp drop 1
89. 45. 10. 243 Rormani a 147.237.76. 30 hi nush. i df .i | B ack List drop 1
104. 232. 66. 18 Lhited Sates 147.237.72. 14 dover.idf.il(old) |JLMPurple Gon Limt Htp drop 1
208. 67. 1. 215 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
89. 163. 242. 39 Ger many 147.237.72. 166 aka. idf.il Frk Purple Gon Limt_Tcp dr op 1
104. 232. 66. 18 Lhited Sates 147.237.72. 14 dover.idf.il(old) |JLMPurple Gon Limt Tcp drop 1




09-08-2016-21:04:05 to 09-08-2016-22:04:05

|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

69. 30. 198. 242 Lhited Sates 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per mit 6
69. 30. 198. 242 Lhited Sates 147.237.77.176  |matpash.idf.il |C1000074: HTTP: najestic bot Pernit 2
69. 30. 198. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nirt 2
69. 30. 198. 242 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 1
94.102. 60. 21 Net her | ands 147.237.77.216 |dover.idf.il 10767: HTTP. Acunetix Security Scanner B ock 1
123.126. 113. 18 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
151. 80. 31. 159 France 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.121. 143. 113 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.224.160.106 |147.237.0.35 |Netherlands akavs. i df . il ET SCAN Potential SSH Scan 1
79.181.136.76 [147.237.72. 156 |l srael anan. i of .i | ET SCAN NVAP -sA (2) 1
180. 97. 106. 37  |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
66.249. 64. 115 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
163.172.129. 15 |147.237. 77. 243 |Uni ted Ki ngdom |nobil e.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.200. 137 [147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.76. 201 |Uni ted Ki ngdom |e.atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 [147.237.0.35 [China akavs. i df . i | ET SCAN Potential SSH Scan 1
108. 12. 246. 131 |147.237.0.17 |lhited Sates mny- kosher -kravi .idf.il ET SCAN Behavi oral U’IUSUT'JII ! y fast Termnal Server Traffic, 1
Potential Scan or Infection
91.224.160. 106 [147.237. 76. 147 [Net her | ands chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.31 |[Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.19 [Netherlands nedi matal .idf.il ET SCAN Potential SSH Scan 1
80. 246. 140. 170 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 161 |147.237.76.31 |Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
72.69.113. 91 147.237.77. 74 |Wnited Sates lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
180. 97. 106. 37  |147. 237. 76. 201 |Chi na eatal .idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.76.34 |thina yohal an.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237. 76. 201 [Uni ted Ki ngdom |e.atal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.218. 200. 137 [147.237.0.200 [China nau. i df il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237.77. 212 gj;:lnim e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 193. 246. 248|147. 237. 77. 121 |Lhited Sates e.navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.224.160. 106 |[147.237.76.38 [Netherlands eenetav.idf .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Republ i ¢ of

seqguence

76.174.183.97 |whited Sates 147. 237.77. 216 |dover. i of .i | S droj 38
Ret r ansnm ssi on Packet dropped. P
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 25
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 25
192. 99, 207. 133 |Canada 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |25
192. 99. 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 25
130. 255. 65. 45 g";'cis;i'géa” Tertitoryty 47 237. 77. 216 |dover. i df .i dr op First packet isn't SWN drop 24
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 24
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |24
192. 99. 207. 133 |Canada 147.237.76.39 |mobile.meitav.idf.i|SYN At tack SYN -> SYN-ACK -> Timeout [nonitor 24
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 24
82. 145. 223. 103 |Eur ope 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |21
Sreanming Engine: TGP Invalid i i ssi
2.53.165.144  [Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Inval i d segnent retransmssion. |, 12
Ret r ansnm ssi on Packet dropped.
87.69.79.91 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 11
185. 87. 183. 52 L;:zzbl:ilzfmc 147.237.76.86 |navy.idf. il Bad TCP sequence Inval i d AGK nunber moni tor |10
46. 19. 85. 34 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Iran, Islamc e SYNretransmt wth different
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 9
109. 66. 162. 172 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 9
o SYNWAKK retransmt with .
87.69.79.91 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence a fferent vi ndow scal e nonitor |9
66. 87. 76. 153 Lited Sates 147.237.77. 216 |dover.idf .il SYN Attack noni t or 9
185. 87. 183. 52 IF;.$B| i'i'g;"'c 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |8
185.87.183.52 |Lfan Islanc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different —|oyior s
Republ i ¢ of seguence
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni tor |8
31.13. 80. 36 Ireland 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 184 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreaming Engine: TGP Invalid i i sSi
176.13.246.95 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
109. 65. 59. 166 | srael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 6
e SYNWAXK retransmt with .
176. 13. 251. 202 |l srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence a fferent vi ndow scal e nonitor |6
46. 19. 86. 22 I srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber alert 6
185. 87. 183. 52 IF;.$B| i'i'g;"'c 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 6
46. 19. 85. 184 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
. . SYNWAKK retransmt with .
109. 66. 162. 172 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
109. 66. 162. 172 |[Israel 147. 237. 77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 85. 34 I srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber alert
. . SYNWAKK retransmt with .
109. 66. 162. 172 |l srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence different v ndow scal e mnitor |5
37.26.146.190 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 237 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 87. 183. 51 Lézzbl:ilﬁrfmc 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
77.126. 37. 246 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Iran, Islanmic o SYNretransmt wth different .
185. 87. 183. 59 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence mnitor |4
46. 19. 86. 156 | srael 147.237. 72. 156 |anan.i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or
185.3.147.190 |lIsrael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 90 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 87. 183. 59 L;:zzbl:ilzfmc 147.237.76.86 |navy.idf. il Bad TCP sequence Inval i d AGK nunber moni tor |4
52.53.148.128 |lhited Sates 147.237.76.44 |erefuah.icf.il  |Geo-1ocation enf or cement Geo-I ocat i on i nbound drop 4
enf or cenent
109. 253. 230. 219l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
176. 13.228. 123 |l srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
54.206. 123. 102 |Australia 147.237.8.14 |e.orchot.idf.il  [Geo-1ocation enf or cement Geo-I ocat i on i nbound drop 4
enf or cenent
2.53. 159. 252 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185.87.183.59 |1 Islamc 147.237.76.86 |navy.idf.il Bad TOP sequence SWNretransmt wth different ., 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 231 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 167
77.127.76.238  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 110
5.102.192.140 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 91
188. 120. 154. 90 |l srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code Bl ock
77.138.22.23 France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 77.138.22. 23 |B ock
82.166.69.222 |[Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 82. 166. 69. 222 Bl ock
m ny- kosher-kravi .id
66. 249. 76. 52 | srael 147.237.0. 17 f inly Ostributed |11 egal Paraneter Encoding None 3
. . . Unaut hori zed URL Access to
82.166.69.222 |[Israel 147.237.77.243|mobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 3
46.19. 85. 151 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 206 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.53.45. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
109. 253.199. 13 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . D stributed Whaut horized Met hod for Known URL on
64.116. 185. 6 Panana 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 2
2.53. 165. 144 I srael 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response Gode B ock 2
80.178.19.104 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized LR Access from 80.178. 19. 104 B ock 2
109. 253. 221. 175]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
5.29.221. 220 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
. . D stributed Uhaut hori zed Met hod for Known URL on
77.138.22. 23 France 147.237.72. 166 [aka. i df . i | waka i o i1/ishuri m e B ock 2
87.204.157.42 |Pol and 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 182 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
217.132. 153. 238l srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Code B ock 2
77.138.56.243 |France 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/ favi con.i co Bl ock 1
. . D stributed Uhaut hori zed URL Access on
194. 153. 113. 13 |Ger nany 147.237.77.233|atal .idf .il 147 237 77. 233/ r obot 5. t xt B ock 1
95.110.194.252 |[italy 147.237.77.216|dover.idf .il PHP At t enpt Bl ock 1
185. 120. 125. 26 |l srael 147.237.77. 216 |dover.i df.i |l Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm Bl ock 1
66.249. 64. 224  [Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 365- he/ pat zar. aspx |B ock 1
95.110.194.252 |[italy 147.237.77.243|nobi l e.i df . i | PHP At t enpt Bl ock 1
87.71.47.106  |Israel 147.237.72. 156 |anan. i df . i | Wnauthori zed URL Access to B ock 1
W anan. i df.il/https:/ww anan.idf.il/
207. 46. 13. 57 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
m ny- kosher-kravi.id i A i
66.249.76.53 |l srael 147.237.0.17 my llegal Parameter Encoding /BAV" VFoD' in None 1
foil mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
95.110.194. 252 |[italy 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72.166|aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
82,235 9 18 France 147. 237.72. 166 |aka. i df . i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.249. 64. 227 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1495-he/ atal . aspx |B ock 1
109. 65.77.202 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to - B ock 1
wwv aka. i df . i1/ nai n/ gi yus/ www navy. i df. il
. . Unaut hori zed URL Access to
80.178.19.104 [Israel 147.237.72. 166 |aka. i df . i | vanw aka, i df . i |/ i n/ hone/ def aul t . aspx=1 B ock 1
. . D stributed Uhaut hori zed URL Access on
2.53.38.118 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Unhaut hori zed URL Access on
212.143.47.164 |lIsrael 147.237.72. 156 |aman. i df . i | - i1/ https: /v il B ock 1
157. 55. 39. 74 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka. i df . i/ edi nirequest s/ Bl ock 1
. . . Unaut hori zed URL Access to
66.249.79.130 [Israel 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p, st orage/ 1 es/ 8/ 1558. | pg B ock 1
66. 249. 64. 12 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock
95.110. 194. 252 |[italy 147.237.77.233|atal .idf.il Mil tipl e Lhaut hori zed URL Access from 95.110. 194. 252 B ock
. . D stributed Whaut horized Met hod for Known URL on
82.238.223.99 |France 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . D stributed Uhaut hori zed URL Access on
194.153. 113. 13 |Ger many 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. txt B ock 1
. . . Unaut hori zed URL Access to
66. 249. 76. 42 I srael 147.237.0.34 |tikshuv.idf.il 147. 237.0. 34/ si p, st orage/ 11 es/ 5/ 1555. | pg B ock 1
109. 67. 234. 150 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.173.16.7 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 122 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL Bl ock 1
212.199. 144. 158|l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.246.95 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
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