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09-08-2016-20:04:08 to 09-08-2016-21:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
156. 205. 14. 33 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
94.102. 60. 21 Net her | ands 147.237.77.216 dover.idf.il HTTP- M SG Acunet i x- Ur | dest - r eset 4
46.117. 65. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.182.137.182 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
142. 4. 108. 129 Lhited Sates 147. 237.76. 201 eatal.idf.il [JLMPurple Gon Linit Tcp drop 1
89. 187. 217. 74 Lebanon 147.237.76. 30 hi nush. i df .i | L4 Source or Dest Port Zero drop 1
94.177. 164. 99 Romani a 147.237.76. 201 e atal.idf.il B ack Li st drop 1




09-08-2016-20:04:08 to 09-08-2016-21:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
62. 210. 148. 246 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 30
62. 210. 148. 246 France 147. 237. 76. 200 eitan. aka.idf.il C1000074: HITP. maj estic bot Per nit 23
62. 210. 148. 246 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per it 10
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit

199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nit




09-08-2016-20:04:08 to 09-08-2016-21:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

Signature

91.121.143. 113 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
91.121. 142. 227 |147.237.77.74 |France lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
79.181.136.76  [147.237.72. 156 |l srael aman. i of .| ET SCAN NVAP -sA (2) 2
69. 164. 205. 7 147.237.76.31 |Wited Sates nakchal .i df .il SER\/ER APAO_E_ Apache med_ss| non-SSL connection to SSL port 2
deni al of service attenpt
104. 128. 144. 131(147. 237. 76. 44 |Canada erefuahidf.il |ET SCAN NVAP -f -sS 1
66.249.93.216  [147.237.77. 176 |Eur ope natpash.idf.il [ET SCAN NVAP -sA (2) 1
66.249.93.135  [147.237.77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
180. 97. 106. 162 |147.237.76. 34 |[Chi na yohalan.idf.il [ET SCAN Potential SSH Scan 1
46. 19. 86. 201 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
180.97.106. 37  |147.237. 76. 202 |Chi na ehalagidf.il |ET SCAN Potential SSH Scan 1
2.50.168.178  |147.237.0.35 Ehr:l:aetdefab akavs.idf.il  [ET SCAN NVAP -sS wi ndow 4096 1
111.01.148.22 |147.237.0.33 |Korea, Republic of [idt.il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.50.168.178  |147.237.0.35 Ehr:l:aetdes”ab akavs.idf.il  [ET SCAN NMAP -f -sS 1
104. 128. 144. 131(147. 237. 76. 44 |Canada e.refuah.idf.il |ET SCAN NVAP -sS w ndow 2048 1
80.246. 137.36  [147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
66.249.93. 137  |147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
195. 88. 208. 193 [147.237.76. 44 |Russian Federation|e.refuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 93. 85 147.237. 77. 216 |Eur ope dover.idf.il portscan: TCP Distributed Portscan 1
180.97.106. 37  |147.237.77. 178 |Chi na e.natpash.idf.il|ET SCAN Potential SSH Scan 1
46. 19. 86. 156 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
180.97.106. 37  [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
2.50.168.178  |147.237.0.35 LEh;rtaeIdesNab akavs.idf.il  |ET SCAN NVAP -sS wi ndow 2048 1
106. 186. 20. 183 |147. 237. 76. 198 |Japan e.yohal an.idf.il|[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

Ret ransm ssi on

Packet dropped.

84.94. 41. 253 I sr ael 147. 237.77. 234 |hal ag.i df . | Bad TCP sequence wi rdow scal e monitor |69
2.53.19. 200 I srael 147.237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 36
Ret r ansmi ssi on Packet dr opped.
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |32
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 30
23.94.253.34  |wnited Sates 147.237.76.39 |[nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout monitor |30
23.94.253.34  |wited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |30
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 30
192.99. 207. 133 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |30
192. 99. 207. 133 |Canada 147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout monitor |30
23.94.253. 34 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 30
23.94.253.34  |wnited Sates 147. 237. 76. 147 [chinuch. aka. i of .i1 |SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |30
23.94.253.34  |wited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |30
23.94.253. 34 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 30
192.99. 207. 133 |Canada 147.237.76. 200 [eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |29
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |29
23.94.253. 34 Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 29
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 29
23.94.253. 34 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 28
87.69.52.204 [Israel 147.237.72. 166 |aka. i of .i Bad TCP sequence wﬁrfg;gﬁ?%gth moni tor |16
46. 19. 85. 34 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
213.57. 154. 155 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |16
87.69. 52. 204 I srael 147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 16
77.127.17.151  |israel 147.237. 77. 243 |robil e i df . | Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 15
Ret ransni ssi on Packet dr opped.
46.19. 85. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 85. 34 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 86. 117 I srael 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |12
82.81.142.140 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
46. 19. 85. 34 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
80.246.139.70 | srael 147.237.77. 243 |robi L e. i of .1 Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
84.94.41.253  [israel 147.237.77. 233 |atal i df .| Bad TCP sequence mdze\:,rsaézrit wth different monitor |9
5.22.134. 207 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
109. 253. 241.29 |Israel 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop
37.26.147.160 |israel 147.237.77. 243 |robi | e. i of .1 Streaming Engine: TCP Invalid Jinvalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.
93.173.179. 126 [lIsrael 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
87.70.37.34 I srael 147.237.72. 166 |aka. i df.i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
2.55.132. 20 I'srael 147.237.77. 243 |nobi l e. i df . Streaning Engine: TCP Invalid Jimvalid segnent retramsmission. | 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 169 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
139. 162. 180. 203|Wited Sates  [147.237. 77. 121 [e. navy.i of . i Geo- | ocati on enf or cenent Sﬁ?olr ggﬁ;'nf” I nbound drop 6
87.70.37.34  [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtﬁ;gxgﬂgm monitor 6
109. 253. 241. 29 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
87.69.79. 16 I srael 147.237.72. 166 [aka. i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
77.138.231. 224 |France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
109. 253. 230. 198]I srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
84.111.184. 162 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
84.111. 196. 226 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
54.199. 189. 225 |Japan 147.237.8.24 |e.lifestyle.idf.il |Geo-1ocation enf or cenent Sﬁ?olr ggﬁ;'nf” I nbound drop 4
109. 253. 230. 198|i sr ael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert
109. 66. 124. 1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
185. 87. 183. 52 'F;zﬂ'b“'i'z'fm 147.237.76.86 |navy.idf.il Bad TCP sequence i’:l;:rgégnsmt wth different aert 4
65.55.210.80  |uited Sates  |147. 237, 76. 200 |eiten akaich. it || MG Engine: TP Invalid Jimvalid segrent retramsmission. |, 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.181.217.56  |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 60
46.19. 85. 151 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
37.26.146.142 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
37.26.146.166 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
77.139.92. 16 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/main/snalinsmal i maspx B ock 8
109. 253. 243. 195]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
2.55.132.20 I srael 147.237.77. 243 nobi | e. i df . i | ﬁault:?réfz.??/tgegpgrcﬁsesﬁtl (;t es/ | i st chi | ddocunent s/ 1152 Bl ock 4
79.179.169. 135 |[Israel 147.237.72. 156 [aman. i df . i | Ml ti pl e Unhaut horized LRL Access from 79. 179. 169. 135 B ock 2
80.246.137.30 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
84.108. 43. 72 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qde Character in LR Bl ock 2
80.246.139.70 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
37.26.146.212 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.178.105.75 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 2
37.26.147.160 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
84.94. 41. 253 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249. 64. 124 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat in ww aka. idf.il/giyus/general / None 1
95.110.194.252 |[italy 147.237.76.200(ei tan. aka. i df . i | [Uhaut hori zed URL Access to v ei tan. aka. i df . il/wp-1ogin. php B ock 1
172. 56. 29. 94 Lhited Sates |147. 237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurindmai n/ Bl ock 1
5.22.134.207  [Israel 147.237.76.42 |refuah.idf.il ﬂ?‘lﬂzgo{';gd‘lﬁa‘pgfiut;_i con- pr econposed. png Bock |1
79.180.114. 188 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1
66.249.64.228 | srael 147.237.77. 243 |nobi | €. i df . i | xaﬂt:?rc'ﬁz?? /gegpgrcﬁzm o es/ i stehi | ddocunent s/ 1361 B ock 1
109. 66. 141. 63 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwu aka. i df . il/mai n/ sachar/ about . aspx B ock 1
79.178.105.75 [Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 79. 178. 105. 75 B ock 1
66. 249. 64. 43 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi ni yoman/ enl ar ge. asp Bl ock 1
176. 13. 249. 176 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.64.184. 145 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
24.90.141.158 |Wnited Sates|147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
69. 164.205.7  |Wnited Sates |147. 237.76.31 |nakchal .idf.i| ?A‘S'Stﬂfméﬁcﬁ_eﬁqsﬁsg ons from69. 164. 205.7 (Protocol viol ation None 1
2.53.61.124 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80.246.139.94 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 64. 69 I srael 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 69 B ock 1
204. 79. 180. 0 Uhited Sates [147.237.72. 166 |aka. i df. il Unaut hori zed Method PCST for waw aka. i df . il/mai n/ kapat z/ def aul t. aspx Bl ock 1
89. 237. 68. 84 France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for www aka. i df . i/ mai n/ home/ def aul t . aspx B ock 1
31.154. 81. 61 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
80. 147. 219. 146 |Ger many 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock 1
69. 164. 205. 7 Lhited Sates [147.237.76.31 [nakchal .idf.il |SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HELLQ [None 1
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka.idf.il/rights/aspl/info.asp B ock 1
2.55.132. 20 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
81.218.183.37 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.178.105.75 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/sip_storagel/files/ O/ B ock 1
66. 249. 64. 69 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 20329- he/ dover . aspx |B ock 1
95.110. 194. 252 |[italy 147.237.76.200|ei tan. aka. i df . i | |PHP Attenpt B ock 1
Unknown Par anet er
31.168.208.38 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $Logi nCont r ol $capt cha$capt chaTex |None 1
t inwwaka idf.il/nain/giyus/default.aspx

80.178.208. 189 [Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
77.124.21.210 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 1
37. 46. 41. 156 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df . i/ mai n/ gi yus/ gener al . aspx B ock 1
144.76.16. 162 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method HEAD for waw aka.idf.il/brothers/skira/default.asp [B ock 1
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