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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
94.177. 164. 99 Romani a 147.237.76. 202 e halag.idf.il |Back List drop 1
138. 59. 16. 54 (osta R ca 147.237.77.216 dover.idf.il |lnvalid TP H ags dr op 1
85. 64. 202. 181 | srael 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1
138. 59. 16. 55 sta R ca 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
94.177. 164. 99 Romani a 147.237.76. 44 e.refuah.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Per nit 11
162.210.196.130 |Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Per nit 2
61. 135. 189. 125 Chi na 147.237.76. 42 refuah.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

‘ Target Address

‘Attacker Qountry |Ste

Signature

66.249. 64. 107 |147.237.77.74 |Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 29
192.114.1. 155 |147.237.77.74 |israel lawidf.il WEB- FRONTPACE / _vti_bin/ access 2
180. 97. 106. 37 [147.237.8.50 |China e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.77.19 |United Kingdom |[lawforumidf.il|ET SCAN Potential SSH Scan 1
132.252.173. 4 |147.237. 77. 216 |Ger many dover.idf.il G°PL SCAN nmap TCP 1
80. 246. 120. 24 |147 237 77 2331 5t 2l atal i il ET DO5 Large amount of TGP ZeroWndow - Possible Nkiller2 DDos 1
attack
65.39.201.30 [147.237.0.19 |Wnited Sates nadi matal .idf.i|ET SCAN Potential SSH Scan 1
2.53.171.207  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
195. 88. 208. 193 |147. 237. 77. 205 gzzznion prishaidf.il  [ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 37 |147. 237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237.77.19 [United K ngdom [lawforumidf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
163.172. 67. 13 |147. 237. 76. 200 [Uni ted Ki ngdom [eitan. aka.idf.il|ET SCAN Potential SSH Scan 1
80. 246. 136. 18 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
50. 116. 123. 135 |147. 237. 77. 227 |Lhited S ates ehanaz.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
208. 80. 155. 222 |147.237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address |Ste Signature Action ‘Count
87.70. 30. 37 I srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Ti neout moni t or 42
87.70.30.37  [israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINACK reLransmt with different monitor |41
192. 99. 207. 133 [Canada 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 38
192. 99. 207. 133 |Canada 147.237.76. 200 |eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 37
192. 99. 207. 133 |Canada 147.237.76.39 |nobile. neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 37
192. 99. 207. 133 |Canada 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 37
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 37
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 37
192. 99. 207. 133 |Canada 147.237. 76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 37
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 37
89. 139.99. 79 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
23.94.253.34 |Lnited Sates 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 15
23.94.253.34 |lhited Sates 147.237.76. 200 |eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94.253.34 |Wited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94.253.34 |Lnited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94.253.34 |lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94.253. 34 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
23.94.253.34 |Lnited Sates 147.237.76. 147 [chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
23.94.253.34 |lhited Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
87.69.52. 204 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
87.69.52.204 |l srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁfﬁg reansm't with different monitor  [13
37.26.147.209 |(Israel 147.237.77. 216 |dover. i df .i| Bad TCP sequence noni t or 12
217.132.174.73 |l srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 10
195. 60. 235. 58 |l srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 9
62.205.40.58 |G eece 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence mﬁ(srcz ransmt wth different monitor |8
132. 66. 236. 114 |l sr ael 147. 237. 72. 156 |anan. i df i Bad TCP sequence mﬁfﬁg reansm't with different monitor |8
176.13.9.129  |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
66.249.93.83  |Europe 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 7
66.249.93.85  |Europe 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 7
66.249.93.85  |Europe 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 7
46.19.85.192  |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.209 |[lIsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 55. 126 |l srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 6
41.13.212.81 |South Africa 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
66.249.93.87  |Europe 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overfl ow noni t or 6
94. 230. 86. 21 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
37.26.147.209 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
176.13.9.129  |lsrael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 86. 9 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 5
46.19.85.125  |Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 5
66.249.93.85 |Europe 147.237.77. 216 |dover.idf.il drop drop 5
46.19.85.123  |[lIsrael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 9 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.125  |[Israel 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.123  |[lIsrael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
87.69. 148. 128 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
109. 67. 219. 223 |I srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST roni t or 5
185. 87. 183. 52 IRremolilzI?hc 147.237.76.86 |navy.idf.il Bad TCP sequence SN retransnit vith different sequence |nonitor 4
212.199. 11. 136 |l srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
54.201.145.11 |lhited Sates 147.237.76.202|e.halag.idf.il G0- | ocati on Geo- | ocati on i nbound enf or cerment drop 4
enf or cenent
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 231 [Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 134
192.114.1.155 |Israel 147.237.77.74 [lawidf.il D stributed Unaut hori zed HTTP Met hod Bock [22
121.9. 142,113 |China 147.237.77.216|dover . i df . i Ml tipl e Unaut hori zed URL Access from121.9.142. 113 B ock 17
192.114.1.155 |Israel 147.237.77.74 [lawidf.il Mil tipl e Unaut horized LRL Access from192. 114. 1. 155 B ock 13
109. 66. 15. 22 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Qode Bock [6
176.13.233.8 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 6
121.9.142.113 |China 147.237.77.216|dover. i df . il PHP Attenpt Bl ock 6
109. 253. 221. 1211 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |3
176.13.230. 77 |Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80.178.204.97 |[lIsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 2
84.108.105.46 |l srael 147.237.0.19 |nadimatal .idf.i m“;h;r;%?zfﬁ/ gﬁ;ejdsli:jleup it enakad Gaunt 1y, a5px Bock |2
2.53. 45, 49 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 2
81.218. 203. 154 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 2
80.246.136.81 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
213.57.142. 174 [israel 147.237.77.243|nobi l e.idf . il Paranet er Type Mol ation Password i n nobile.idf.il/sachar/login B ock 2
77.139.58. 63 France 147.237.72. 156 |aman. i df . i | D stributed Lhaut hori zed URL Access on v anan. i df .il/favicon.ico Bl ock 1
54. 164. 206. 82 Lshimt:g 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp; docld in ww aka.idf.il/brothers/skira/default.asp None 1
82.80.170. 97 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
192.114.1.155 |lIsrael 147.237.77.74 |lawidf.il Mil tipl e signatures from192. 114. 1. 155 B ock 1
66.249. 64.228 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 724- 4483- he/ pat zar . aspx B ock 1
91.120. 14. 98 Hungary 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
31.168.208.38 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter _ M EWSTATEENCRYPTED i n wawv aka. i df . i | / mai n/ gi yus/ None 1
80. 246. 136. 181 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from 80. 246, 136. 181 B ock 1
79.176.146.28 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
109. 253. 214. 12 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . il/mai n/ sachar/tfasi maspx B ock 1
66.249.64.9  |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;r_ifze_dlggxﬁ:ffotz i asp/ show or Um asp Bock |1
80.178.204.97 |[Israel 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v |l awidf.il/sip storagelfiles/7/ B ock
192. 115. 116. 26 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/images/ shared/gray tri_down. gif [B ock 1
66.249.93.85  |Israel 147. 237.77. 216 |dover . i df . i | o 1o fove oot rié:siorzg’ocem eri et brovser . g Bock |1
94. 230. 86. 155 |l srael 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ B ock 1
46. 19. 85. 153 I srael 147.237.77.216|dover . i df . il Mal formed URL B ock 1
Gooki e Tanpering on cooki e Logi n: Expect ed
eera et AR AR AR RO R AR A AR AR R AR AR Rt A A n
N
80. 246. 136. 231 |Israel 147.237.0.19 |[nadimatal .idf.i sxxx Opserved None 1
N
N
185. 120. 126. 33 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.180.119.89 | srael 147. 237. 72. 156 |aman. i df . i | m;;’;‘.tie; 'Lit}e}“r:t':c’;sijziwu:‘mﬁ‘ff;fsi o Bock |1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | ?45; r2i3b7“.t$§. fggf;?‘;ﬂszﬁdo:ﬁﬂ i:fssshoc\’; or um asp Bock |1
84.109.113.192 [Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 1
80. 178. 208. 189 |l srael 147.237.72. 156 |aman. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
212.199.11.136 |[Israel 147.237.77.216|dover.idf .il Untraceabl e SSL Sessi ons: (pen Mbde None
68.180. 228. 94 g;tt:: 147.237.77.74 [lawidf. il mult Zv?lril c?fe.di Ilﬁznﬁ;?sez/tg(;ner al / yout u. be/ dsh2chgxxt 0 Bl ock !
121.9.142.113 |[China 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/index. asp B ock 1
109. 64.29. 108 |l srael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
46. 19. 85. 153 I srael 147.237.77.216|dover. i df .i | Unknown HTTP Request Method m uz45 in URL Bock |1
79.183.28.8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.249. 64.220 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 321- en/ pat zar . aspx B ock 1
113. 68. 161. 150 |Chi na 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 1
5.102.242.175 |Israel 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Qode B ock 1
89.139.156.38 |l srael 147.237.72. 166 |aka. i df . i | \;P,‘:rwagfae: f??,?;jﬁl\gailhfr'/?lgi'gr o zar g st er . aspx None |1
80.188.7.84 g;i(t:)n c 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method POST for v aka. i df . i/ mai n/ sachar/vi ewpayslip.aspx  |B ock 1
213. 8. 204. 32 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
132. 66. 236. 114 |Israel 147.237.72. 156 |aman. i df . i | Lhtraceabl e SSL Sessi ons: CQpen Mde None 1
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