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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  [Site |Signature |Device Action |Count |
37.142. 8. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
89. 248. 167. 131 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1




09-08-2016-18:04:00 to 09-08-2016-19:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
61.135.189. 125 Chi na 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nirt 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

46.120. 122. 219 147.237.77.176 |l srael nat pash. i df . i | Xenu Link Seuth User Agent 8
46.120. 122. 219 147.237.77.74  |Israel lawidf.il Xenu Link S euth User Agent 8
66. 249. 79. 103 147.237.77.170 [lhited States n@ar achot . i of .i ET SCAN NVAP -sA (2) 2
46.120. 122. 219 147.237.77.216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
46.120. 122. 219 147.237.77.170 |israel maar achot . i df . i | Xenu Link S euth User Agent 2
113. 240. 250. 154  |147.237.76.177 |China ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 67. 13 147.237.77.235 |United Kingdom [svivaidf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 147.237.77.74  |United Kingdom |lawidf.il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237.76.199 |[United Kingdom |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 147.237.72. 14 Lnited Kingdom |dover.idf.il(old) ET SCAN Potential SSH Scan 1
42.116. 29. 68 147.237.0.19 Mi et nam madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
163. 172. 67. 13 147.237.8. 14 United Kingdom |e.orchot.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 161 147.237.77.216 |[lIsrael dover. i df.il portscan: TCP D stributed Portscan 1
128. 199. 58. 67 147.237.77.234 |Nether| ands hal ag. i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
123. 249. 27. 241 147.237.77.179 |China e.nazi.idf.il ET SCAN Potential SSH Scan 1
182.254.131.170 |147.237.0.17 Chi na mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
123. 249. 27. 241 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
178. 220. 165. 231 |147. 237. 76. 196 e.svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
106. 186. 20. 183 147.237.0. 33 Japan idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 147.237.77.233 |United Kingdom |atal.idf.il ET SCAN Potential SSH Scan 1
163.172.67. 13 147. 237.77. 61 Lnited Kingdom |e. cogat.idf.il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237.76.196 |[United Kingdom [e.sviva.idf.il ET SCAN Potential SSH Scan 1
42.116. 29. 68 147.237.0.19 Mi et nam madi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
163.172.67.13 147.237. 8. 24 Lnited Kingdom |elifestyle.idf.il ET SCAN Potential SSH Scan 1
42.116. 29. 68 147.237.0. 19 M et nam nadi matal .idf.il ET SCAN NVAP -f -sS 1
163.172. 67. 13 147.237.0.200  |United Kingdom  [rdu.idf.il ET SCAN Potential SSH Scan 1
123. 249. 27. 241 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1
123. 249. 27. 241 147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
178. 220. 165. 231  |147. 237.76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
194. 28. 132. 100 |[Wkrai ne 147.237.76.86 |navy.idf.il SYN At tack SYN - > SYN-ACK -> Ti meout nonitor |66
5.102.198.137 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S oL anemt Wth different moni tor |20
46. 19. 85. 118 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 19
46.19.86.98  |Israel 147.237.77. 233 |atal i of i Bad TCP sequence SIACK reransmt wehdifferent |oonitor |15
87.68.32.234  |[Israel 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |14
46.19. 85. 25 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 14
87.68.32.234 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SIACK reransmt wehdifferent |oonitor |14
46. 19. 85. 25 | srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 14
46. 19. 86. 84 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 12
46. 19. 86. 84 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
46. 19. 86. 84 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber aert 12
185.120. 126. 10 |l srael 147.237. 77. 216 |dover.idf .il drop First packet isn't SN drop 12
46. 19. 86. 84 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d AGK nunber noni t or 12
46. 19. 86. 98 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |11
46.19.85.118  [Israel 147.237. 77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 86. 98 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 9
185.32.179.87 |Israel 147.237.77. 243 |nobi 1 e. i of . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 9
Ret r ansni ssi on Packet dropped.
109. 66. 60. 166 |l srael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SN drop
81.218.66.107 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
84.94. 46. 44 I'srael 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence mdro(\e/tvrsinaslnlt wth dfferent moni tor (8
46. 19. 86. 182 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d AGK nunber alert 7
109. 67. 118. 243 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro‘f’tvrsagjnlt wth different dert 7
46. 19. 86. 182 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
109. 67. 118. 243 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence md:)itvrsa::]”lt wth dfferent monitor |7
46. 19. 85. 39 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 86. 98 | srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 7
192. 99. 207. 133 |Canada 147.237. 77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |7
46. 19. 86. 182 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
80. 246, 133. 164 I srael 147.237.77. 234 |hal ag. i f . i Bad TCP sequence mdzitvrsac'znlt Wth different moni tor |7
109. 253. 131. 149! srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 7
80. 246. 138. 120 I srael 147.237.72. 166 |aka. i df . Bad TCP sequence \m‘;ﬁs;:;ansmt wthdifferent | onitor |6
77.138.102.39 |France 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 6
192. 99. 207. 133 |Canada 147.237.76.200|eitan. akaidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 85. 39 | srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
46. 19. 85. 39 | srael 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |6
37.26.148.167 [Israel 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |6
80. 246. 138. 120 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
46.19.86.182  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
80. 246. 138. 120 |lsrael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
192. 99. 207. 133 [Canada 147.237.76. 147 |chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46.19.86.222  |Israel 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor (6
192. 99. 207. 133 [Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 25 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber aert 5
185.120. 126. 10 |l srael 147.237.77. 243 |nobi l e.i df .i drop First packet isn't SN drop 4
80.246.137.35 [Israel 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 85. 45 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.233.8 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 21
85. 65.149. 230 |Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 85. 65. 149. 230 B ock 16
213.57.168.41 |[Israel 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 6
84.108. 101. 215 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 5
5.102.195. 247 |Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Code B ock 5
77.139. 168. 158 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mai n/sachar B ock 4
185.32.179.87 |Israel 147.237.0.19 |nadimatal . i df. i ||Suspici ous Response Code B ock 3
84.109. 113.192 |[Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Code B ock 3
37.26.149.246 |[Israel 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 3
109. 253. 131. 149|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mde None 2
2.53.51. 237 I srael 147.237.77.243|nobi | e.i df . i | Unhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
76. 14. 80. 216 Lhited Sates  |147.237.72.166|aka. i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
106.184.21.28 |Japan 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method PCBT for aka.idf.il/giyus/ B ock 2
109.67.143.49  |Israel 147.237.72. 156 |anan. i df . i | (Sistjjéo\lacﬁibéﬁ ?gﬁg\f’:‘EXM' violation None |1
66.249.64.124 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. idf.il/yohal an/ mai n. nai n. asp B ock 1
85. 64. 1. 249 | srael 147.237.72. 156 |anan. i df . i | Mil tiple Unauthorized URL Access from 85. 64. 1. 249 B ock 1
Pal esti ni an
46. 43. 70. 206 Territory, 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
Qccupi ed

37.142.239.32 [Israel 147. 237.72. 166 |aka. i df . i | mbgiaﬁf E:ffﬂ'a??v p Sir;‘gffl o haig?refq iagm(/ woarch Bock |1
80. 74.125. 36 | srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ...98sideScroll in ww aka.idf.il/giyus/kadatz/ None 1
77.138.54. 20 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/giyus/ kadat z/ B ock 1
61.135.189. 125 |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
108.21.193. 119 |lhited Sates  [147.237.72. 156 [anan. i df . il Distributed Lhauthorized LR Access on waw anan. i df.il/favicon.ico B ock 1
46.19. 86. 98 I srael 147.237.77.233|atal .idf.il Aonormal |y Long Request request version B ock 1
79.176.146.28 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
12.151.244.133 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
109. 186. 76. 154 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
74.91. 23. 166 Lited Sates  [147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
46.117.24.178 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.i|/mai n/ sachar/ undefi ned Bl ock 1
46.19. 85. 175 I srael 147.237.77.233|atal .idf.il Dstributed Aonormal |y Long Request B ock 1
80. 246. 133. 164 I srael 147.237.77. 234 |hal ag. i df . i | i;t ;';;”t;dZﬁffﬁgzsfiiaﬁlﬁﬁ 1‘?& . Bock |1
77.138.208.32 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/miluind B ock 1
2.53.17.123  [israel 147.237.76.31 |nakchal .idf.il  [shosno ;éfglfgpfgfffjg;ﬁi s/ 8/ 1668, doc Bock |1
66.249.64.9 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ nai n. asp Bl ock 1
108. 161. 241. 24 |Uited Sates 147.237.0.19 |[nmadimatal .idf.il|Wauthorized URL Access to madi matal.idf.il/favicon.ico B ock 1

Illegal HITP \ersion

_pk_ref.117. aa59=96BYR29R2%2 CYR29R 292 C14733471209R2C22ht t ps
46. 19. 86. 98 I srael 147.237.77.233|atal .idf.il 9BAYRFYRFwwA. googl e. co. i | YRFYR296D; B ock 1

_pk_i d.117. aa59=b2e29e375e25a9ad. 1473347120. 1. 1473347120. 1473

347120.; pk ses. 117. aa59=*
79.180. 218. 242 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
31.210.187.75 [Israel 147.237.72. 156 [aman. i df . i | Dstributed Suspicious Response Code B ock 1
74.91. 23. 166 Lhited Sates  |147.237.77.216|dover.idf .il Unaut hori zed Method HEAD for 147.237.77.216/ B ock 1
85. 65.149. 230 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df.il/main/ gi yus/ general . aspx |B ock 1

Uhknown Paraneter catld in
46. 120. 54. 51 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f avi con. g|None 1

if
46.19. 85. 175 I srael 147.237.77.233|atal .idf.il Dstributed I11egal HITP \ersion B ock 1
81.98. 163. 96 United Kingdom|147.237.72. 156 |anan.idf.il D stributed Lhaut hori zed LRL Access on v anan. i df.il/favicon.ico B ock 1
77.138.222.58 |France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed LRL Access on www anan. i df .il/favi con.ico B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 66.249. 64. 41 B ock 1
109. 67. 118. 243 |Israel 147.237.76.42 |refuah.idf.il i;t ;;?}’;gﬂg‘:t“;hgsiﬁ:rde dﬁ:ectc_e;ss on Bock |1
84.109. 113. 192 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None
46.19. 86. 98 | srael 147.237.77.233|atal .i df il Mal for ned URL __at uvs=57d17df 14f 1cad83000; Bock 1
79.182.138.23 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 253. 192. 251 |I srael 147.237. 72. 166 |aka. i df . i | m“;(“:i?ﬁ’;e;a?zlgx]%fgmm n None |1
46.121.115. 171 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.121.115. 171 Bl ock 1
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