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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
176. 13. 18. 245 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 6




09-08-2016-17:04:09 to 09-08-2016-18:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘Site |Sgnature Devi ce Action |Count
105. 103. 196. 216 Ageria 147.237.77. 216 dover.idf.il |[3630: HITP SQ Injection (Bool ean Identity) Bl ock 1
151. 80. 31. 169 France 147.237.77. 74 lawidf.il Cl000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
59.46.193. 114 |147.237.8.24 |China elifestyle.idf.{GPL SCAN nmap TCP 2
46.120. 122. 219 |(147.237.77.216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.77. 74 |[Israel lawidf.il Xenu Link S euth User Agent 2
218.24.171.223 |147.237.8.24 |China elifestyle.idf.{GPL SCAN nmap TCP 2
58.218. 200. 137 |147.237.76.30 |China hinush.idf.il |ET SCAN Potential SSH Scan 1
46.120. 122. 219 [147.237.77. 176 |l srael metpash.idf.il |Xenu Link S euth User Agent 1
45.79.71. 122 147.237.77. 170 |Lhited Sates naar achot . i df .i1 |WWEB- M SC Chunked- Encodi ng transfer attenpt 1
212.235.23.79 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 88. 208. 193 |147. 237. 77. 243 23::;'}0'1 nobile.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
162.213.1.246  [147.237.77.216|Wited Sates  |dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 253. 147. 239|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
82.166. 184. 156 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
45.79.71.122 147.237.72. 156 |Lhited Sates  |aman.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
105 95 206. 218 |147. 237, 76. 30 |Ukr ai ne i rush. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190, 69. 220. 227 1147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
124,195 171, 249|147 237 0,10 |KOrER Republic | o ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
109. 66. 54. 162  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80.178.189.84 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
37.142.236.60 | srael 147.237.77. 233 |atal .i df i Bad TCP sequence SiNretransmt wth different oo fan
w ndow scal e
R SYNretransmit wth different )
79.178.95.116  |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |36
46. 19. 85. 251 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 15
46. 19. 85. 251 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber moni tor |15
46. 19. 85. 154 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |12
Sreaning Engine: TGP Invalid [ i Ssi
77.126.55.129  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | . 9
Ret r ansn ssi on Packet dropped.
141.226. 217. 80 |l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |9
46.19. 85. 154 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46.19. 85. 251 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber aert 8
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |8
79.178.254.24  |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
46. 19. 85. 70 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber monitor |8
79.178.254.24  |lIsrael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |8
46. 19. 85. 148 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |7
46. 19. 86. 20 I sr ael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 7
S SYNPACKK retransnit wth )
109. 253. 147. 239| sr ael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence di fferent vi ndow scal e nonitor |7
46. 19. 86. 203 I srael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 143 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber noni t or
46. 19. 86. 60 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
185. 87. 183. 53 'Fézbl:ilgmc 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
46. 19. 86. 230 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 230 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
84.108. 19. 27 I sr ael 147. 237. 72. 156 |aman. i of . | SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor 6
46. 19. 86. 230 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
Streaning Engine: TCP Invalid [ i Ssi
212.199.57. 207 |israel 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dropped.
S SYNFAXK retransnit with )
84.108. 19. 27 | sr ael 147.237. 72. 156 [anan. i df . | Bad TCP sequence gifferent vi ndow scal @ nonitor |6
59. 51. 42. 115 Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 6
46. 19. 85. 14 I sr ael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 148 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 230 I sr ael 147.237.76.30 |[hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 94 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
Streaning Engine: TCP Invalid [ i Ssi
109. 253. 133. 66 || srael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dropped.
59.51.42.115  |China 147.237.76.86 |navy.idf il Bad TCP sequence i:‘ur:rgcr:nsn"t wthdifferent —\onitor |5
46.19. 85. 94 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 5
59.51.42.115  |China 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |5
79.178. 254. 24 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
2.53.30.85 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
2.53.175. 32 I srael 147.237.77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |5
46.19.86.214  |[israel 147. 237.77. 226 ":"l"’“ha”atz' aka.df 1pad TOP sequence Invalid ACK nunber monitor |5
46. 19. 86. 100 I srael 147.237.72.166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 94 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert
46.19.85. 71 I sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
59.51.42.115  |China 147.237.76.86 |navy.idf il Bad TCP sequence i:‘ur:rgcr:nsn"t wWthdifferent | ert 5
2.53.175. 32 I srael 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence STNACK retransmt with monitor  [5
different w ndow scal e
195. 60. 235.57 |l srael 147.237.72.166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |5
46. 19. 86. 182 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
77.138.187.57 |France 147.237.72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
185.3.147.131 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber moni tor |4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
2.53.0. 165 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
109. 186. 76. 154 |I srael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code Bl ock 28
46.19. 86. 19 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code Bl ock 19
84.109. 113. 192 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode Bl ock 5
176.13.11. 213 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176. 13. 226. 145 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.139. 141. 229 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.139.141.229 |B ock 2
77.139. 141. 229 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for wwe aka. idf.il/ishurim Bl ock 2
5.28.174.168 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . il/nai n/ sachar/ about. aspx |B ock 2
223.73.38.57 |China 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 223.73.38.57 Bl ock 2
223.73.38.57 |China 147.237.77. 243 |nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from 223.73.38. 57 Bl ock 2
77.139. 143. 43 |France 147.237.72.166 |aka. i df . i | m”;f:rii d?f’?l mlhgd mﬁl ;Ioés/i ner . asp Bock |2
79.180. 135. 87 |[lIsrael 147.237.72. 156 [anan. i df . i | D stributed Suspi ci ous Response Code Bl ock 2
223.73.38.57 |China 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 2
223.73.38.57 Chi na 147.237.77.216|dover . i df . i | Ml ti pl e Unaut hori zed URL Access from 223.73. 38. 57 B ock 2
213.151.38.3 |[lIsrael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df .il/1133-19149- he/ dover B ock 2
2.53.141.216 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
66. 249. 64. 12 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/.well-know/ assetlinks.json B ock 1
217.132.90.49 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
109. 253. 133. 66 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
41.107.241.11 |Ageria 147.237.77.216|dover . i df . i | Paraneter Type M ol ation PageNumin waw i df . il/1361-ar/ dover. aspx B ock 1
223.73.38.57 |China 147.237.77.234|hal ag. i df . i | Mil ti pl e Uhaut hori zed URL Access from 223.73.38.57 Bl ock 1
80. 246.139. 70 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
223.73.38.57 |thina 147.237.77. 170 |n@ar achot . i df . i | PHP Attenpt Bl ock 1
223.73.38.57 |China 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
207.46.13. 188 |lhited Sates [147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
46.19.86.196 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df .il/894-ar Bl ock 1
2.53.141.254 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
223.73.38.57 Chi na 147.237.77. 226 \é\;IW\iI'IChanat z. aka.i Mil tiple Waut horized URL Access from 223. 73. 38. 57 B ock 1
88. 202. 218. 246 ngi“r:ge((jjom 147.237.72. 166 |aka. i df . i | m”;?;rii é?‘?l'ﬁwh?jrgu: S aspx Bl ock 1
79.178. 148. 240 | srael 147.237.76.42 |refuah.idf.il i;t ;igg_”;gi;/h;“;lhg;ﬁ:rdeﬁe ;’;Cizss on Bl ock 1
223.73.38.57 |China 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1
66.249.64.41 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“tzggr'?gefﬁéﬁ :f;ejrsaég i | s 0/ 70000, pa Bl ock 1
223.73.38.57 |China 147.237.0.15 |kosher-kravi.idf.il [Mitiple Uauthorized URL Access from 223.73.38.57 Bl ock 1
157.55.39.74  |United Sates [147. 237. 77. 226 mlchamt 2. aka.l m“tcﬂz;;tzfdagl 1oeess ;r?pl t o5/ horepage! Bock |1
41.107.241.11 |Ageria 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SortDr in wwidf.il/1361-ar/dover. aspx Bl ock 1
223.73.38.57 |China 147.237.77.234|hal ag. i df . i | PHP Attenpt Bl ock 1
223.73.38.57 |China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 223.73.38. 57 B ock 1
83. 130. 238. 255 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
223.73.38.57 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v ti kshuv.idf.il/wp-1ogin. php B ock 1
46.19.86.203 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
Unknown Par anet er
212. 25.113. 226 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt chaScapt ch |None 1
aText in ww aka.idf.il/nain/giyus/default.aspx

223.73.38.57 |China 147.237.77. 226 mIChamt z.aka. i PHP Attenpt Bl ock 1
88. 202. 218. 247 wir:gegom 147.237.72.166 |aka. i df . i | m ;L:.“it;fd. ILIJ;?;J; ?]C/’rriai‘:ﬂu{\ftcggfa;tosslgnso&" L on Bl ock 1
79.179. 26. 159 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66. 249. 64. 220 | srael 147.237.77.74 |lawidf.il ﬂ?etzgg.r;;?;14/?;::;5;9;/?i | e/ 21 242, doc Bl ock 1
223.73.38.57 |China 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt Bl ock
41.107.241.11 |Ageria 147.237.77. 216 |dover. i df . i | Paraneter Type Molation lang in wwidf.il/1361-ar/dover. aspx B ock
223.73.38.57 |China 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 1
84.94.46.44  |israel 147.237.77. 234 |hal ag. i df . i | ﬂ?_u;g;’_r;fg;ﬁ‘mpgcg;fh;oe &/ bul et 1. gi Bock |1
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