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W 46. 117. 108. 240
80. 246. 138. 138
I 79.103. 67.57
46. 19. 85. 98
W 74. 79. 252. 236
W 213. 151. 49. 216
[ 89. 139. 215. 114
M 46. 19. 86. 87
185. 87. 183. 52
M 193. 43. 246. 250
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
185.94.111. 1 Russi an Federati on 147.237.76. 201 e atal.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site Sgnature Device Action |Oount |
162. 210. 196. 130 |[Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
71.6.167. 142 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il |13840: TLS penSSL Heartbeat Packet B ock 1
123.126. 113. 99 Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
151. 80. 31. 163 France 147.237.77.74  |lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

|Signature

45.79.103. 178 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
79.177. 150. 63 147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
77.138.37. 175 147.237.77.216 |Fance dover.idf.il portscan: TCP D stributed Portscan 1
58. 59. 136. 40 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77.235 |[lhited Sates sviva.idf.il ET DRCP Dshiel d B ock Listed Source 1
58.59. 134. 136 147.237.0.16 Chi na ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
185. 3. 147. 66 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
93.174. 94. 142 147.237.0. 35 Net her | ands akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
37.46.34. 191 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.111. 208. 33 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
84.108. 8. 121 147.237.77.216 |l srael dover.idf il portscan: TGP D stributed Portscan 1
79.177.187. 14 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
77.139. 242. 45 147.237.77.216  |France dover.idf.il portscan: TCP DO stributed Portscan 1
66. 249. 64. 22 147.237.77.216 |lhited Sates dover.idf il ET SCAN NVAP -sA (2) 1
209. 88. 191. 46 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
58. 59. 136. 40 147. 237. 0. 200 Chi na rdu. i df il ET SCAN Potential SSH Scan 1
193.201. 225. 149  [147.237.76.202 [lkraine e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 150 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 238. 44 147.237.76.200 |United Kingdom [eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142. 40. 137 147.237.77.216 |l srael dover.idf .il portscan: TCQP D stributed Portscan 1
93.174. 94. 142 147.237.0. 19 Net her | ands nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
84.110. 194. 41 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
79.178. 46. 115 147.237.77.216 |l srael dover.idf .il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
79. 103. 67. 57 G eece 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 41
Sreamng Engine: TCP Invalid i i ssi
74.79.252.236  |United Sates 147. 237.76. 200 |ei tan. aka. i of .| 9 =g Inval id segnent retransmssion. |y, 38
Ret r ansni ssi on Packet dr opped.
213.151. 49. 216 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 36
89. 139. 215. 114 |l srael 147.237.72. 156 [amen.idf.il  [drop First packet isn't SWN drop 26
193. 43. 246. 250 |l srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SYN drop 26
80. 246. 138. 138 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 22
2.53.178.93 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
46.19. 85. 98 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 14
46. 19. 85. 98 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
79.176.80.197 |Israel 147.237.72. 156 [amen.idf.il  [drop First packet isn't SWN drop 13
46. 19. 86. 87 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 12
80. 246. 138. 138 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 12
80. 246. 138. 138 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 11
80. 246. 138. 138 |l srael 147.237.72. 166 |aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
Sreanming Engine: TGP Invalid i i ssi
46.19. 86. 87 I'sr ael 147.237.76. 42 |refuah.idf.il 9 =g Invalid segnent retransmssion. | o 9
Ret ransm ssi on Packet dr opped.
79.176.29.119  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 8
Sreaming Engine: TGP Invalid i i sSi
82.80.136.33  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dr opped.
37.26.147.233 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
92.114. 47. 83 glcisgi'géa” Territory. 147, 237. 7. 216 |dover.icf.il  |drop First packet isnt SN drop 8
46. 19. 85. 98 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 98 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber nonitor |8
46. 19. 86. 87 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I nval i d ACK nunber alert 8
46. 19. 85. 189 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
79.176.29.119 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |7
80.246.139.20 |[Israel 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST noni t or 7
Sreanming Engine: TGP Invalid i i ssi
109. 253. 212. 216/l srael 147.237.77. 243 |robi le. i f . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
185.87. 183,52 | 1 Islamc Rpwbliqy 47 537 76.86 |navy.idh.il  [Bad TOP sequence SN retransmt wth different al ert 6
of seguence
46. 19. 86. 253 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
185.87. 183,52 | 1 Islamc Rpwliqy 47 527 76.86 |nawy.idh.il  [Bad TOP sequence SWNretransmt with different monitor |6
of seguence
Sreanming Engine: TGP Invalid i i ssi
46.19. 86. 13 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 253 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
185. 87. 183. 52 :);a” Islamc Rpbliq) 47 237 76.86 [nawy.idf.il  |Bad TOP sequence Inval i d ACK nurber monitor |6
46. 19. 86. 253 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
5.102.219.81 | srael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
185. 87. 183. 52 L;a”' Islamc Republ Q47 537 76 86 |navy.icf.il  |SYN Attack SYN -> SYN-ACK -> Timeout  |nonitor |6
185. 32.179. 168 |l srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 158 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 235. 148 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 5
79.176.29.119 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I nval i d ACK nunber alert 5
89. 139. 215. 114 |l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 5
80. 246. 133.53 |l srael 147.237.77.233|atal.idf.il |Bad TCP sequence Invalid AGK nunber nmonitor |5
87. 69. 49. 94 I srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
87.60.49.94 [Israel 147.237.72. 166 |aka icf.il  [Bad TCP sequence SYNACK retransmt wth monitor 5
different w ndow scal e
46.19.85.71 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 4
37.26.147.233 |lIsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
109. 253. 216. 26 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 4
46. 19. 85. 157 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |4
80. 246. 136. 179 |l srael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
37.26.147.233 |lIsrael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.117. 108. 240 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 63
79.178. 24. 19 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 79.178.24. 19 B ock 25
46.120.74.154  |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 13
93.173.16.7 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 9
46.117.99.237 |Israel 147.237.77. 216 |dover . i df . i | D stributed Unauthori zed HTTP Met hod B ock 8
46.120.74.154 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 46. 120. 74. 154 B ock 8
46.117.99.237 |Israel 147.237.77. 216 |dover. i df .i | Mil ti pl e Wnaut hori zed URL Access from 46.117.99. 237 B ock 6
46.121. 206. 243 |Israel 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 6
83.130. 238. 255 |[lIsrael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 4
109. 186. 76. 154 |l srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 4
185. 120. 124. 51 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
80.246.137.29 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46.120.74.154 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/4/ |B ock 3
77.138.147.22  |France 147.237.72.166 |aka. i df . i | m;&;‘:t;‘?ﬂim‘f :/c’;;:ﬁ; Method for Known LRL on B ock 3
212.150.189.2 |Israel 147.237.77. 170 |maar achot . i df . i | O stributed Lhaut horized HITP Met hod B ock 2
109.67.143.49 |l srael 147. 237.72. 156 |anan. i df . i | géﬁ%‘g\&s&l fﬁ?ﬁg&%d aion None 2
31.154. 81. 14 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock

46. 19. 85. 179 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None

192. 118. 27. 253 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock
194.56.215.218 |l srael 147.237.77. 226 V\:A|W chamatz.aka. il \I/?WS/\E ::ihbal'rlrta?dz.?lf:tihgfr.i izle;jt gr::_pl gzesslshc?r?epage/ honepage. aspx Bl ock 2
37.26.148.171 [Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 2
217.230.29.105 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method PCST for waw aka. idf.il/ishurini B ock 1
77.126.9. 239 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64. 22 I srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 64. 22 B ock 1
77.139.135.45  |France 147. 237.72. 156 |anan. i df . i | w;::tlﬁwiiwgﬁdcgﬂ' Access on B ock 1
66.249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
212.25.113. 226 |Israel 147.237.72.166 |aka. i df . i | tnknown Paranet er ct| 00Sct| 00$r bSearchSites in None 1

wan aka. i df . i |/ nai n/ gi yus/

m ny- kosher-kravi .id

109. 253. 211. 26 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from 109. 253. 211. 26 None 1
37.26.149.253 |Israel 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df . il/894-ar B ock
77.138.116. 235 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/ sachar B ock
. . . Uhaut hori zed URL Access to
185. 120. 124. 51 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1152 B ock 1
66. 249. 64. 22 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www idf.il/1153-17287- B ock 1
. . SS. Uhtraceabl e Gnnection - Protocol violation
109. 64. 11. 94 | srael 147.237.72. 156 |anman. i df . i | (SSL CONN CLI ENT KEY EXCHANGE) None 1
. . Unaut hori zed Met hod PCST for
77.139.165.52 |France 147.237.72. 166 |aka. i df . i | v aka i df i 1/ mai n/ gi yus/ yahash/ sheel on. aspx Bl ock 1
31.44.136.141 |israel 147.237.72. 166 |aka. i df . i | tnaut hor | zed UR. Access to B ock 1
ww aka. i df . i |/ consol e/ core/ doc_ngr/ nul |
66. 249. 69. 72 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock
109. 253. 212. 216|I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock
82 81 83. 130 lsrael 147.237.72. 166 |aka. i df .i | Unknown _Par gnet er ctl 00sct | 00$§phh/h| n$cphSachar $ct 51 in None 1
vwwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
46.19. 85. 132 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 1
. . Uhaut hori zed URL Access to
192.115.200.9 |Israel 147.237.77. 170 |naar achot . i df . i | nar achot i df i 1/ pdf /111 es/ 7/ 109027, p Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64.220 |[lIsrael 147.237.77.74 |lawidf.il 147.237. 77741 si p. st or age/ f i | es/ 8/ 1298, pdf Bl ock 1
46.117.99.237 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed HTTP Met hod Bl ock 1
77.139.236.70 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for wwe aka. i df.il/ishurim B ock 1
71.66.248.161 |lnited Sates [147.237.72.166|aka. i df .il Uhaut hori zed Met hod PCST for v aka. i df.il/ishurimnain B ock 1
212.150.189.2 |[Israel 147.237.77. 170 |n@ar achot . i df . i | Mil tiple Unhauthorized URL Access from 212.150. 189. 2 B ock 1
157.55.39. 115 |Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitelenglish/main asp/ |B ock 1
77.138.166.2  |France 147.237.72. 156 |anan. i df . i | Distributed Lhauthori zed UR. Access on Bl ock 1
ww anan. i df .i1/favi con.ico
66. 249. 64. 224 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock
79.176.80.197 |[Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
31.168.123.96 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 31. 168. 123. 96 B ock 1
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