09-08-2016-15:04:08 to 09-08-2016-16:04:08

@
1"NPT SwNn ()

GOV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
7004
6004
500+ .nadlmattal.!df.l
i M refuah.idf.il
4007 B dover.idf.il
300:” B akaidf.il
Nuréber 1 M anan.idf .|
200+ . .
At acks . Inav_y.ldf.ul.
100- [ nobile.idf.il
B tikshuv.idf.il
§ 3 > 3 : i off i
N \6\ (\\6 . \& &\6 .\8\ A\\\& @\& 41\6 {&\6\ \6\ » narchajh. I j: . | :
X N & S N & N nat pash. i df . i
& @ SR & ¥ & &
S & @
&
Top Tar get

[Top Attackers |

240+¢

120-

Nunber
G -l
At t acks 60

» Vv % v
vy RS N A S L
S SN, S SLAIN | S S 4 >
VP ¥ A e o & @
> S A A < >
S

Top Attackers

Il 37. 26. 149. 129
109. 253. 211. 166

I 77.124.29. 241
46. 19. 85. 99

W 77.124.242. 69

M 176.13. 231. 221

[ 89. 139. 132. 84

M 193.26.217.5
176. 13. 12. 76

M 66. 102. 6. 117




09-08-2016-15:04:08 to 09-08-2016-16:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
137. 74. 155. 25 Hong Kong 147.237.76. 30 hi nush. i df .i | B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
71.6.216.50 Lhited Sates 147.237.76. 197 e hinush.idf.il |Back List drop 1
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
89. 45. 10. 243 Romani a 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
92.222.94.120 France 147.237.72.166  |aka.idf.il CL000074: HTTP. maj estic bot Per nit 2
65.19. 167. 132 Lhited Sates 147.237.77.216  |dover.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1
123.126. 68. 101 Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.102.6.117  |147.237.77.216|W0ited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 36
109. 66.29. 242  |147.237.0.34 |israel tikshuv.idf.il ET SCAN NVAP -sA (2) 3
79.181.192. 211 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149(147. 237. 76. 199 |Lkr & ne e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
79.179.194. 62  |147.237.77. 216l srael dover . idf.il portscan: TP D stributed Portscan 1
163.172.129. 15 |147.237.72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 102. 6. 113 147.237.77.216|hited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
110. 172. 154. 14 [147.237.8.14 |india e.orchot.idf.il ET SCAN Potential SSH Scan 1
57.73.56. 212 147. 237. 76. 38 |S ngapore eeneitav.idf.il |ET SCAN Potential SSH Scan 1
57.73.56. 212 147.237.0.19 |S ngapore madi matal .idf.il |ET SCAN Potential SSH Scan 1
89.139.132. 84  |147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
50. 116. 123. 135 |[147.237.0.200 |Wited Sates  |ndu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 205. 168  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 |147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
45.79.103.178 |147.237.77.234|lhited Sates  |halag.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
84.94. 104. 68 147.237.77. 216 |I srael dover.idf.il ET SCAN NVAP -sA (2) 1
195. 88. 208. 193 |147. 237. 77. 178 ?ég:;;m enmatpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
31.154.81.2 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80.178.141.92 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
195. 88. 208. 193 [147. 237.77. 19 ?éj:i;’}m lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.53.48.71 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181. 166. 105 |[147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
18593 185. 10 |147. 237 77. 170 | ai ne oot achot i df il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
150. 242. 238. 99 |147.237.76.39 |Chi na nobi | e.nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
57.73. 56. 212 147. 237. 76. 200 |S ngapor e eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
110,92 212 18 |147 237 0.34 |KOr€a Republic | 0 ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
57.73.56.212 147.237.0.33 |9 ngapore idf.il ET SCAN Potential SSH Scan 1
109. 65. 47. 56 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
52.16. 5. 197 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 233. 29 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
46.120. 123. 228 (147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.235.67.47 |147.237.76.86 |lIsrael navy. i df.il ET SCAN NVAP -sA (2) 1
84.111. 66. 18 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
198. 20. 69. 98 147. 237.76. 148 |Lhited Sates gacenter. aka.idf.il |[ET DROP Dshi el d B ock Li sted Source 1
45.79.103.178 [147.237.72.166 |Lhited Sates  |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
80. 179. 96. 90 147, 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
195. 88. 208. 193 |147. 237. 77. 176 23:::;'}0” nat pash. i df . i ET SCAN NVAP -sS wi ndow 1024 1
5.28.162. 193 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Signature

SWNretransmt wth different

di fferent w ndow scal e

77.124.242.69 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 87
w ndow scal e
o SN retransmit wth different .
89.139.132.84 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |70
193. 26.217.5 Russi an Federation |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 52
122. 163. 240. 239|I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
62.0.230.1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 24
reamn ine: TCP Invali i i ssi
77.139.6.153  |France 147.237. 77, 243 |t e i1 | €M g Engi ne P Invalid|invalid segnent retransnission drop 10
Ret r ansmi ssi on Packet dropped.
5.43. 218. 223 glcisgi'géa” Territory.l147. 237. 77. 216 |dover . i df . i drop Frst packet isn't SIN drop 8
87.68.43.88 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 8
62. 0. 200. 125 | srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 7
62.0.212. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79.177. 4. 208 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |6
46.19. 85. 124 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreaning Engine: TGP Invalid i i ssi
2.53.2.102 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 211. 166 I sr ael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.53.42. 40 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
37.26.148.241 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |6
R SYN+ACK retransmt with .
80.246.139.62 |[Israel 147. 237. 77. 216 |dover..i df . i Bad TCP sequence Gi fferent vi ndow scal e monitor |6
46.19. 85. 124 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 15 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
185. 32.179. 168 |l srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |5
46.19. 85. 15 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 86. 9 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 86. 9 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber monitor |5
89. 138. 248. 244 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
46.19. 85. 218 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 85. 218 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5
Sreaning BEngine: TCP Invalid i i ssi
199.30.24.90  |Wited Sates 147. 237.76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dropped.
192.118. 27. 253 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop
109. 65. 17. 23 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
85.130.138.91 [Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
188. 161. 49. 1 glcisgi'géa” Termitory.f1 47 237.77. 176 |natpash.icf. il |drop Frst packet isn't SIN drop 4
80.246.139.62 |lIsrael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
109. 253. 211. 166|l srael 147.237.0.19 |nadimatal .idf.il{Bad TCP sequence alert 4
188. 161. 49. 1 ga:lcis;i':éa” Territory. 147 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 4
117.200. 71.128 |India 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |4
109. 253. 211. 166|l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence nonitor |4
109. 65. 59. 166 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
37.26.146.151 |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
46.19. 85. 183 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
85.130.138.91 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop
e SYN+ACK retransmt wth .
87. 68. 32. 217 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |3
37.26.148.241 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 3
37.26.148.241 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |3
46.19. 86. 122 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
176. 13. 227. 52 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 3
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
. . SYNtAXK retransmt with .
46. 19. 86. 80 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent i ndow scal noni t or 3
109. 253. 128. 110 sr ael 147.237.77.74 |lawidf il Bad TCP sequence SYNACK retransmt with moni tor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.129 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 242
109. 253. 211. 166|l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 146
77.124.29.241 |israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 112
46. 19. 85. 99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 105
176.13.231. 221 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 80
176.13.12. 76 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 44
91.199.69.254 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for aka.idf.il/ Bl ock 8
91.199. 69. 254  [Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from91.199. 69. 254 B ock 7
31.210.187.75 [Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 7
80. 246. 136. 110 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176. 13. 251. 242 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
109. 65. 74. 230 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
79.180.92.224 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86. 1 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 253. 198. 179]I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
2.53.63.222 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
192. 118. 27. 253 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
87. 69. 36. 210 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock 2
2.53.2.38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
91.199.69.254 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4 B ock 2
87.71.47.106  |Israel 147.237. 72. 156 |anan. i df . i | Distributed Lhadt horized LR Access on B ock 2
wwv anan. i df . il /https:/ww anan.idf.il/
93.172.209. 250 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
68.180.229. 190 |Uhited Sates |147.237.77. 216 [dover. i df . i raraneter Type Mol ation Pagefumin B ock 1
waw i df . i | /1380- he/ dover . aspx
185.3.147.101 |israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
109. 253. 196. 233l srael 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df . il/894-ar B ock
46.117.99.237 |Israel 147.237.77. 216 |dover. i df . i | Wnaut hori zed HTTP Met hod Bl ock
. - D stributed Lhaut hori zed URL Access on
89.139.132.84 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
2.53.42. 40 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
207. 46. 13. 76 Lhited Sates |[147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nain/snalindsmal i maspx None 1
79.181.2. 41 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66.249. 66. 107  [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json |B ock 1
93. 173. 175. 55 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
. . - . Unaut hori zed Met hod PCST for
84.15.177.159 L thuania 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ sl i i f ag, aspx Bl ock 1
185. 32.179. 105 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/mnxpai n/ gi yus/ B ock 1
] - . Unaut hori zed Met hod PCBT for
66.102.9.3 Lhited Sates |[147.237.72.166|aka. i df.il vaw aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
’ . . Unhaut hori zed URL Access to
207. 46.13. 93 Wited Sates |147.237.77.216|dover.idf.il vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
. - Unaut hori zed URL Access to
80.246. 130. 43 |l srael 147.237.77. 234 |hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249. 66. 109  [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-association |B ock 1
. . Distributed Lhaut hori zed URL Access on
84.229.18.105 |Israel 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . D stributed Lhaut hori zed URL Access on
77.124.242.69 |lsrael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl el shar ed! reset . css B ock 1
-kosher-kravi .idf. |ostri i
66.249. 65. 185 I srael 147.237.0.16 |V Distributed that horized URL Access on Bl ock 1
il wn ny- kosher -kravi .idf.il/
. . Unaut hori zed URL Access to
213.8.204. 54 I srael 147.237.72. 156 |anan. i df . i | vown anan. | df i1/ htt ps: / v anan. i df i1/ B ock 1
. ; Unaut hori zed URL Access to
66.249.66. 111 I srael 147.237.72. 166 [aka. i df . i | aka.idf.il/ninai n/ gi yus/ userdet ai | s/ updat euser det ai | s. aspx B ock !
. . D stributed Lhaut hori zed URL Access on
46.116.43.223  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx Bl ock 1
. ; Distributed Lhaut hori zed URL Access on
109. 66. 132. 158 |l srael 147.237.72. 166 |aka. i df . i | v aka i of i1/ ti kshav. i df i1 Bl ock 1
77.138.208.10 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/favicon.ico B ock 1
193.172.37.106 |Netherl ands 147.237.77.216 |dover . i df . i | Unhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
-kosher-kravi . i df.
157. 55. 39. 46 Lhited Sates |147.237.0.16 Inly Unaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
- kosher - kravi . i df . i
66.249. 65.188 I srael 147.237.0.16 |V thaut hori zed LRL Access to Bl ock 1

il wawe ny- kosher-kravi .idf.il/robots.txt
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