09-08-2016-13:04:03 to 09-08-2016-14:04:03

@
1"PT SwNn L )
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
400+
300" W dover.idf. il
M nadi matal .idf.i
200- M refuah.idf.il
M aka.idf.il
N”gber M nakchal . i df i |
100 ; .
At t acks .arran.!df.fl
I navy.idf.il
) Matal.idf.il
. . . . . 1 . . * . * g\. . . .
N & .}6\ @.‘\8\ ,‘\8\ & ,}s\ 3 R é\b . ei ta.n. akfal. i df il
OAQ} éfé \‘\’é\ » é@ é@ (\,&ﬁ & ¥ & law idf.il
S < \QJ ’Z\){- \_{&\
& < >
&
Top Tar get

Il 201. 46. 55. 34
206. 248. 70. 7

I 5.102. 242. 178
23.238.135. 228

" réfber M 46. 19. 85. 20
At t acks M 46.19.85. 177
I 2.53.150. 43

M 176. 13. 20. 100
185. 32. 179. 203
M 46. 19. 86. 46

Top Attackers



09-08-2016-13:04:03 to 09-08-2016-14:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.199. 154. 194 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 177

46. 19. 86. 143 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 89

85. 64. 146. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5

109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

58. 218. 200. 137 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 2
71.6.216. 47 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count
206. 248.70. 7 Puerto R co 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 194
206. 248. 70. 7 Puerto R co 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 16
77.67.47.7 France 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
184. 168. 46. 19 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
51.254.97. 218 France 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3
206. 248.70. 7 Puerto R co 147.237.76. 86 navy.idf.il |CL000074: HTTP: najestic bot Permit 3
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
77.67.47.7 147.237.77.74 |France lawidf.il QA Injection - Select From 10
184.168.46.19 |147.237.77.74 |Wnited Sates |lawidf.il SQ Injection - Select From 7
185.27.106.90 |147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 4
79.181.166.94 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.177.35. 31 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
77.125.13.164  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
58.218. 200. 137 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
197. 40. 51. 85 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
37.26.147.182 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
12.139. 34. 20 147.237.8.46 |lhited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 4096 1
113. 240. 250. 154(147. 237.8.27  |Chi na e.nadimatal .idf.i|ET SCAN NMAP -sS wi ndow 1024 1
12.139. 34. 20 147.237.8.46 |Lhited Sates |e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
91.121.116. 113 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
81.218.55.253 |[147.237.77. 216l srael dover . idf.il portscan: TCQP D stributed Portscan 1
79.177.250.70 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125.31. 27 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
212.25.102. 63 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
58.218.200. 137 |147.237.76.31 |China nakchal . i df. il ET SCAN Potential SSH Scan 1
185.93.185.10 |147.237.8.28 |Wkraine e.nmobi | e-ks.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
31.168.31.135 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
12.139. 34. 20 147.237.8.46 |lhited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 2048 1
94.102.48.195 |147.237.0.33 |Netherlands idf.il ET SCAN NVAP -sS w ndow 1024 1
2.55.14. 199 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
84.108. 168. 130 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46.19. 85. 20 I'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrizngt Wth different alert 37
46.19. 85. 20 I'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence md:)itvrsa:;"zt wth different moni tor |37
201. 46.55. 34 Brazil 147.237.76. 200 |eitan. aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
201. 46. 55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
201. 46.55. 34 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
201. 46.55. 34 Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
201. 46. 55. 34 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 21
201. 46.55. 34 Brazil 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
147.235. 236. 1 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
176. 13. 226. 249 |Israel 147.237.76.31 |nakchal i df .i| Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 21
Ret r ansm ssi on Packet dr opped.
201. 46.55. 34 Brazil 147.237.76. 147 |chinuch. aka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 20
201. 46.55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
212.199. 154. 194|l srael 147.237.72. 167 [i shurimaka.idf.il |dr op First packet isn't SYN drop 19
195. 60. 235. 57 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 15
46. 19. 86. 46 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 14
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
46. 19. 86. 14 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 13
46.19. 86. 46 I'srael 147.237.77. 233 |atal i df i Streaning Engine: TCP Invalid invalid segnent retramsnission. |, 11
Ret r ansn ssi on Packet dr opped.
185. 32.179. 203 |l srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 85. 145 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 10
62. 0. 200. 211 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 10
185.99. 33.8 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 145 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 9
23.238.135.228 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46. 19. 86. 145 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
23.238.135.228 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 9
62.0.236.1 | srael 147.237.72.166 |aka. i df .i | dr op Frst packet isn't SYN drop 8
23.238.135.228 |lhited Sates [147.237.76.31 |nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
23.238.135.228 |lhited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
23.238.135.228 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
23.238.135.228 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201. 46. 55. 34 Brazil 147.237.76. 200 |ei tan. aka.idf .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 7
46. 19. 85. 83 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
23.238.135.228 [lnited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN- ACK -> Ti neout noni t or 7
23.238.135.228 [Wnited Sates |147.237.76. 147 |chinuch.aka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
46. 19. 85. 145 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7
201. 46.55. 34 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 6
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 85. 96 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 79 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
201. 46. 55. 34 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 6
201. 46.55. 34 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
89. 218. 77. 238 Kazakst an 147.237.77. 176 [nat pash. i df . i1 SYN At tack SYN -> SYN-ACK -> RST noni t or 6
185. 32. 179. 203 |l srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 6
201. 46.55. 34 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 6
185. 32. 179. 203 |Israel 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d sequence nuniber noni t or 6
201. 46. 55. 34 Brazil 147.237. 76. 147 [chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout aert 6
62.0.212. 209 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
2.55. 0. 155 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
5.102.242.178 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 135
46.19. 85. 177 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 69
2.53. 150. 43 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 52
176.13.20. 100 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 37
176.13. 16. 43 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 23
109. 253. 241. 146|l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 21
109. 253. 202. 121 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 10
147.236.113.1 |[lIsrael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HTTP Met hod B ock 6
5.29.204.71 I srael 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to www i df . il/hinush B ock 5
37.26.147.159 |Israel 147.237.72.166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 4
109. 253. 241.55 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
109. 253.158.5 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 196. 233l srael 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmw cogat . idf.il/894-ar B ock 3
109. 253. 143. 38 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il /v tikshuv.idf.il B ock 2
2.55. 185. 30 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.179.28.34 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19. 86. 104 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
2.53.185. 28 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109.253.194.0 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66. 249. 64. 22 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 64. 22 B ock 2
192. 116. 232. 69 |l srael 147.237.77. 216 |dover. i df . il Mil tipl e Unhauthorized URL Access from 192. 116. 232. 69 B ock 2
109. 253. 133. 125|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19.85.173  |israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g;ri?éefz?p f;coersaz;ff’i s/ 01 2090, | pg Bl ock 1
85.64.240.109 I srael 147.237.72.166 |aka. i df . i | m";f: iZ?T ?rf;;rn/;\\!hgfgﬁiméz;p’; None 1
46.19. 85. 11 I srael 147.237.77.243|nobi l e. i df . i | DO stribut ed Suspici ous Response Code B ock 1
2.53.12. 254 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
193. 124. 58. 72 :Zg::t”i o 147. 237.72. 166 |aka. i df . i | mu;?: i dzf‘.e?l mhﬁ/dhgfﬁeffiﬂl ‘. aspx Bl ock 1
77.124.19. 17 I srael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ B ock 1
46.19. 86. 112 I srael 147.237.76.31 |[nakchal .idf.il [Unknown HTTP Request Method g: in URL gzip, B ock 1
157.55.39.115 |Whited Sates  |147.237.77. 216 |dover. i df . i | wiréfl?ﬁ??enmpf‘:::g;ﬁil eﬁ;gﬁess on Bl ock 1
46.19. 85. 96 I srael 147.237.76. 42 |refuah.idf.il Mil tiple Malformed LRL from 46. 19. 85. 96 B ock 1
80. 246. 130. 159 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
176.13. 251. 195 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
66.249.66. 174 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?“tzg;’”?;eistﬁ gf;e;saé; {11 es/ 5/ 71545, pef Bl ock 1
46. 19. 85. 20 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
85.64.245.112 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
77.138.21.211 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 77.138.21. 211 B ock 1
46.116. 100. 211 |[Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter y in ww aka.idf.il/mai n/sachar/ payslips. aspx None 1
46.19. 85. 96 I srael 147.237.76. 42 |refuah.idf.il Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 96 B ock 1
80.246.139.74 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
185.22.224.96 |United Kingdom [147.237.77. 176 [mat pash. i df . i | m“;:;;tiff;:. H?siffsi?a;; {1l es/ 6/ 4616, pg Bl ock 1
66. 249. 76. 30 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association |B ock 1
46. 19. 85. 96 | srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
87. 69. 51. 60 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/ 0 B ock 1
213.57.59. 50 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.138.21.211 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/4/ Bl ock 1
66.102. 9.3 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df . i1/ mai n/ hore/ def aul t. aspx |Bl ock 1
46.19. 85. 96 I srael 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Method zvvl | g45gladolr2 in URL B ock 1
82.80.193.240 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
185.120. 125. 29 |Israel 147.237.76.42 |refuah.idf.jl  [DStributed thauthorized URL Access on Bl ock 1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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