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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 19. 86. 246 | srael 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 16
37.142.3.0 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 5
2.53.58.120 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 4

46.19. 86. 229 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 3

109. 253. 134. 145 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 3
77.61.214.57 Net her | ands 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1
37.228.91. 142 Russi an Federati on 147.237.76. 30 hi nush. i df.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

151. 80. 31. 155 France 147.237.77. 234 hal ag.idf.il |Cl000146: HITP: AnhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

2.53.15.25 147.237.77. 216 (I srael dover.idf.il portscan: TCQP DO stributed Portscan 1
112 72, 231 235 |147. 237, 77 21 |Or€8 Republic | ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1

of Potential Scan or Brute Force

218.87.109. 253 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
105. 103. 33. 187 |147.237.77.216|A geria dover.idf.il portscan: TCP Distributed Portscan 1
218. 87.109. 253 |147. 237.77. 176 |Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
81.218.87.146 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
218.87.109. 253 |147.237.76.86 |China navy. i df.il ET SCAN Potential SSH Scan 1
79.183.70.128  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
218.87.109. 253 |147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
77.139.9. 127 147.237. 77. 216 |France dover.idf.il portscan: TGP DO stributed Portscan 1
213.8.204.9 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 210. 97. 57 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
195. 88.208. 193 [147. 237. 77. 212 ?;Z:;;”im e. dover. i df.il ET SCAN NVAP -sS wi ndow 1024 1
31.168.17.161 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
141. 226. 218. 112(147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.42.176 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
113. 240. 250. 154(147. 237. 76. 199 |Chi na e.nakchal .idf il ET SCAN NVAP -sS w ndow 1024 1
218. 87.109. 253 |147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
109. 67.71.192  |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
218. 87.109. 253 |147. 237. 77. 178 |Chi na e. matpash.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
218.87.109. 253 [147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
80.246. 138.57  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
218.87.109. 253 |147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
79.180. 86. 203  [147.237. 77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
218.87.109. 253 |147.237.0.200 |China . i df . il ET SCAN Potential SSH Scan 1
62. 219. 50. 56 147.237.77. 216 (I srael dover.idf.il portscan: TQP DO stributed Portscan 1
203. 114. 112. 134|147. 237.8. 24  |Thai | and elifestyleidf.il ET SCAN Potential SSH Scan 1
45.79.103.178 |147.237.72.166|lhited Sates |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
195. 88.208. 193 [147. 237. 76. 177 gj::;”ion ncore. i df il ET SCAN NVAP -sS wi ndow 1024 1
5.29. 165. 208 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
132. 68.49.248 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1




09-08-2016-12:04:07 to 09-08-2016-13:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Sig nature
62. 0. 203. 129 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 48
134. 35.150. 162 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
! e Bad TCP . )
134. 35.150. 162 |Lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber noni t or 28
sequence
o Bad TCP . )
46.19.85. 4 | srael 147.237. 77. 216 |dover.idf.il Invalid ACK nunber noni t or 23
seqguence
2.53. 25. 236 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
! L Bad TCP )
134. 35.150. 162 |Lhited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber aert 18
sequence
89. 108. 144. 115 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
185. 89. 217. 230 |Net herl ands 147.237.0.34 [tikshuw.idf.il |drop First packet isn't SYN drop 14
Bad TCP
46.19.85. 4 | srael 147.237. 77. 216 |dover.idf.il Invalid ACK nunber alert 14
seqguence
188. 161. 59. 155 ga:lcis;i':éa” Territory, 147.237.77. 176 |matpash.icf.il |drop First packet isn't SN drop 10
185. 89. 217. 226 |Net herl ands 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 8
. ... |Bad TCP . .
46. 19. 86. 130 | srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber noni t or 7
sequence
Bad TCP
46. 19. 85. 95 | srael 147.237.76. 42 |refuah.idf.il Invalid ACK nunber noni t or 7
sequence
185. 89. 217. 234 |Net her| ands 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 6
185. 89. 217. 225 |Net herl ands 147.237.0.34 [tikshuw.idf.il |drop First packet isn't SN drop 6
62.0.227.113 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
e Bad TCP )
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber alert 6
sequence
193. 47. 165. 251 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
46. 19. 86. 16 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
L Bad TCP . )
46. 19. 86. 130 I srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber noni t or 6
sequence
46. 19. 86. 16 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
185. 89. 217. 227 |Net herl ands 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop
Bad TCP SN it vith di i
46.19. 86. 16 I srael 147.237.72. 166 |aka i df . i1 AOKretransmt wth different wndow| . .. 6
sequence scal e
Bad TCP
46.19. 86. 130 | srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber alert 6
sequence
176. 13. 7. 247 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
o Bad TCP . )
37.142.3.0 | srael 147.237. 77. 216 |dover.idf.il Invalid ACK nunber noni t or 5
seqguence
2.53.25.236 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
185. 89. 217. 232 |Net herl ands 147.237.0.34 |tikshuv.idf.il |dr op First packet isn't SN drop
e Bad TCP . )
89. 108. 144. 115 |Lebanon 147.237.77. 216 |dover.idf.il Invalid ACK nunber noni t or 5
sequence
37.142.3.0 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
e Bad TCP )
84. 95. 49. 145 | srael 147.237.72. 166 |aka. i df.il Invalid ACK nunber alert 5
sequence
194. 114. 146. 227|I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 89. 217. 229 [Net her | ands 147.237.0.34 |[tikshuv.idf.il |drop Frst packet isn't SN drop
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Bad TCP
95. 105. 251. 217 |9 ovakia 147.237.77. 216 |dover.idf.il noni t or 4
sequence
185. 89. 217. 231 |Net herl ands 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 4
o Bad TCP . )
188. 120. 148. 114 |l srael 147.237. 77. 216 |dover.idf.il Invalid ACK nunber noni t or 4
sequence
85.114. 118. 180 |2 estinian Territory, 147.237.77. 216 |dover.idf.il  [dr op First packet ismt SWN drop 4
Qccupi ed
84. 95. 49. 145 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
185. 89. 217. 228 |Net herl ands 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SWN drop
e Bad TCP . .
37. 46. 38. 231 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber noni t or 4
sequence
37. 26. 146. 137 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
104. 31. 69. 30 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
84.108. 74. 64 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3
104. 31. 69. 30 Lhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
104. 31. 69. 30 Lhited Sates 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
104. 31. 69. 30 Lhited Sates 147.237.77. 170 |maar achot . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
185. 89. 217. 235 |Net herl ands 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 3
104. 31. 69. 30 Lited Sates 147.237.77. 234 |halag.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout moni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.55.25. 168 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 257
109. 253. 241. 146|1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 123
109. 253. 202. 121 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 38
182.42.49.237 |Cnina 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 182.42. 49. 237 Bl ock 18
182.42.49.237 |[china 147.237.77. 176 [nat pash. i df .i| |Miltiple Wauthorized URL Access from 182.42. 49. 237 B ock 15
176. 13. 242. 141 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
2.53.142.1 I srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Uhaut hori zed URL Access from2.53.142. 1 Bl ock 8
84.229. 24. 41 I srael 147.237.76.31 |nakchal .idf.il |[Ostributed Unauthorized HITP Met hod B ock 6
182.42.49.237 |[China 147.237.77. 176 |nat pash. i df .i| |Ostributed P Atenpt B ock 6
46. 19. 86. 178 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode B ock 6
109. 67. 206. 146 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
182. 42. 49. 237 |China 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 6
. . D stributed Uhauthorized URL Access on
84.229. 24. 41 I srael 147.237.76.31 |nakchal .idf.il nakhal i df i 1/si p storagelfiles/2 Bl ock 5
37.26.147.151 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 5
78.25.121. 210 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ kapat z/ B ock 3
79.177.84.198 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.177.84. 198 B ock 3
86. 0. 13. 46 LK!i“r:gegom 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/main/snalindsmal i maspx [B ock 2
46.19. 85. 50 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. - . Unhaut hori zed URL Access to
2.53.142.1 I srael 147.237.77.243|nobi | e.i df . i | nobi | €. o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 2
66. 249. 64. 22 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 22 B ock 2
109. 253. 138. 171/l srael 147.237.77.243|nobi | e.i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.174.118.37 [Turkey 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/894-ar B ock 1
37.142.193.95 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53.15.25 I srael 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
80.246.136.23 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 64. 22 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/mvtza Bl ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wuwidf.il/inages/ 1. he/titl ecap. png B ock 1
79.177.84.198 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in URL /mai n/kapat z//res#012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | vy aka. i df . il /iturindasp/ di spl ayonesol di er. asp B ock !
109. 67. 33. 248  |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
2.53.36.24 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
81.218.177.246 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Uhknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 51 in
192. 116. 149. 197|I srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v/ sachar / pays! i ps. aspx None 1
66.249. 64. 115 | srael 147.237.77.74 |lawidf il Wnauthori zed URL Access to B ock 1
wawn | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
31.168. 216. 252 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
84.229. 24. 41 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized LR. Access to nakhal .idf.il/sip storagel/files/ Bl ock 1
109. 67. 115. 174 |i srael 147.237.77.74 |lawidf.il Par anet e_r Type Mol ati on Mst er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i | /580- he/ pat zar . aspx
81.218.241.25 |Israel 147.237.76.31 |nakchal .idf.il |Mitiple Wnauthorized URL Access from 81.218.241.25 B ock 1
192.118.10.10 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed UR. Access from 192.118. 10. 10 B ock 1
] . . Unaut hori zed URL Access to
68. 180. 230. 58 Lhited Sates 147.237.77.233|atal .idf.il atal .idf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
157.55.39.115 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww i df.il/tenpl ates/articl e/ watch B ock 1
37.26.147.150 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Unknown Par anet er
85. 64.240.109 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$cphSachar $enpl oynent Stat eshonth in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
79.178.24.134 |israel 147.237.72. 166 |aka. i df . i | Unknown Parareter _VI EASTATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
182.42. 49,237 |China 147.237.77. 176 |mat pash. i df . i|  [Unauthorized UR. Access to ww cogat . idf.il/index. asp B ock 1
. . Unaut hori zed Method CPTI QNS for
84.111.219.52 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v gi yus/ general . aspx B ock 1
; . . DO stributed Lhaut horized URL Access on
207. 46. 13. 93 Lhited Sates |147.237.77.216|dover.idf.il ww i i1/t enpl at es/ art i cl ef vet ch Bl ock 1
77.139.180.13 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/favicon.ico B ock 1
157. 55. 39. 253 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
85. 65. 0. 32 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwwy aka. i df . i|/mai n/sachar/defaul t.aspx |Bl ock 1
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