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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address i Signature Device Action
212.25.74. 130 | srael 147.237.72. 166 aka.idf.il B ack List drop 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
62. 210. 97. 57 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
5. 255. 90. 133 147.237.8.27  [Netherl ands e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
213.57.7. 4 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.182.36.254 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
203, 128. 196. 82 |147 237 77 010 |FOT€R Republic | . o ET SOAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
79.177.221.101 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 150. 38. 110 |147.237.77. 178 |Mexi co emtpash.idf.il [ET SCAN NVAP -sS w ndow 1024 1
65.23.114.140 |147.237.77.176|Whited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 154. 184. 122(147. 237. 77. 74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
61.139.54. 71 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
176. 228. 0. 4 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
61.139.54. 71 147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
109. 253. 129. 65 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231. 86 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
31.168.219. 100 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 [147.237.76.38 [Netherlands eemeitav.idf.il [ET SCAN Potential SSH Scan 1
213.57.95.254 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
12.139. 34. 20 147.237.77.205|Wited Sates |prishaidf.il ET SCAN NVAP -f -sS 1
81.199. 108. 204 |147.237.77.216|Satel lite Provi dddover.idf.il portscan: TCP D stributed Portscan 1
208. 80. 155. 255 |147.237.77.216|Whited Sates  |dover.idf.il ET PALICY I nconing Basic Auth Base64 HTTP Password det ect ed 1
unencr ypt ed
79.177.238.90 |[147.237.77. 216l srael dover.idf.il portscan: TGP Dstributed Portscan 1
201. 150. 38. 110 |147.237.77. 178 |Mexi co ematpash.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
79.176.33.146 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
201.150.38. 110 [147.237.77.178|Mexi co e.natpash.idf.il |ET SCAN NVAP -f -sS 1
185.120. 125. 11 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
61.139.54. 71 147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147. 237. 76. 201 |Uhi t ed Ki ngdom|e. atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 61. 38 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.46.37. 158 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
91.224.160. 106 |147.237.76. 196 |Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1
12.139. 34. 20 147.237.77.205|lhited Sates  [prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
82.166. 74. 143  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 26
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 25
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[nonitor (24
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 22
23.238.135.228 |Lhited Sates 147.237.76. 200 |ei tan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 22
201. 46. 55. 42 Brazil 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 22
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |22
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 20
23.238.135.228 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 20
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 19
23.238.135.228 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 19
23.238.135.228 |lnited Sates 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 19
23.238.135.228 |Wited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 18
23.238.135.228 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 18
23.238.135.228 |lnited Sates 147.237.76.39 |mobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 18
23.238.135.228 |Wited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 18
. . SYNretransmt wth different .
84.109.124.18 |lIsrael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e noni t or 14
Pal esti ni an C o -
176. 67. 58. 253 Territory, Goeup ed 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 12
S reanming Engi ne: TCP i i ssi
109. 253. 208. 191 |1 srael 147.237.77. 243 |nobil e. i df . mng tngihe. Invalid segnent retransmssion. | 12
Inval i d Retransm ssion Packet dropped.
62. 0. 200. 211 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 11
82.119.84.202 |Bulgaria 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 10
62.0.213.1 I srael 147. 237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop
176.13.233.47 |lsrael 147.237.72. 167 |i shuri maka. i df .il drop First packet isn't SYN drop
Sreaning Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 15 Lhited Sates 147.237.76.86 |navy.idf.il . .. " |drop 9
Inval i d Retransm ssion Packet dropped.
64.37.98.12 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |9
. . SYNretransmt wth different .
84.109.124.18 |[lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e monitor |8
62.0.224. 129 I srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 8
64.37.98.12 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 8
64.37.98.12 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 8
64.37.98.12 Lhited Sates 147.237.76. 200 |ei tan. aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 8
64.37.98.12 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
64.37.98.12 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 7
46. 19. 86. 128 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
64.37.98.12 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
216. 185. 39. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
64.37.98.12 Lhited Sates 147.237.76.39 |mbile.rmeitav.idf.il [SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 6
Streamng Engi ne: TCP Invalid segnent retranshission
66. 249. 66. 10 Lhited Sates 147.237.76.86 |navy.idf.il . o " |dro 6
W Inval i d Retransm ssi on Packet dropped. P
i S reaning Engi ne: TCP i i ssi
46. 19. 85. 252 | st ael 147 237.77. 226 VW\W chamat z. aka. i df : g g > Invalid segnent retransnission. drop 6
il Inval i d Retransnission Packet dropped.
176.13. 235. 181 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.252  |Israel 147. 237. 77. 226 "‘:"TW chanatz. aka. 1df |y At t ack SYN -> SYN-ACK -> RST monitor |6
80. 246. 136. 210 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreamng BEngi ne: TCP i i ssi
109. 253. 210. 69 | srael 147. 237. 76. 200 |ei tan. aka. i df .| mng thgine. 1 Invalid segnent retransmssion. |q 6
Invalid Retransm ssion Packet dropped.
46.19.85.252  |israel 147.237.77. 226 "‘:"TW chamatz. aka.1df |p 4 TCP sequence Inval i d AGK nunber monitor |5
46.19. 86. 173 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber aert 5
46. 19. 86. 173 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber monitor |5
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
64.37.98.12 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |monitor 4
46. 19. 85. 176 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
64.37.98.12 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 4
S reaning Engi ne: TCP i i ssi
37.142.104.109 |israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 4

Inval i d Retransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.9. 104 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 98
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 58
2.53.17.62 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
109. 253. 134. 145|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
85. 64. 219. 23 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85.64.219. 23 |H ock 22
123.152. 67. 211 |China 147.237.77.216|dover.idf .l Mil tipl e Unhaut horized LRL Access from 123.152. 67. 211 Bl ock 17
85.64.219.23 |israel 147. 237.72. 166 |aka. i df . i | m;&:ﬂtgqiwx? :/o;ii ;lfsd/ g'\::er:zjd';g;xmom UL on Bl ock 17
37.142.2.162 I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 10
213.8.83.6 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Wauthorized URL Access from213.8.83.6 Bl ock 8
213.57.44.168 |lIsrael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 8
37.26.147.223 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 8
2.55.25. 168 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
123.152.67.211 |China 147.237.77.216|dover. i df .il Dstributed PHP Attenpt B ock 6
37.142.2. 162 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storagel/files/2/ Bl ock 4
176. 13. 5. 208 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
213.8.83.6 I'srael 147. 237. 72. 166 |aka. i df . i | m”;:gii jfe.di Iﬁmﬁ‘;‘;:iﬁaﬁft s m s Bl ock 3
2.55. 155. 39 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock

46.19. 86. 30 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

194. 114. 146, 227|I srael 147.237.77. 226 V‘T’TN chamat z. aka. i df m”tcﬂzggf:dataﬂ‘l gf'cflslst ;r‘:pl t o5/ homepage! Bl ock 2
86. 0. 13. 46 z‘i;;gom 147.237. 72. 166 |aka. i df . i | chaut hort zed Nt flodl PosT Yo maspx Bl ock 2
109. 253. 208. 191 |1 srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
123.152. 67.211 |China 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v idf.il/index.asp B ock 1
2.54.84. 220 I srael 147.237.77.243|nobi l e.i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180.228.94 |lnited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df . il/228-he/faq. aspx Bl ock 1
109. 253. 199. 105|I srael 147.237.72.167|i shurimaka. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.53.8.16 Izl 147.237.77.233|at al . i df . i | O aed (o hor zed W .A;:;:gis on Bl ock 1
81.218.159. 240 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |Bl ock

62.90. 139. 75 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: Cpen Mde None 1
147.236.238. 21 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
72.181.173.91 |United Sates |147.237.72. 166 |aka. i df .i | Dstr buted Lraut hor] zed Akt hod ;;’LXK”O"‘” UL on Bl ock 1
82.80.174.162 | srael 147.237.76.42 |refuah.idf.il i;t ;;Sfjt?ﬁeﬂzlf;“;Ih;r;rf;deﬁe:e‘icliss on Bl ock 1
62.219. 184. 130 |Israel 147.237. 72. 166 |aka. i df . i | chaut horl zec P nA/\Csf:?TZt ;fcmpi o e Bl ock 1
2.55.36.198 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87. 69. 45. 223 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI QNS for vww aka. i df . i |/ mai n/ gi yus/ Bl ock 1
77.127.57.166  [Israel 147.237.77.233|at al . i df . i | ol et hor i zed W .Agscsis on Bl ock 1
2. 53. 156. 254 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.102. 9. 6 Wited Sates |147.237.72. 166 |aka. i df . i | chaut hori zed Fethod POST Tor asp Bl ock 1
109. 64.145.31 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vy aka.idf.il/val tam Bl ock
77.138.100. 153 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i |/ sachar B ock
2.53.181.105 | srael 147.237.0.19 |madimatal .idf.il zsibr'ne attaj?figf‘??:j} ngi-n.lfsrpim er: Returntrl in Bl ock 1
68.180.228.29 |Wnited Sates |147.237.72.166|aka.idf.il m”;}t':ri' gfe_di Iﬁnps‘;?ffcotrg/ doc. rmur/ gener al . aspx B ock 1
188. 163. 107. 176|kr ai ne 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/blog/ B ock 1
77.138.135.0 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/kapat z/ Bl ock 1
46.19. 86. 195 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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