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|Top Attackers | n DDoS- Def ence |

Attacker Target . .
Attacker Countr Site Signature
Address y Address 9
212.199. 154. 194 | srael 147.237. 72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - reset 215
120. 132. 50. 135 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 4
213. 244, 82. 139 Pal est_| nian Territory, 147 237. 77. 216 dover idf.il TCP handshake vi ol ation, first packet not drop 3
Qceupi ed syn

209. 126. 136. 2 Lhited Sates 147.237.76. 201 e.atal.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
149. 202. 48. 246 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
149. 202. 48. 246 France 147.237.77. 216 dover.idf.il |ClL000074: HITP. majestic bot Per nirt 2
176.31.7. 241 France 147.237.77.216 dover.idf.il |24910: HTTP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Ki ngdom

Gountry
46. 19. 85. 207 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 2
79.177.238.90 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 2
212.235.98. 139 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
147.236. 232. 254|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 123. 201|147. 237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
94.102.48.195 |147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 201(147. 237. 77. 243 |kr & ne nobi | e. i df.il ET SCAN Potential SSH Scan 1
81.218. 116. 129 |147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN Potential SSH Scan 1
79.183.103. 196 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201(147. 237. 76. 38 |lkrai ne e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
72.252.157. 188 |147.237.76. 197 |Janai ca e hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
185. 110. 132. 201(147. 237.0.35 |krai ne akavs. i df . il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237.0.16  |lkrai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
2.53.177. 194 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 20. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
163.172.129. 15 |147.237.77.121 LKJ?i;:gom e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.199.9.181 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 23. 92 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149(147. 237.0. 15  |krai ne kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.187.217. 67  |147.237.77. 216 |Lebanon dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147, 237. 77. 121 |krai ne e navy.idf.il ET SCAN Potential SSH Scan 1
80. 179. 201. 185 |147.237.77. 216 |l srael dover . idf il portscan: TCP O stributed Portscan 1
185. 110. 132. 201(147. 237. 76. 44 |lkrai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 8. 45  |lkrai ne eetanidf.il ET SCAN Potential SSH Scan 1
72.252.157. 188 |147.237.76. 197 |Janai ca e himush.idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 110. 132. 201(147. 237.0.19  |krai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 2 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
180, 62. 176. 6 147, 237. 7. 216 | Jagen dover i df il ET SCAN Suspi ci ous UWser-Agent (ontai ning Wb Scan/er, Likely 1
VWb Scanner
2.53.11.8 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan
163. 172. 169. 150(147. 237. 0. 17 Wni ted mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
62. 0. 197. 85 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 41
2.55.29.13 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |29
23.238.135.228 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |20
23.238.135.228 |Lnited Sates 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [monitor |20
23.238.135.228 |lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 20
23.238.135.228 |Lhited Sates 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |19
23.238.135.228 |Lnited Sates 147.237.76.42 [refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |19
212.199. 154. 194|l srael 147.237. 72. 167 |i shurimaka.i df . il drop First packet isn't SYN drop 19
23.238.135.228 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |19
23.238.135.228 |Lnited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |18
23.238.135.228 |lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 17
100. 92. 190. 168 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
2.53.130.134 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 15
84.95.201. 5 I'sr ael 147.237.72. 167 i shurimaka iof i1 || Samng Engine: TCP Invalid segment retransmssion. f 12
Inval id Retransm ssion Packet dropped.
2.55.166.225  |israel 147.237.72. 166 |aka.i df . Bad TCP sequence wﬁtrﬁf;ﬁ?&fth monitor |10
2.53.130.134  [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtrs\:;sx?c;fth moni tor (8
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 8
201. 46. 55. 42 Brazil 147.237.77. 216 |dover. i df .il SYN At ack SYN -> SYN-ACK -> Tineout [monitor |8
201. 46. 55. 42 Brazil 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |8
82.166. 125. 198 |l srael 147.237.72.166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 8
37.26. 148. 219 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 8
37.26.148.219 |l srael 147. 237. 77. 216 |dover. i of .i Bad TCP sequence wﬁtr\?;;j;;?c;gth moni tor |8
172.58.73.171 |wited Sates 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST nonitor |8
2.53.130. 134 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |8
46. 19. 86. 36 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop 8
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |8
46.19. 86. 201 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
109. 253. 223. 167l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
213. 244. 82. 139 'Tglrfisti)?iy,an&cupi o [147-287.77. 216 |dover i df i1 drop First packet isn't SIN drop 7
62.0.197. 69 I srael 147.237.72. 156 |anan. i df .i | drop First packet isn't SWN drop 7
46.19.85.126  |israel 147.237.77. 226 [ chanat z. aka. 10 1pad TGP sequence Invalid ACK nunber moni tor |7
46. 19. 86. 225 | srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 6
178.62.224.34  |Netherl ands 147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent gﬁ? O:ggﬁ:n? n i nbound drop 6
62.0.197. 69 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 6
46.19. 85. 48 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 86. 201 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 66. 147. 170 |l srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST monitor |5
201. 46. 55. 42 Brazil 147.237.76.31 [nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 5
46. 19. 85. 206 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST nmonitor |5
66.102.9.1 Lhited Sates 147.237.77.235|sviva.idf.il dr op Frst packet isn't SN drop 5
2.53.146. 20 I srael 147.237.72. 156 |aman. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
37.26.147.164 |lsrael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 5
37.26.147.164 |Israel 147.237.77. 176 |nat pash. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [monitor |5
2.55.166. 225 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 86. 81 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST nonitor |4
82.166. 125. 198 |Israel 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 4
46.19.85.249  |israel 147. 237. 77. 216 |dover . i . i Bad TCP sequence wﬁtrﬁf;ﬁ?&fth moni tor |4
109. 253. 223. 167l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |4
201. 46. 55. 42 Brazil 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 198. 179l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 120
176.13.9. 104 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 65
37.26.147.175 |[israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 25
2.55.145. 73 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 20
218.17.231.155 [China 147.237.77. 216 |dover . i df . i | Mil tiple Unhauthorized URL Access from 218.17.231. 155 B ock 18
185. 27. 106. 217 |l srael 147.237.72. 166 |aka. i df . i | i;tiréf?ﬁ ?fmﬁiﬁcg}ie;pﬁrf g_ ;s(gx Ko LR-on Bl ock 16
113.71. 255. 4 Chi na 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 113.71.255. 4 B ock 15
37.26.147.223 |[israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
218.17.231.155 |China 147.237.77. 216 |dover . i df . i | D stributed PHP Atenpt B ock

113.71. 255. 4 Chi na 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock

194. 114. 146. 227 |1 srael 147. 237. 77. 226 W chamat z. aka. i d m“tczgagtzfdagl gfcﬁsft ;:T’pl at es/ hormepage! B ock 5
85.64.219.23 |israel 147.237.72. 166 |aka. i df . i | m;&:ﬂt d?‘?iwimlf :Iogii ;lf/ g'\::e?(:,j.;(s);,xmom L on B ock 3
192. 117. 107. 133]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
62.219.99.130 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock
185.27.105.82  [Israel 147. 237.72. 166 |aka. i df . i | m“;kh;ri id??idl /'\f;r:/x;i )F/ESA/Dg;noerr . s B ock 2
176.13.230.28 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
46. 19. 86. 138 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.248.172.16 |Netherlands  [147.237.77.170 |nmar achot . i df . il Unaut hori zed URL Access to 147.237.77. 170/ robots. t xt B ock 1
216.244.66.243 |Wited Sates |[147.237.72.166aka.idf.il Uhaut hori zed URL Access to aka.idf.il/banachane B ock 1
194. 114. 146. 227|I srael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock 1
2.53.186. 52 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 1
84.109.124.18 | srael 147.237.77.234|hal ag. i df . | ﬂ?_“tzgg_”?fgsﬁ‘nﬁggjsh;oe &b et L gif B ock 1
46. 19. 85. 62 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw i df.il/navy/ B ock

207. 46. 13. 93 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwy i df.il/1133- 19645- he/ dover B ock 1
66.249. 66.251 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter utmcontent in waw aka.idf.il/ishurindnain None 1
176.13.9.104  [israel 147.237.0.19 |nadimatal .idf.il Edf‘;e;e; .-Ii-ydr;?i\lﬂl?rlmﬁil o g;i' r?oic;(nt ent A acetbl der 18txt Gaptcha in gy 1
84.229.7.3 I srael 147.237.72. 166 |aka. i df . i | (Sg‘sfjtégf&a_bispﬁngﬂi g]\l__DZrT?AthE?!CI\—ILiA?\IlC?IEi) on None 1
46.19. 85. 95 I'srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt Qoiréle??/ tgeggrcﬁsemztesn < ohi 1 ddocument </ 1071 Bl ock 1
207.46.13.111 |lhited Sates |147.237.72.166 |aka. i df.il mngk‘“; ize}r_"’i“:'jtn:. ;Lgﬁg/cggf ;:I (. aspx None 1
79.181. 149. 219 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset.css |B ock 1
195. 160. 242. 40 |Israel 147.237.72. 166 |aka. i df . i | mnzkm; lzfar?wtn: n,i;fﬁi‘it;aszﬁfisgf cphSachar$ctl 57 1n None 1
10. 125. 50. 10 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ nmai n/ kapat z/ B ock 1
46. 19. 86. 90 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
212.179.73.106 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. ht m B ock 1
218.17.231. 155 |China 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wwwidf.il/index. asp B ock 1
81.218.118.126 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ nav. css  |B ock 1
199. 203. 136. 183|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1070- he/ nakhal . aspx |B ock 1
176.13.230.92 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
85.64.219.23 |Israel 147.237.72. 166 |aka. i df . i | m“;?:rii dzf‘.e‘ijl ;\En;jhr?/dhmeff:m (. aspx Bl ock 1
213.151.32. 163 I srael 147. 237.72. 166 |aka. i df . i | Lnaut hor | zed Vet fod /my‘;ri 0. aspx Bl ock 1
194. 114. 146. 227 |1 sr ael 147.237.0.34 |tikshuv.idf.il Ml tiple Unauthorized URL Access from 194. 114. 146. 227 B ock 1
113.71. 255. 4 Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/index. asp B ock 1
81. 255. 155. 161 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for www aka. i df . i |/ mai n/ sachar B ock 1
207. 46. 13. 57 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
185. 22. 224. 96 LK!iﬂr:gegom 147.237.77. 176 |nat pash. i df . i | m“é:;;ti_fzf_ ;qu}‘sip‘f_cs‘:?ra;gm | es/ 64616, pg Bl ock 1
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