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09-08-2016-09:04:05 to 09-08-2016-10:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
58. 218. 200. 137 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under_ Attack _Con_Tcp drop 2
71.6.216. 57 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
85. 64. 16. 40 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
10.0.0.2 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




09-08-2016-09:04:05 to 09-08-2016-10:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

5.29.217.24 I srael 147. 237. 72. 156 anan.idf.il |[32390: HITP. Suspicious Wser-Agent (Mzilla) B ock 2




09-08-2016-09:04:05 to 09-08-2016-10:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
92.45.158.230 |147.237.77. 216 |Turkey dover.idf.il portscan: TGP D stributed Portscan 1
82.166.94. 133  [147.237. 77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
61.163.52. 38 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN NVAP -f -sS 1
37.26.147.249 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 88.208. 193 [147. 237. 72. 166 ?ézzignim aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.137.214 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
150. 242. 238. 99 [147.237.8.50 |China e.tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
117. 159. 34. 194 [147.237. 76. 196 |Chi na e.sviva idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 67. 157. 28  [147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
94.32.107.194 |147.237.77.235(italy svivaidf.il SERVER APACPE Apache mod_ss| non-SSL. connection to SS. port 1
deni al of service attenpt
85.158.48.35  |147.237.76.30 |*SSIan hi mush. i df . | SERER APAO—E.Apache mod_ssl non-SS. connection to S8, port 1
Federation deni al of service attenpt
61.163. 52. 38 147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
58.218. 200. 137 [147.237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
212.182.116. 196|147. 237. 72. 166 |Pol and aka.idf.il portscan: TCP D stributed Portscan 1
2.53.163. 135 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150(147. 237.8.27 |United Ki ngdom |e.nadi matal .idf.i [ET SCAN NMVAP -sS wi ndow 1024 1
150. 242. 238. 99 [147.237.8.28 |China e.mobi | e-ks.idf.il |ET SCAN NVAP -sS w ndow 1024 1
117. 159. 34. 194 |147.237. 76. 196 [Chi na e.svivaidf.il ET SCAN NVAP -f -sS 1
109. 67.117.85 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1




09-08-2016-09:04:05 to 09-08-2016-10:04:05

|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Signature Action ‘Count
23.238.135.228 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
23.238.135. 228 |Lhited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
23.238.135.228 |Lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |22
23.238.135. 228 |Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |22
23.238. 135. 228 |Lhited Sates 147.237.76. 147 |chinuch. aka.i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 22
23.238.135.228 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |22
23.238.135. 228 |Lhited Sates 147.237.76. 200 |eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout |monitor |22
78.186.88.5 Tur key 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
85. 64.5.113 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 21
23.238.135. 228 |Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |21
62.0.221.129 |lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 20
46.19.85.238 |lsrael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
78.186. 88.5 Tur key 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
62.0.200.125 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 12
46.19.85.238 |Israel 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 12
2.53.17.16 I srael 147. 237 76. 200 |ei tan. aka i i1 | €A ng Engi ne: TCP Invalid|invalid segnent retransnissi on. drop 12

Ret r ansni ssi on Packet dr opped.
132. 76. 61. 52 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
62.0.205.1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 11
62.0.225.254 |lIsrael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 11
46.19.86.244 |lsrael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
37.26.147.237 |[Israel 147. 237. 72. 166 |aka.i of .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
193. 43. 246. 250 |l srael 147.237.77. 216 |dover .i df .i | drop First packet isn't SN drop
85.65.171.88 |Israel 147237, 76. 200 |eitan aka i i1 | €AM NG Engi ne: TQP I nval id |invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
37.26.147.237 |lsrael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 7
46.19.85.124  |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
78.186.88.5 Tur key 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber alert
176. 13. 237. 248 |1 srael 147.237.77. 243 |robi L e. i of . i1 Streaming Engi ne: TCP I nval i dinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
79. 182. 119. 168 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalidinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.179. 21. 194 | srael 147.237.76. 177 |ncore.i df il Bad TCP sequence Invalid ACK nunber nonitor |6
78.186.88.5 Tur key 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |6
109. 253.223.5 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
78.186.88.5 Tur key 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber monitor |6
46.19.86.244  |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
87.69.36.210 |Israel 147.237.72. 166 |aka i df . i Bad TCP sequence ;ﬂ?ﬁtrﬁng&;gth monitor |5
46.19. 85. 45 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 114 | srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 45 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.86.114 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtrs\;ggﬁl;:th mnitor |5
2.53.167.42  |israel 147.237.72. 166 |aka i df . i Bad TCP sequence ;ﬂ?ﬁtrﬁng&;gth monitor |5
2.53.178.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
87.69. 36. 210 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
185.32.179. 73 |[lIsrael 147. 237. 72. 166 |aka.i of .il SYN At ack SYN -> SYN-ACK -> RST nonitor |5
193. 43. 246. 250 |l srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 4
109. 253. 145. 88 |l srael 147.237.77. 243 |nobi l e.idf .i | drop First packet isn't SYN drop 4
62. 0. 203. 129 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.19.85.124 |lIsrael 147.237.72. 167 [ishwrimaka idf.il |Bad TCP sequence Invalid ACK nunber nonitor |4
46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
185. 86. 140. 230 ?Cf;iigéa” Territoryts 47 237.77. 216 dover. i df il drop First packet isn't SWN drop 4
213.8.98.193 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber monitor |4
79.176.33. 146 |Israel 147.237.77. 243 |nobi l e i of .1 Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.




09-08-2016-09:04:05 to 09-08-2016-10:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.59. 230 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 19
31.168.83.174 |[Israel 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode Bl ock 13
46.19. 86. 178 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 11
109. 253. 241. 146|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
2.53.48.133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode Bl ock 9
2.53.145. 196 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 8
46. 19. 86. 65 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
31.168.71.114 |Israel 147.237.76.31 |nakchal .idf.il Distributed Wnhaut hori zed HTTP Met hod B ock 4
212.179.21.194 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from212.179. 21. 194 Bl ock 4
109. 253. 140. 99 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
46. 19. 85. 62 I srael 147. 237.77. 243 |nobi | e. i df . i | r:a){)f‘r:t o T?/F/esgcﬁlaﬁ Lﬁgn'g\i‘gzzxf’;d tn Bl ock 4
46. 19. 85. 147 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 3
109. 253. 241. 127 |l sr ael 147.237.77. 176 |nat pash. i df . i | Whaut hor i zed UR. Access to waw cogat . i df .il/894-ar Bl ock 3
2.53.47.76 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 3
109. 253. 138. 171/l sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 3
46.19. 85. 34 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
77.139.3.72 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurimmain/ Bl ock 3
2.55. 20. 168 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.29.224.216 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from212. 29, 224. 216 Bl ock 2
109. 67. 157. 28 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/4/ Bl ock 1
2.53.61. 144 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.178.204.71 |lIsrael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 1
180. 97. 106. 161 |Chi na 147.237.0. 17 2; niyl- kosher - kravi..i Miltiple NILL Character in Method from 180. 97. 106. 161 B ock 1
66.249.66. 174 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”;g?r;éei;gqs‘l ngf;sa;; {11 es/ 51 71545, pf Bl ock 1
94.32.107.194 |italy 147.237.77.235|sviva. i df . i | t’g;f‘fggb\'ﬁ_i Eﬁiié”iqmt ocol violation None 1
77.126. 47. 99 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.i|/main/ sachar/undefined |B ock 1
164. 138. 119. 106|1 sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
46.19. 86. 219 I srael 147.237.77.216|dover.idf .l Mal formed URL _ atuvc=1 Bl ock 1
109. 253. 135. 17 | srael 147.237.76.42 |refuah.idf.il maig o aTty;e. i\'idfo'l ialt /' fglgr'ug/orﬂgz‘;ﬁn;;fcem' der1$btnSend. x in gy ooy 1
37.26.149.199 [Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 1
80.246.130.19 |[Israel 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Qode Bl ock 1
66.249. 66. 177 I srael 147.237. 72. 166 |aka. i df . i | ﬂ?“tzg‘?’r;zef&ﬁ ﬁfififaég/ {11 o5/ 2/ 71562. pef Bl ock 1
185. 24. 207. 101 |Israel 147.237.72. 166 |aka. i df . i | mu;wt';)(‘g]i ;éri ?;Ten;jenr/gWES\;ENTARGNENT in None 1
109. 65. 160. 100 |l srael 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
77.138.57.9 France 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to wwwu aman. i df . il /favi con.ico Bl ock 1
212.31.101.54 |gyprus 147.237.72. 166 |aka. i df . i | m”;gii;e.? I“f;ﬂ?%?gﬁ/ ;g;]ash/ sheel on. aspx Bl ock 1
176.13.2.178 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
46.19.86.219  |[Israel 147.237. 77. 216 |dover . i df . i | T el o ot Loy nzecSeony: i n URL  at uve-l Bock |1
40.77.167. 49 Lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
2.53. 152. 200 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82.81.142.140 | srael 147.237.72. 166 |aka. i df . i | m":k‘“: izfar' ?rf;;r Nir;%r:arilgcri ot esour . axd None 1
66. 249. 66. 180 I srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;Zéfséii ngfzfa;g/ (il es/ 1/ 71081, doc Bl ock 1
204.79.180.25 |United Sates |147.237. 72. 166 |aka. i df . | chaut hor zecl 1 fod mptci:rp{ ot s/ home. asp Bl ock 1
132. 74.56. 157  |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wwwy aka. i df.il/iturinasp/ Bl ock 1
109. 65. 160. 100 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock
31.168.71.114 [Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unauthorized URL Access from 31.168. 71. 114 B ock
77.138.249.220 |France 147.237.72. 166 |aka. i df . i | m“;:;riidzfe_? I')‘::;Cr’:sm”; fc’;q. aspx Bl ock 1
176. 13. 248. 215 |l srael 147.237.77. 176 |nat pash. i df . i | D stributed Uhaut hori zed URL Access on waw cogat . i df . il/894-ar Bl ock

46. 19. 86. 244 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset. css |B ock

2. 53. 156. 254 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 1
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