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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
132. 76. 61. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
192. 166. 219. 136 Pol and 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 26
192. 166. 219. 136 Pol and 147. 237. 72. 166 aka.idf.il C1000074: HITP. raj estic bot Per nirt 7

192. 166. 219. 136 Pol and 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per mt 7
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CQountry

Ste

Signature

62. 210. 38. 242 147.237.77.74 France lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
62.210. 113. 216 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
163. 172. 129. 15 147.237.8. 45 Uhi ted Ki ngdom eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 123. 101. 31 147.237.77.74 Uhi ted Ki ngdom lawidf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 137. 227 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
79.179. 26. 159 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168. 9. 50 147.237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
207.232.28. 59 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
132.252.173. 4 147.237.77. 216 Ger many dover.idf.il G°PL SCAN nmap TCP 1
91. 201. 236. 50 147.237.8. 24 Lkr ai ne elifestyleidf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 119 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
54.72.0.55 147.237.77. 216 I'rel and dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
46.19.86.108  |Israel 147.237.0.34  |tikshw.idf.i Streamng Engi ne: TP Invalid segnent retransmssion. |, 42
Inval i d Retransmission Packet dr opped.
132. 76. 61. 52 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |27
87. 69. 49. 94 I srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ;ﬂ'\f;oefnrmg;;?c;gth monitor |24
87.69. 49. 94 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 24
176.13.244.5  |Israel 147, 237 77. 226 | chamat z. aka. i df | rea.ni ng Engl ne- TOD Invalid segment retransmssion. f 24
il Inval i d Retransnission Packet dr opped.
174. 115. 241. 254|Canada 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Tineout [nonitor |23
79.179.99.222 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [monitor |17
208.85.93.114 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 16
208.85.93.114 |[wnited Sates 147. 237.76. 200 |ei tan. aka. i df . i SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |16
208.85.93.114 |Lnited Sates 147. 237.77. 216 |dover.idf.i| SYN At tack SYN -> SYN-ACK -> Tineout [monitor |16
208. 85.93. 114 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 16
208.85.93.114 |[wnited Sates 147.237.76.30 |himush.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |15
208.85.93.114 |Lnited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [monitor |15
208.85.93.114 |lhited Sates 147.237.76.31 |[nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 15
208.85.93.114 |[wnited Sates 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |15
109. 253. 241. 127|l srael 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop 14
62. 90. 21. 254 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
185. 101. 16. 202 |Lebanon 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
46.19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 9
109. 253. 230. 159|1 sr ael 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |8
81.218.101.66 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 8
2.53.178.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 192 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 136 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
92.247.181.31 |Rulgaria 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 7
46. 19. 86. 135 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 35 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 91 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 135 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46.19. 86. 135 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
132. 76. 61. 52 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 6
37.26.148.175 | srael 147. 237.77. 243 |mwbi l e, i f . i Streaning Engine: TCP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
46.19. 86. 135 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 91 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
79.179.99.222 |Israel 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |6
46. 19. 86. 204 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 204 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46.19. 85. 193 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST monitor |5
37.247.36.88  |Netherlands 147.237.77. 121 |e. navy. i df . Geo- | ocati on enf or cement gﬁ? O:ggﬁ:n? n i nbound drop 5
46. 19. 85. 35 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber aert
46.19.85. 44 | srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
84. 94. 2. 246 I'srael 147. 237. 76. 200 |ei tan. aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. |, 4
Inval i d Retransm ssion Packet dropped.
2.53.157. 101 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |4
176. 65. 17. 119 _’?“é’rfis:io?;’a”@wpi o [147-237.77. 176 |nat pash.i f i1 drop Frst packet isn't SN drop 4
212.179. 218. 166|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
87. 69. 36. 120 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Timeout [nonitor
68.180.230. 47 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.53.145. 196 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 86
2.53.55, 179 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 77
80.246.137.39 [Israel 147.237.0.19 [madi matal .idf.il Distributed Suspicious Response Code Bl ock 24
212.179.21.194 |lsrael 147.237.76.86 |navy.idf.il Mil tiple Uauthorized URL Access from212.179. 21. 194 B ock 16
176.13.235. 112 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.148.175 |[Israel 147.237.77. 243 |nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 37.26. 148. 175 Bl ock 5
79.180.185.70 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 5
37.26.146.220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
79.180.185.70 [Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 79. 180. 185. 70 Bl ock 4
37.26.148.175 | srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:?rd'fz‘f? , t:‘egpgfy‘isemztes” | tehi | ddocument </ 1750 Bl ock 3
159. 122. 159. 28 |Uhited Sates |147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 159. 122, 159. 28 B ock 2
77.139. 46. 233  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. idf.il/ishurim Bl ock 2
176.13.242.74 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.139.122.192 [israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
77.139.138.32 |France 147.237.0.19 |nadi matal .idf.il Eﬁ'ﬂﬁe& .Tiyd‘fi\lﬁl?g 'rfgsg)t(' 008Cont ent A acetbl der 18t xt Gpteha in-— g 2
37.26.149.173 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
79.180.114.10 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to vww | aw i df.il/14-he B ock
85.65.19.161 | srael 147. 237.72. 166 |aka. i df . i | mn;giz;"f me;;rn/;\c/'h:’ﬁgwm 'n None 1
189. 218. 187. 120|Mexi co 147.237.76.30 |hi nush.idf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
187. 160. 46. 176 |Mexi co 147.237.77. 216 |dover.idf . il Mil tipl e Redundant HTTP Headers in header Content - Type Bl ock 1
75.156. 49. 249 [Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . il/mat ash/1 ogi n/ B ock 1
180. 97. 106. 37  |Chi na 147.237.77. 170 |n@ar achot . i df . i | Dstributed NILL Character in Mt hod B ock 1
212.179.21.194 |israel 147.237.76.86 |navy.idf.il m”;;‘\?;'izd?iﬁi igtesfaé;” | es/ 3 si 263380/ 1613, | pg Bl ock 1
189. 219. 230. 101|Mexi co 147.237.76.86 |navy.idf.il Mil ti pl e Redundant HTTP Headers in header Content- Type B ock
189. 218. 99. 8 Mexi co 147.237.0.15 |kosher-kravi.idf.il |Redundant HTTP Headers from 189.218.99.8 B ock 1
66.249. 66. 174 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?u;ggrggef&% ﬁfscte;sa;; fil es 2171542, pl Bl ock 1
180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il I1l1egal Byte Gode Character in Mthod Bl ock 1
180.97.106.37 [China 147.237.0.19 |nadimatal .idf.il Dstributed NALL Character in Mt hod B ock
201.173.98.177 |Mexi co 147.237.72. 166 |aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Content- Type B ock
Unknown Par anet er
85. 65. 19. 161 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
189. 218. 187. 120|Mexi co 147.237.76.31 |nakchal .idf.il Mil tipl e Redundant HTTP Headers in header Content-Type B ock 1
187.252.73.152 |Mexi co 147.237.76.42 |refuah.idf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
77.139. 46.233  |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 46.233 |H ock 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva. i df .i | Dstributed I11egal Byte Qode Character in Mthod Bl ock 1
195. 160. 242. 40 |israel 147.237.76.42 |refuah.idf.il \;P:eraf:]f o ;ygle. i\':jﬁl ialt /' fgﬁ:};ﬁ?&fr‘;ﬂ:&m' deriStxtLasthame in g o 1
189. 218.99.8 Mexi co 147.237.0. 17 (ro; niyl_ kosher -kravi . i Redundant HTTP Headers Content - Type B ock 1
66.249.66.176 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il NULL Character in Method B ock 1
180. 97. 106. 37  |Chi na 147.237.76.30 |hi nush.idf.il Dstributed I11egal Byte Qode Character in Mthod Bl ock 1
201.175.76. 182 |Mexi co 147.237.76.39 |nobile.neitav.idf.il |[Miltiple Redundant HTTP Headers in header Content - Type B ock 1
85.65.233.40  |Israel 147.237.72. 166 |aka. i df . i | m“;:‘;rl' d?'??l;\ﬁ;jh:/dgiﬁ?kf o ki oSk asix Bl ock 1
189. 218. 253. 174|Mexi co 147.237.72.167|i shuri maka. i df.il Mil tipl e Redundant HTTP Headers in header Content-Type Bl ock 1
189. 218.20. 47  |Mexi co 147.237.77.233|atal .idf.il Mil tipl e Redundant HTTP Headers in header Content - Type B ock 1
180.97.106.37 |China 147.237.77.235|sviva.i df . il Dstributed NLLL Character in Mt hod B ock 1
201. 166. 203. 159|Mexi co 147.237.72. 156 [anan. i df . i | Mil tipl e Redundant HTTP Headers in header Content-Type Bl ock 1
79.180.185.70 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storagelfiles/2/ B ock 1
189. 218. 99. 8 Mexi co 147.237.0.19 [madi matal .idf.il Redundant HTTP Headers Cont ent - Type Bl ock 1
66.249. 66.179 I srael 147. 237.72. 166 |aka. i df . i | A ot cﬁcrff;;n;g/ enl ar ge. asp Bock |1
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock
180. 97. 106. 37  |Chi na 147.237.76.30 |hinush.idf.il Dstributed NILL Character in Mt hod B ock 1
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