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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker

106. 38. 241. 105

At t acker

Country
Chi na

Target Address

Site

147.237.77.216|dover . i df . i

’S gnature

C1000071:

Pr ohi bi ted (ode 10)

HTTP: User Agent Sogou+web+spi der Pernit 11
91.209.51.22  |lkraine 147.237.76.86 |[navy. i df . i1{CL0O00074: HTTP: ngj estic bot Permit
91. 209. 51. 22 Wkrai ne 147.237.77. 216 |dover . i df . i|CL000074: HTTP. naj estic bot Pernmit
119. 90. 51. 21 Chi na 147.237.76.86 |navy. idf il 34161: | QW Gormmuni cation with Destination Host is Adnministratively B ock 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

80. 246. 137. 30 147.237.0.19 I srael nadi matal .idf.il [ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
151.11. 201. 3 147.237.77.178 |italy emtpash.idfi.il |ET SCAN NMAP -sS w ndow 4096 1
151. 11. 201. 3 147.237.77.178 |italy emtpash.idf.il |ET SCAN NVAP -f -sS 1
109. 123. 101. 31 147.237.77.212 |Wnited Ki ngdom e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131 |147.237.77.233 |[Canada atal.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 158 147. 237. 8. 46 krai ne e.chinuch.idf.il |ET SCAN NMAP -sS w ndow 1024 1
195. 88. 208. 193 147. 237.76. 38 Russian Federation |e.e.meitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.77.178 |italy emtpash.idfi.il |ET SCAN NMAP -sS w ndow 2048 1
123. 176. 80. 201 147.237.0.19 Chi na nadi matal .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 |147.237.77.233 |Canada atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 158 147. 237. 8. 46 krai ne e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 158 147.237.8. 46 kr ai ne echinuch.idf.il [ET SCAN NVAP -f -sS 1
67.211. 219. 120 147.237.77.227 |Wited Sates e. hanaz. i of . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
195. 88. 208. 193 147.237.76.177 |Russian Federation |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |27
201. 46. 55. 42 Brazil 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
201. 46. 55. 42 Brazil 147.237.76. 200 [ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |24
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |24
201. 46. 55. 42 Brazil 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
201. 46. 55. 42 Brazil 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 20
201. 46. 55. 42 Brazil 147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |20
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
141.0.15. 34 Nor way 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 18
12.8.7.200 Wited Sates |147. 237. 77. 216 |dover. i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 18
Ret r ansni ssi on Packet dropped.
46.19. 86. 191 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 17
208.85.93.114 |Lhited Sates |147. 237. 77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 17
208.85.93.114 |lLhited Sates |147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 17
208.85.93.114 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
208.85.93.114 |Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
68.187.189.200 |Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 16
208. 85.93. 114 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 15
208.85.93.114 |Lhited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
208.85.93.114 |lLhited Sates |147.237.76.39 [mobile. neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
208. 85.93. 114 Lhited Sates |147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 15
46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
71.212.112. 224 |Uhited Sates [147. 237. 77. 216 [dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
109. 253. 197. 159|i srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
87. 69. 36. 223 | srael 147.237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
212.143.80.27 |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid sequence nunber nonitor |6
46. 19. 86. 106 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
208. 85. 93. 114 Lhited Sates [147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 86. 18 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SYN drop 4
119.90.51. 21 Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
87.69.36.120 [l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrﬁxgﬂggth moni tor 4
208.85.93.114 |Wnited Sates [147. 237. 77. 226 "’f"l"’“ha”atz' aka. 1l 1o\ At ack SYN -> SYN-ACK -> Timeout  [monitor |4
119.90.51. 21 Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
182. 254. 220. 212 |Chi na 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
208.85.93.114 [Lhited Sates [147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |4
208. 85. 93. 114 Lhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
119.90.51.21  |china 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt with different alert 4
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
182. 254. 220. 212|Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
208.85.93.114 |lLhited Sates |147. 237. 77. 170 |naarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |4
82.102.168.62 | srael 147. 237. 76. 200 |ei tan. aka.i of .| Streaning Bngine: TCP Invalid invalid segnent retransmssion. | oo 4
Ret r ansni ssi on Packet dropped.
119.90.51.21  |china 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]gsnsmt wth different monitor |4
208.85.93.114 |Lhited Sates |147.237.0.19 |[nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
5.22.134.96 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
87. 69. 36. 120 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout moni tor |3
208.85.93.114 |Wnited Sates |147. 237. 77. 235 [sviva. i df il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |3
79.181.208.86 |Israel 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
182. 254. 220. 212|chi na 147.237.76.86 |navy.idf.il Bad TCP sequence igur:rtcr:nsm wWth different moni tor |3
5.102.242.114  |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
207.46.13.68  |Uited Sates |147. 237. 7. 243 |nobil e i of i Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.137.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 174
80. 246. 139. 118 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
. - Unhaut hori zed URL Access to
212.179.150. 17 I srael 147.237.72.156 [anan. i df . i | wwv anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock 5
176.13.9. 111 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 3
109. 253. 141. 111 ]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
87.69.21.23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13, 227. 225 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
31.168.101. 163 |Israel 147.237.72. 166 |aka. i df . i | ;J;a“t horized UR. Access to wa aka. idf.il/main/giyus/default.as g o 1
180. 97. 106. 162 |Chi na 147.237.76.39 |nobile.neitav.idf.il |NULL Character in Method B ock 1
130. 185. 159. 138|thited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to wa navy. i df.il/wp-1ogin. php B ock 1
) wWwwv. chamat z. aka. i d ) )

180. 97. 106. 37  |Chi na 147.237.77. 226 £l Miltiple NILL Character in Method from 180. 97. 106. 37 B ock 1
109. 65. 150. 52 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
- . Unaut hori zed URL Access to
66.249.66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
194. 114. 146. 227 |i srael 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to . B ock 1

vy i df . i | /i mages/ 1. he/ scral | panet op. gi f
159. 122.159. 28 |uhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to aka.idf.il/text/plain B ock 1
80.246.137.30 |[Israel 147.237.0.19 |nadi matal .idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
180. 97. 106. 161 |Chi na 147.237.72. 156 |anan. i df . i | Illegal Byte Qde Character in Mt hod B ock 1
109. 253. 129. 99 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/nain/ haredi nigeneral . aspx None 1
77.139.70.69  |France 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai nkapat 2/ /res012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
] - . Unaut hori zed Met hod PCBT for
208.54.80.223 |Wnited Sates |147.237.72. 166 |aka. i df . il v aka. i df i |/ nai v har edi i gener al . aspx B ock 1
80. 246. 137. 237 [Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
180. 97. 106. 161 |Chi na 147.237.72. 156 |arman. i df . i | NULL Character in Method B ock 1
79.177.240.24 |israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
180. 97. 106. 162 |Chi na 147.237.76.39 |nobile. neitav.idf.il |Illegal Byte Gbde Character in Mthod B ock 1
130. 185. 159. 138|Wnited Sates |147.237.76.86 [navy.idf.il PHP At t enpt B ock 1
. - Unaut hori zed URL Access to
79.177.240. 24 | srael 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
216. 244.66.231 |Wited Sates [147.237.72. 156 |anan. i df . il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
www. chanmat z. aka. i d
180. 97. 106. 37  |Chi na 147.237.77. 226 Mitiple Illegal Byte Gode Character in Method from180.97.106.37 |B ock 1
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