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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
185.94.111.1 Russian Federation 147.237.76.176 test.ncore.idf.il Black List drop 1
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Top Attackers In IPS
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

106.38.241.105 China 147.237.77.216 dover.idf.ilC1000071: HTTP: User Agent Sogou+web+spider Permit 11

91.209.51.22 Ukraine 147.237.76.86 navy.idf.ilC1000074: HTTP: majestic bot Permit 2

91.209.51.22 Ukraine 147.237.77.216 dover.idf.ilC1000074: HTTP: majestic bot Permit 2

119.90.51.21 China 147.237.76.86 navy.idf.il
34161: ICMP: Communication with Destination Host is Administratively
Prohibited (Code 10)

Block 2
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
80.246.137.30 147.237.0.19 Israel madim.atal.idf.il ET SCAN Possible SSL Brute Force attack or Site Crawl 2

151.11.201.3 147.237.77.178 Italy e.matpash.idf.il ET SCAN NMAP -sS window 4096 1

151.11.201.3 147.237.77.178 Italy e.matpash.idf.il ET SCAN NMAP -f -sS 1

109.123.101.31 147.237.77.212 United Kingdom e.dover.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 147.237.77.233 Canada atal.idf.il ET SCAN NMAP -f -sS 1

91.201.236.158 147.237.8.46 Ukraine e.chinuch.idf.il ET SCAN NMAP -sS window 1024 1

195.88.208.193 147.237.76.38 Russian Federation e.e.meitav.idf.il ET SCAN NMAP -sS window 1024 1

151.11.201.3 147.237.77.178 Italy e.matpash.idf.il ET SCAN NMAP -sS window 2048 1

123.176.80.201 147.237.0.19 China madim.atal.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 147.237.77.233 Canada atal.idf.il ET SCAN NMAP -sS window 2048 1

91.201.236.158 147.237.8.46 Ukraine e.chinuch.idf.il ET SCAN NMAP -sS window 2048 1

91.201.236.158 147.237.8.46 Ukraine e.chinuch.idf.il ET SCAN NMAP -f -sS 1

67.211.219.120 147.237.77.227 United States e.hamaz.idf.il ET DROP Spamhaus DROP Listed Traffic Inbound 1

195.88.208.193 147.237.76.177 Russian Federation ncore.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

201.46.55.42 Brazil 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 27

201.46.55.42 Brazil 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 24

201.46.55.42 Brazil 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 24

201.46.55.42 Brazil 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 24

201.46.55.42 Brazil 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 23

201.46.55.42 Brazil 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 20

201.46.55.42 Brazil 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 20

201.46.55.42 Brazil 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 20

141.0.15.34 Norway 147.237.77.74 law.idf.il drop First packet isn't SYN drop 18

12.8.7.200 United States 147.237.77.216 dover.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 18

46.19.86.191 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 17

208.85.93.114 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 17

208.85.93.114 United States 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 17

208.85.93.114 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 17

208.85.93.114 United States 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 16

68.187.189.200 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 16

208.85.93.114 United States 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

208.85.93.114 United States 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

208.85.93.114 United States 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

208.85.93.114 United States 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

46.19.85.137 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number monitor 12

71.212.112.224 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 10

46.19.85.137 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number alert 7

109.253.197.159 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

87.69.36.223 Israel 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

212.143.80.27 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid sequence number monitor 6

46.19.86.106 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 5

208.85.93.114 United States 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

46.19.86.18 Israel 147.237.76.31 nakchal.idf.il drop First packet isn't SYN drop 4

119.90.51.21 China 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 4

87.69.36.120 Israel 147.237.72.166 aka.idf.il Bad TCP sequence
SYN+ACK retransmit with
different window scale

monitor 4

208.85.93.114 United States 147.237.77.226
www.chamatz.aka.idf
.il

SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

119.90.51.21 China 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

182.254.220.212 China 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 4

208.85.93.114 United States 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

208.85.93.114 United States 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

119.90.51.21 China 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

alert 4

46.19.85.137 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 4

182.254.220.212 China 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

208.85.93.114 United States 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

82.102.168.62 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 4

119.90.51.21 China 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

monitor 4

208.85.93.114 United States 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

5.22.134.96 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

87.69.36.120 Israel 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 3

208.85.93.114 United States 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 3

79.181.208.86 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

182.254.220.212 China 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

monitor 3

5.102.242.114 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

207.46.13.68 United States 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

80.246.137.30 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 174

80.246.139.118 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 6

212.179.150.17 Israel 147.237.72.156 aman.idf.il
Unauthorized URL Access to
www.aman.idf.il/modiin/resources/images/favicon/favicon.png

Block 5

176.13.9.111 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.253.141.111 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

87.69.21.23 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

176.13.227.225 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

31.168.101.163 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to www.aka.idf.il/main/giyus/default.a s
px

Block 1

180.97.106.162 China 147.237.76.39 mobile.meitav.idf.il NULL Character in Method Block 1

130.185.159.138 United States 147.237.76.86 navy.idf.il Unauthorized URL Access to www.navy.idf.il/wp-login.php Block 1

180.97.106.37 China 147.237.77.226
www.chamatz.aka.id
f.il

Multiple NULL Character in Method from 180.97.106.37 Block 1

109.65.150.52 Israel 147.237.72.166 aka.idf.il SSL Untraceable Connection - Open Mode None 1

66.249.66.174 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/giyus/forum/asp/showforum.asp

Block 1

194.114.146.227 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/images/1.he/scrollpanetop.gif

Block 1

159.122.159.28 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/text/plain Block 1

80.246.137.30 Israel 147.237.0.19 madim.atal.idf.il SSL Untraceable Connection - Open Mode None 1

180.97.106.161 China 147.237.72.156 aman.idf.il Illegal Byte Code Character in Method Block 1

109.253.129.99 Israel 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/main/haredim/general.aspx None 1

77.139.70.69 France 147.237.72.166 aka.idf.il
Illegal Byte Code Character in URL /main/kapatz//res#012              
ources/images/innerpage/goback.gif

Block 1

208.54.80.223 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/haredim/general.aspx

Block 1

80.246.137.237 Israel 147.237.72.156 aman.idf.il Suspicious Response Code Block 1

180.97.106.161 China 147.237.72.156 aman.idf.il NULL Character in Method Block 1

79.177.240.24 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/1518-he/refuah.aspx Block 1

180.97.106.162 China 147.237.76.39 mobile.meitav.idf.il Illegal Byte Code Character in Method Block 1

130.185.159.138 United States 147.237.76.86 navy.idf.il PHP Attempt Block 1

79.177.240.24 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/templates/shared/usercontrols/navmenu/undefined

Block 1

216.244.66.231 United States 147.237.72.156 aman.idf.il Unauthorized URL Access to list.ips.gov.il/robots.txt Block 1

180.97.106.37 China 147.237.77.226
www.chamatz.aka.id
f.il

Multiple Illegal Byte Code Character in Method from 180.97.106.37 Block 1
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