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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

79. 178. 136. 47 147.237.0. 19 I 'srael nadi matal .idf.il ET SCAN NVAP -sA (2) 16
211.141.78.56 147.237.76. 30 Chi na hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
123. 176. 80. 201 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211.141.78.56 147. 237.76. 38 Chi na eenmsitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 42. 230. 179 147.237.77. 227 Lhited Sates e hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 102. 6. 115 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
109. 253. 197. 159|i srael 147.237.76. 200 |ei tan. aka. i of .1 Streamng Engi ne: TCP Invalid invalid segnent retransnssi on. drop 36
Ret r ansm ssi on Packet dr opped.
185. 26. 180. 34  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 36
99.64.172.231 |Wnited States |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
51. 254, 246. 145 |Fance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
99. 64.172. 231 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 13
99.64. 172. 231 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
99.64.172.231 |lhited Qates [147. 237.76.86 |navy.idf.il Bad TCP sequence f:zllfncrsnsmt Wth different aert 13
99.64.172.231 |twnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;ésnsmt Wth different monitor |13
5.196. 131. 250 France 147.237.77.74 |(lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 10
5.196. 131. 250 |Fance 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
5.196. 131. 250 France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
5.196. 131. 250 France 147.237.76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
5.196. 131. 250 |Rance 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
5.196. 131. 250 France 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
5.196.131.250 |France 17.237.0.17 [V kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Tinmeout  [monitor |9
5.196. 131. 250 |Fance 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196. 131. 250 France 147.237. 72. 167 |i shurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.196. 131. 250 |France 147.237.77.234 |hal ag.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 9
5. 196. 131. 250 France 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
192.95.13. 21 Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196. 131. 250 |France 147.237.77. 176 |nat pash. i df .i | SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
5. 196. 131. 250 France 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196. 131. 250 France 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.196. 131. 250 |France 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
5.196. 131. 250 |Fance 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196. 131. 250 France 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196. 131. 250 |Rance 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
5. 196. 131. 250 France 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.196.131.250 |France 147.237.77. 226 | chanat z. aka. 1df. 1 |qy\ A t ack SYN -> SYN-ACK -> Tineout  [monitor |9
5.196. 131. 250 |Rance 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.196. 131. 250 France 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
46. 19. 86. 198 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 8
192.95.13. 21 Canada 147.237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
190. 105. 75. 65  |Argentina 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
192.95.13. 21 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
192.95.13. 21 Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
192.95.13. 21 Canada 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192.95.13. 21 Canada 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
192.95.13. 21 Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
192.95.13. 21 Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
192.95.13. 21 Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
176. 13. 239. 12 | srael 147.237. 72. 167 |i shurimaka. i df . il dr op Frst packet isn't SN drop 5
192.95.13. 21 Canada 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 198 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
192.95.13. 21 Canada 147.237.76. 200 |eitan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
192.95.13. 21 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
192.95.13. 21 Canada 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
192.95.13. 21 Canada 147.237.77.74 |(lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address |Site Sgnature Acti on ‘Count
37.26.146. 220 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock
66. 249. 66. 232 [l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 66. 232 B ock
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag.i df . i | NULL Character in Mthod Bl ock
66.249.76.70 |Israel 147.237. 72. 156 |anan. i df . i | Wnaut hori zed URL Access to . B ock 1
v anan. i df . i | / appl e- app- si t e- associ ati on
. . Uhaut hori zed URL Access to
31. 168. 101. 163 |I srael 147.237.77.216|dover. i df . il v i cf i 1/t enpl at es/ t enpl at econt rol s/ gener i o/ B ock 1
. . Uhaut hori zed Met hod PCST for
77.138.12.84 |France 147.237.72. 166 |aka. i df . i | ww aka i o i 1/ nai v sachar /Kl al i . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 176 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
WMV, ch z. aka. i df i
207.46.13. 111 |Wited Sates |147. 237, 77, 206"V ChAMBL Z. aka df |unaut hori zed URL Access to B ock 1
il v charat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
. . . Uhaut hori zed URL Access to
68.180.228.29 |Lhited Sates |147.237.72.166aka.idf.il vow aka. i df i 1/ consol e/ cor e/ doc. nur/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
82.80.64.2 I'srael 147.237.76.86 |navy.l df . il v navy. i df .il/sip storage/fil es/ 8/ si ze338x0/ 1808. j pg B ock 1
. . . Paraneter Type Mol ati on PageNumin
68. 180. 229. 181 [Lhited Sates |147.237.77.176 |mat pash. i df.i | vaw cogat . i df . i |/ 901- he/ cogat . aspx Bl ock 1
. . Uhknown Paraneter asmin
46.116.92.29 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None 1
157.55.39.73 |Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
66.249. 66. 232 |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to o B ock 1
wwy aka. i df . i | / appl e- app- si t e-associ ati on
. . . . Uhaut hori zed URL Access to
68.180. 229. 221 |Lhited States [147.237.76. 147 (chi nuch. aka. i df .il wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
46.116.92.29 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/nain/haredi migeneral .aspx |None 1
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | Illegal Byte Gode Character in Mthod B ock 1
66. 249. 66. 251 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wwu aka.idf.il/sip_ B ock 1
2.53.146.7 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
) . . Paraneter Type Mol ati on PageNumin
68.180. 230. 161 |Lhited States [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1111- he/ nakhal . asp Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.22  |Israel 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 20187- he/ dover . aspx) B ock 1
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