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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
79.178.136.47 147.237.0.19 Israel madim.atal.idf.il ET SCAN NMAP -sA (2) 16

211.141.78.56 147.237.76.30 China himush.idf.il ET SCAN NMAP -sS window 1024 1

123.176.80.201 147.237.0.34 China tikshuv.idf.il ET SCAN NMAP -sS window 1024 1

211.141.78.56 147.237.76.38 China e.e.meitav.idf.il ET SCAN NMAP -sS window 1024 1

162.42.230.179 147.237.77.227 United States e.hamaz.idf.il ET SCAN NMAP -sS window 1024 1

94.102.48.195 147.237.0.34 Netherlands tikshuv.idf.il ET SCAN NMAP -sS window 1024 1

66.102.6.115 147.237.77.216 United States dover.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

109.253.197.159 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 36

185.26.180.34 Europe 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 36

99.64.172.231 United States 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 14

51.254.246.145 France 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 13

99.64.172.231 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 13

99.64.172.231 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 13

99.64.172.231 United States 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

alert 13

99.64.172.231 United States 147.237.76.86 navy.idf.il Bad TCP sequence
SYN retransmit with different
sequence

monitor 13

5.196.131.250 France 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

5.196.131.250 France 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

5.196.131.250 France 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

5.196.131.250 France 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

5.196.131.250 France 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.0.17
m.my-kosher-kravi.id
f.il

SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.95.13.21 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.226
www.chamatz.aka.idf.i
l

SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

5.196.131.250 France 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

46.19.86.198 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 8

192.95.13.21 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

190.105.75.65 Argentina 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

192.95.13.21 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 7

192.95.13.21 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

192.95.13.21 Canada 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

192.95.13.21 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

192.95.13.21 Canada 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

192.95.13.21 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 5

192.95.13.21 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

176.13.239.12 Israel 147.237.72.167 ishurim.aka.idf.il drop First packet isn't SYN drop 5

192.95.13.21 Canada 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 5

46.19.86.198 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number alert 5

192.95.13.21 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 5

192.95.13.21 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 4

192.95.13.21 Canada 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4

192.95.13.21 Canada 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 4
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

37.26.146.220 Israel 147.237.0.19 madim.atal.idf.il Suspicious Response Code Block 4

66.249.66.232 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 66.249.66.232 Block 2

180.97.106.162 China 147.237.77.234 halag.idf.il NULL Character in Method Block 1

66.249.76.70 Israel 147.237.72.156 aman.idf.il
Unauthorized URL Access to
www.aman.idf.il/apple-app-site-association

Block 1

31.168.101.163 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/templates/templatecontrols/generic/

Block 1

77.138.12.84 France 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/sachar/klali.aspx

Block 1

66.249.66.176 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/yohalan/forums/asp/showforum.asp

Block 1

207.46.13.111 United States 147.237.77.226
www.chamatz.aka.idf
.il

Unauthorized URL Access to
www.chamatz.aka.idf.il/templates/shared/usercontrols/navmenu/

Block 1

68.180.228.29 United States 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/console/core/doc_mgr/general.aspx

Block 1

82.80.64.2 Israel 147.237.76.86 navy.idf.il
Unauthorized URL Access to
www.navy.idf.il/sip_storage/files/8/size338x0/1808.jpg

Block 1

68.180.229.181 United States 147.237.77.176 matpash.idf.il
Parameter Type Violation PageNum in
www.cogat.idf.il/901-he/cogat.aspx

Block 1

46.116.92.29 Israel 147.237.72.166 aka.idf.il
Unknown Parameter asm in
www.aka.idf.il/main/giyus/yahash2017/lobby.aspx

None 1

157.55.39.73 United States 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/robots.txt Block 1

66.249.66.232 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/apple-app-site-association

Block 1

68.180.229.221 United States 147.237.76.147 chinuch.aka.idf.il
Unauthorized URL Access to
www.chinuch.aka.idf.il/templates/shared/usercontrols/headerupper/

Block 1

46.116.92.29 Israel 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/main/haredim/general.aspx None 1

180.97.106.162 China 147.237.77.234 halag.idf.il Illegal Byte Code Character in Method Block 1

66.249.66.251 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/sip_ Block 1

2.53.146.7 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1134-he/atal.aspx Block 1

68.180.230.161 United States 147.237.76.31 nakchal.idf.il
Parameter Type Violation PageNum in
www.nakhal.idf.il/1111-he/nakhal.aspx

Block 1

66.249.64.22 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/1133-20187-he/dover.aspx)

Block 1
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