09-08-2016-05:04:06 to 09-08-2016-06:04:06

@
1"PT SwNn ()

oV

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

[Top Attackers |

Top Tar get

M navy.idf.il

M dover.idf.il

M refuah.idf.il

M hinush. i df .l

M nakchal .idf.il

Meitan aka.idf.il

I nobi | e. nei tav.idf.i

M chi nuch. aka.idf.il
aka.idf.il

M anan.idf.il

Nunber
(6]
At acks

Top Attackers

5. 196. 131. 250
192. 95.13. 21
W 207. 248. 203. 19
208. 85. 93. 114
M 176. 41. 133. 10
I 198. 27. 100. 198
[ 180. 97. 106. 37

W 5. 9.63. 149
164. 132. 204. 211
Hs7.71.6.11
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.138. 160 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.i|Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i|[Cl000026: HITP. Access to - index. php?opti on=comj ce Per mit 6
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i||22280: HITP. Jooma Qoject |njection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry Signature

195. 88. 208. 193 147. 237. 77. 227 Russi an Federation e. hanaz. i df .il ET SCAN NMAP -sS w ndow 1024 1
176. 31. 42. 130 147.237.76. 148 France gacenter. aka. i df .i | ET SCAN NMAP -sS w ndow 2048 1
157.122. 97. 182 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.77. 205 Lhited Sates prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93. 217 147. 237.76. 147 Net her | ands chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
37.48.93. 217 147. 237.76. 38 Net her | ands eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 47. 173. 21 147.237.77. 179 Qte Dlvoire e.nazi.idf.il ET SCAN NMAP -sS w ndow 3072 1
196. 47.173. 21 147.237.77.179 Qite Dlvoire e mazi.idf.il ET SCAN NVAP -f -sS 1
195. 88. 208. 193 147.237.0. 15 Russi an Feder ati on kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 31. 42. 130 147. 237.76. 148 France gqcenter. aka. i df il ET SCAN NVAP -f -sS 1
58. 218. 200. 137 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147. 237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147.237.77. 226 Net her | ands wiw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
37.48.93. 217 147. 237.76. 38 Net her | ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.77.179 Qte Dlvoire e.nazi.idf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

At acker

Count ry ‘Target Address |Ste Signature
207.248.203.19 [Qiil e 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 191
192.95.13.21 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 30
192.95.13.21 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 29
192.95.13.21 |Canada 147.237.76.200 |eitan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 28
192.95.13. 21 Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 27
192.95.13. 21 Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 27
192.95.13. 21 Canada 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
192.95.13. 21 Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 26
192.95.13. 21 Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
5.196. 131. 250 |Rance 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.196. 131. 250 |Rance 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
5.196.131. 250 |France 147.237.0.17  ["V kosher-kravi-1d 1o\ At t ack SYN -> SYN-ACK -> Timeout  |monitor |15
5.196. 131. 250 |Rance 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.196. 131. 250 |FRance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.196. 131. 250 |Rance 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.196. 131. 250 |Rance 147.237.76.200 |eitan. aka. i df.il SYN Attack SYN -> SYN ACK -> Ti neout noni t or 15
5.196. 131. 250 |FRance 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.196. 131. 250 |Rance 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |Rance 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |FRance 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |Rance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |Rance 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |Fance 147.237.77.176 |nat pash.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
5.196. 131. 250 |France 147. 237.77. 226 :’“"’"‘Cha"mz'aka' Mt T ISYN At ack SYN -> SYN-ACK -> Timeout  |monitor |14
5.196. 131. 250 |Rance 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
5.196. 131. 250 |Rance 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
5.196. 131. 250 |Rance 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
5.196. 131. 250 |Rance 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
5.196. 131. 250 |FRance 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
5.196. 131. 250 |Rance 147.237. 72. 167 |i shuri maka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
5.196. 131. 250 |Fance 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
208.85.93.114 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
208.85.93. 114 |lhited Sates [147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
208.85.93. 114 |lhited Sates [147.237.76.42 |[refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
208.85.93.114 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
208.85.93.114 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
208.85.93. 114 |lhited Sates |[147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
208.85.93.114 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
208.85.93.114 |lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
176. 13.16. 79 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
192.95.13. 21 Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
192.95.13. 21 Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
37.247.36.85 |Netherlands |[147.237.8.27 |emadimatal.icf.il  |Geo-1ocation enf or cerent gﬁ?olrggi'nf n i nbound drop 4
192.95.13. 21 Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
73.200.112.89 |lhited Sates |[147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
87.71.6.11 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 4
5.29.134. 165 | srael 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
192.95.13. 21 Canada 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
66.249.76.2  |United Sates |147.237.77.243|nobile.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
192.95.13. 21 Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
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|Top Attackers In V\AF|

A tacker
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Devi ce

count ry Target Address |Site S gnature Action ‘Count
198. 27. 100. 198 |Canada 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 4
198. 27. 100. 198 [Canada 147.237.77.216|dover.i df . i Ml tiple Uhauthorized URL Access from 198. 27. 100. 198 B ock 4
180. 97. 106. 161 |thi na 147.237.77.235|sviva.idf . il Dstributed NLLL Character in Mt hod B ock 1
180. 97. 106. 37 |ni na 147.237.72. 166 |[aka. i df . i | Dstributed 111egal Byte Gbde Character in Mthod Bl ock 1
ww, chamat z. aka. i df .
180. 97. 106. 162 |Chi na 147.237.77. 226 y DOstributed |11egal Byte Gode Character in Mthod Bl ock 1
180. 97. 106. 37 [Chi na 147.237.76.39 |nobile.neitav.idf.il Dstributed NULL Character in Mt hod B ock 1
) . . Uhaut hori zed URL Access to
157.55.39.49  |Uhited States |147.237.77.216|dover.idf.il v i df i | /994- 8301- he/ i | ui m aspx Bl ock 1
! . . Unhaut hori zed Met hod PCST for
204.79.180.63 |[Lited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ mai n/ hore/ def aul t . aspx B ock 1
180. 97. 106. 162 |thi na 147.237.0.19 |madimatal .idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 166 |aka. i df . i | Distributed NLLL Character in Mt hod B ock 1
Wy, ch z. aka.idf.
180. 97. 106. 162 |Chi na 147. 237.77. 226 i chanat aka.id Dstributed NALL Character in Mt hod Bl ock 1
180. 97. 106. 37 [Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
157.55.39. 74 |lhited Sates [147.237.72.166|aka.idf .il Unknown Paraneter catid in aka. idf.il/nai n/ sachar/fag. aspx None 1
204.79.180. 232 |United Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df.il/ishurinmai n/ B ock 1
180. 97. 106. 162 |ni na 147.237.0.19 |madimatal .idf.il Dstributed NLLL Character in Mt hod B ock 1
180. 97. 106. 37 |Chi na 147.237.72.167i shurimaka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock 1
m ny- kosher - kravi . i i i
66. 249. 64. 137 |l srael 147.237.0.17 fy-koshe a d |i11egal Poraret er Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
198.20.87.98 |thited Sates |147.237.72.156|anan.idf.il Uhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
180. 97. 106. 37 [Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed NULL Character in Mt hod B ock 1
180. 97. 106. 37 |thi na 147.237.0.34 |tikshuv.idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 162 |Chi na 147.237.76.30 |hinush.idf.il Dstributed 111egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 [Chi na 147.237.72. 167 i shurimaka. i df . i | Dstributed NULL Character in Mt hod B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p._st or age/ f | es/ 6/ 70006. doc B ock 1
180. 97. 106. 161 |Chi na 147.237.77.235|sviva.idf . il Dstributed I11egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.0.34 |tikshuv.idf.il Distributed NULL Character in Mt hod B ock 1
180. 97. 106. 162 |ni na 147.237.76.30 |hinush.idf.il Dstributed NLLL Character in Mt hod B ock 1
180. 97. 106. 37 |Chi na 147.237.76.39 |nobile.neitav.idf.il Dstributed 111egal Byte Gode Character in Mthod B ock 1
99. 253. 219. 125 |Canada 147.237.72. 166 [aka. i df . i | SSL UWntraceabl e Connection - Qpen Mode None 1
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