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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action |Count |
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ack List drop 1
109. 65. 4. 192 | srael 147.237.77. 233 atal.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
69. 30. 221. 242 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 9
198. 27.100. 198 |Canada 147.237.77.216 |dover.idf.il C1000026: HTTP. Access to - index. php?option=comj ce Per nit 6
198. 27.100. 198 |Canada 147.237.77.216 |dover.idf.il 22280: HITP. Jooma (bject Injection Wl nerability B ock 2
69.30.221.242  |Wited Sates 147.237.77.176 |nmat pash.idf.il [CL000074: HITP: najestic bot Pernit 2
94.242. 246. 23 Luxenbour g 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

45.79.71. 122 147.237.0.34 |lhited Sates  [tikshw.idf.il [WEB-M SC Chunked- Encodi ng transfer attenpt 2
195. 88. 208. 193 |147. 237. 76. 38 ?ézz;;”im eemitav.id.i[ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.77. 205 [Uni ted Ki ngdom [prisha.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
93.174.94.142 [147.237.8.46 |Netherlands e.chinuch.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
58.220.2.3 147.237.76. 44 |China e.refuah.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
37.48.93.217 147. 237. 77. 178 |Net her | ands e.matpash.idf.il[ET SCAN Potential SSH Scan 1
37.48.93. 217 147. 237. 76. 199 [Net her | ands e.nakchal .idf.il|[ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237. 76. 176 |Net her | ands test.ncore.idf.i|ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.8.45 |Netherl ands eeitanidf.il [ET SCAN Potential SSH Scan 1
195. 88. 208. 193 [147. 237. 77. 19 ?ézzgzm lawforumidf.il[ET SCAN NVAP -sS wi ndow 1024 1
100. 253, 150. 40 |147. 237, 0.34 | ol orbi a Cikshov. i ] ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

122. 224. 250. 234|147. 237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 65. 82 147.237. 77. 216 [Net her | ands dover.idf.il ET VBB SERVER Poi son Nul| Byte 1
37.48.93. 217 147.237.77. 74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147. 237.76.86 |Net her| ands navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
98. 30. 244. 225 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 141
152. 156. 247. 233|ur uguay 147. 237. 77. 216 |dover i of . i Streamng Engi ne: TCP Inval id linvalid segnent retransmission. | o 69
Ret r ansm ssi on Packet dr opped.
108. 61. 135. 13 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 66
200.53.194. 118 |Bazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 57
50. 69. 13. 93 Canada 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 51
190. 194. 123.91 |Argentina 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 27
208. 85.93. 114 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
208.85.93.114 |lWhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
208. 85.93. 114 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
208.85.93.114 |lhited Sates |147.237.76.200|eitan. aka idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
208.85.93.114 |lhited Sates |147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
208. 85.93. 114 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
208. 85.93. 114 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
208.85.93.114 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
68.52.74.115  |Wnited Sates |147.237.77.216 |dover.idf.il Streaming Engi ne: TCP Inval id Jinvalid segnent retransnissi on drop 14
Ret r ansn ssi on Packet dr opped.
192.95.13.21 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
192.95.13. 21 Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
92.4.163. 33 LKJ?ir:;gom 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
192.95.13. 21 Canada 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
192.95.13. 21 Canada 147.237.76.200 |eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
192.95.13. 21 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
192.95.13. 21 Canada 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
192.95.13. 21 Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 9
192.95.13.21 Canada 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
208.85.93.114 |lhited Sates |147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
208. 85.93. 114 Lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
208. 85.93. 114 Lhited Sates |147.237.77.170 |naarachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
75.161.247. 252 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
208. 85.93. 114 Lhited Sates |147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
208. 85.93. 114 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
208.85.93.114 |wited Sates |147.237.77.226 :"”"“Cha”mz'aka' Haf- T 1syN At t ack SYN -> SYN-ACK -> Tineout |monitor |8
208.85.93.114 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
208.85.93.114 |lhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
208.85.93.114 [tnited States [147.237.0.17 [V kosher-kravi.1d o\ At t ack SYN -> SYN-ACK -> Tineout |monitor |7
208. 85.93. 114 Lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
208. 85.93. 114 Lhited Sates |147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
208. 85.93. 114 Lhited Sates |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
208. 85.93. 114 Lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
208.85.93.114 |lhited Sates |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
24.100. 20. 12 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
173. 80. 244. 84 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
66.249.76.71  |Wited Sates [147.237.0.19 |nadimatal.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
79.181. 141. 52 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
79.181.141.52 [Israel 147.237.77. 216 |dover. i of .i Bad TCP sequence wﬁtﬁ;ggzl;gth moni tor |5
47.220.21. 13 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
79. 181. 141. 52 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
37.247.36.103 |Netherlands |147.237.72.217|e.idf. il Geo- | ocati on enf or cement Sﬁ?olr gziin?n I nbound drop 4
24.1.153. 38 Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
192.95.13. 21 Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert
5. 254. 66. 55 Romani a 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count

138.68.58. 142 |Uhited Sates 147.237.72.166|aka. i df . i | D stributed Waut hori zed Method for Known LRL on aka.idf.il/giyus/ B ock

198. 27. 100. 198 |Canada 147.237.77.216|dover.idf .i|l |Dstributed PHP Attenpt B ock

198. 27. 100. 198 |Canada 147.237.77.216|dover . i df . il Ml ti pl e Unaut hori zed URL Access from 198.27.100. 198 B ock

77.139. 247. 124 |France 147. 237.72. 166 |aka. i df . i | mu;?;rii dzfe.(? l'\fr:a??:/jgﬁ/ ;Z;‘ash/ sheel on, sspx B ock 2
178. 154. 149. 7 RF(;Z:;:I'} o 147.237.72. 166 |aka. i df . i | m“;f;ri'dffl /Lg‘pfcstcofsaze;?i | es/ 2/ 47622, el B ock 1
68.180. 229. 181 [Uhited Sates  |147.237. 7. 176 |nat pash. i df . i | mar:);z%?e M /ozlgéé?ﬁefsgggi@;sr;x Bl ock 1
37.60.41.174 |[Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
180. 97. 106. 162 |Chi na 147.237.76.86 |[navy.idf.il NULL Character in Mthod Bl ock 1
180.97. 106. 37 |Chi na 147.237.77. 176 |nat pash. i df . i | |Dstributed I11egal Byte Qode Character in Mt hod B ock 1
89.139.132.84 |[Israel 147.237.76.42 [refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
198. 27. 100. 198 |Canada 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/tnp/krd. php B ock 1
66.249.64.22 |lsrael 147.237.77. 216 |dover.idf . il Unhaut hori zed URL Access to waw i df . il/1283-13885- en/ dover . aspx Bl ock 1
180. 97. 106. 161 |Chi na 147.237.76.31 |nakchal .idf.il |Dstributed NAL Character in Mt hod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 156 [anan. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
68.180.230.54 [United Sates  [147.237.0.34 |tikshuv.idf.il ma[ﬁgwyipzf\ﬂ?ngl?ﬂeﬁ?izlr‘::\j.gspx Bl ock 1
45.79.71.122 |lhited Sates 147.237.0.34 [tikshuv.idf.il [Miltipl e Mlforned HITP Header Line from45. 79. 71. 122 B ock

180. 97. 106. 162 |Chi na 147.237.77.216|dover. i df . il Illegal Byte Qode Character in Mt hod B ock

180. 97. 106. 37 |Chi na 147.237.77. 176 [mat pash. i df . i | |Distributed NLL Character in Mt hod B ock 1
204.79.180. 118 [Lhited Sates  |147.237.72. 166 [aka. i df .i | mu;grii gfe(fl'\/‘?;?i? mﬁp{g{ s/ home. asp B ock 1
66. 249. 66. 111 |1 srael 147.237.72. 166 |aka. i df . i | ;ﬂ;“::ﬁriilffmdmﬁ g;'i/f;lsisérodetaj o upcat euser et | . aspx Bl ock 1
180. 97. 106. 161 |Chi na 147.237.77.74 [lawidf.il Dstributed I11egal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 156 |anan. i df . i | Dstributed NLLL Character in Method B ock

69.30.221.242 |[Wiited Sates  |147.237.77.216|dover.idf.il mult erl' sz:eéi‘wff;;; ;;I oy ti ks | ndex. h T Bl ock 1
180. 97. 106. 162 |Chi na 147.237.77.216|dover.idf . il |NUL Character in Method B ock 1
45.79.71.122 |lLnhited Sates 147.237.0.34 [tikshuv.idf.il [Miltiple Mifornmed URL from45.79. 71. 122 Bl ock 1
180. 97. 106. 37 |Chi na 147.237.77.234|hal ag. i df . i | Ill1egal Byte Gode Character in Method B ock 1
175. 45.57.190 |Hong Kong 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
66.249.66. 135 |l srael 147.237.77.233(atal . i df.il aL?;L{tih;fr.liT(/e?enﬁatAgs(;Zin;g/ user cont r ol s/ navnenu/ B ock !
5. 41. 49. 32 Saudi Arabia 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwidf.il/ar/ adnin B ock 1
180. 97. 106. 161 |Chi na 147.237.77.74 [lawidf.il Oistributed NILL Character in Mthod Bl ock 1
180. 97. 106. 37 [Chi na 147.237.76.200|ei tan. aka. i df . iMi tipl e I11egal Byte CQode Character in Method from 180. 97. 106. 37 B ock 1
45.79.71.122 |lhited Sates 147.237.0.34 [tikshuv.idf.il [Miltiple Unknown HTTP Request Method from 45.79. 71. 122 B ock 1
180.97. 106. 37 |Chi na 147.237.77.234|hal ag.idf .il |NUL Character in Mthod Bl ock 1
176. 19. 206. 169 |Saudi Arabia 147.237.77.216|dover.idf.il |Uhauthorized UR. Access to vwwvidf.il/894-ar B ock 1
66. 249. 66. 180 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37.60.41.174 |lsrael 147.237.77. 216 |dover.idf . il Ostributed PHP Attenpt Bl ock 1
180. 97. 106. 162 [Chi na 147.237.76.86 |navy.idf.il Illegal Byte Qde Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.76.200|ei tan. aka. i df . iMil ti pl e NILL Character in Method from 180. 97. 106. 37 B ock 1
80.82.65.82  [Netherlands 147.237.77. 216 |dover . i df . i | /l\gr‘];l ?;ﬂ/rzf;;l 'th%/ horef ot/ homef ront 2. st [ 0] Bl ock 1
66.249.64.22 |[Israel 147.237.77. 216 |dover.idf .l Ml tipl e Unauthorized URL Access from 66.249. 64. 22 B ock

180. 97. 106. 161 |Chi na 147.237.76.31 |nakchal .idf.il [Dstributed Illegal Bite Gde Character in Mthod B ock 1
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