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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
37.59.93. 4 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
51.254. 172. 96 France 147.237.76. 196 e.sviva.idf.il |Back List drop 1
220. 255. 148. 100 S ngapor e 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
71.6.216. 43 Lhited Sates 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i|[Cl000026: HITP. Access to - index. php?opti on=comj ce Per mit 6
144.76. 29. 66 Ger many 147.237.72.166 |aka.idf.il |CL000074: HTTP. najestic bot Per nit 2
198. 27.100. 198 |Canada 147.237.77.216 |dover.idf.i||22280: HITP. Joonha Qhject Injection Winerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
. . . ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
201. 228. 246. 247|147. 237.0. 34  |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
185. 93. 185. 10 147.237.76. 44 |krai ne e.refuah.idf.il . 1
Potential Scan or Brute Force
94.102.48.195 [147.237.72. 167 [Net her| ands ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 66. 240  |147.237.72.166 |Uhited Sates  |aka.idf.il ) _ - 1
deni al of service attenpt
Korea, Republic o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
221.157. 137. 179|147. 237. 76. 44 e.refuah.idf.il ) 1
of Potential Scan or Brute Force
195. 88. 208. 193 [147. 237. 76. 39 Eé;;;”im nobi | e. nei tav.idf.i [ET SCAN NMVAP -sS wi ndow 1024 1
123.176. 80. 201 |147.237.76.34 [China yohal an. i df.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 88. 143  |147.237.77.216 |Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
46.172.71.251 |147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN NMAP -sS w ndow 1024 1




09-08-2016-03:04:00 to 09-08-2016-04:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address Signature Acti on ‘Count
108. 61. 129. 97 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 114
108.61.129.99 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 83
209. 6. 205. 183 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 80
174.115. 172. 187|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 57
100. 3. 40. 232 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 52
108. 239. 237.86 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 46
69. 180. 213. 44 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 36
24.50.217.184 |Puerto Rco |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 29
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
167. 114. 194. 252|Canada 147.237.76. 200 |eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
167. 114. 194. 252|Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 19
167. 114. 194. 252|Canada 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
167. 114. 194. 252|Canada 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
167. 114. 194. 252|Canada 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 18
167. 114. 194. 252|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
167. 114. 194. 252|Canada 147.237.76. 30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
73.172.20.76 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
184. 15. 89. 10 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
174.108.4.188 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
58. 71. 34. 238 Phi 1'i ppi nes 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
167. 114. 194. 252|Canada 147. 237.77. 226 | "™ chanatz. aka. 1df-1 |qy\ At t ack SYN -> SYN-ACK -> Timeout [monitor |5
167. 114. 194. 252|Canada 147.237.77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 194. 252|Canada 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 5
136. 63. 163. 36 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 147.237.77. 234 |hal ag. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167. 114. 194. 252|Canada 17.237.0.17 (MY kosher-kravi.1d o At t ack SYN -> SYN-ACK -> Timeout  [monitor |4
79.178.206. 159 | srael 147.237.76.200 |eitan. aka i df il Streamng Engine: TCP Invalid finvalid segnent retransssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46.19.86.124  |israel 147. 237.77. 243 |obi l e. i f . i Streamng Engi ne: TCP Invalid |invalid segnent retransmission. |, ) 3
Ret r ansni ssi on Packet dr opped.
192.169.7.223 |Wited Sates [147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent (:fn?o'r ggi'n:’” I nbound drop 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
167. 114. 194. 252|Canada 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167. 114. 194. 252|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 3
167. 114. 194. 252|Canada 147.237.72. 167 |i shuri maka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
151. 80. 111. 102 |Rance 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
151. 80. 111. 102 |Rance 147.237.76. 200 |eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
151. 80. 111. 102 |Fance 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
151. 80. 111. 102 |Rance 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
157.55.39.205 |Wited Sates |147. 237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid |invalid segnent retransmission. |, ) 2
Ret r ansni ssi on Packet dr opped.
128. 232. 110. 28 LK”i‘irfgegom 147.237.8.27 |e.medimatal.idf.il  |Geo-location enf orcement (eifo'rgzi'nf” I nbound drop 2
151. 80. 111. 102 |Rance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46.19.86.124  |israel 147. 237. 77. 243 |mobi l e.i of . i Bad TCP sequence SYNCAK retransmt wth monitor |2

di fferent w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
198. 27.100. 198 |Canada 147.237.77.216|dover. i df . il PHP Attenpt Bl ock
198. 27. 100. 198 [Canada 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 198.27. 100. 198 B ock
58. 71. 34. 238 Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/undefined [B ock
68.180.230. 47 |lnited Sates [147.237.77.216|dover.idf.il Parameter Type Vol ation PageNimin B ock 1

ww i df . i | /1415- he/ dover . aspx

. . S Lhtraceabl e Gonnection - Protocol violation
178.62.224.34 |Netherlands  [147.237.76.31 |nakchal .idf.il (SSL OONN LI ENT FELLO) None 1
. . Lhknown Paraneter catid in

66.249.66.174 [Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
73.130. 254. 150 [Uhited Sates |147.237.72. 166|aka. i df . il Distributed Lhauthori zed Method for Known LRL on Bl ock 1

wn aka. i df . i |/ mai n/ hone/ def aul t . aspx

. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 66. 240 [Israel 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
105. 156. 246. 157|Mbr occo 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to waw i df.il/arr/ B ock 1
66.249.76.102 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
- kosher - kravi . i df
157. 55. 39. 46 Lhited Sates |147.237.0.16 ny Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
il

198. 27. 100. 198 |Canada 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waww i df.il/tnp/krd. php B ock 1
68.180.230. 47 |lnited Sates [147.237.77.216|dover.idf.il Parameter Type Vol ation PageNimin B ock 1

ww i df . i |/ 1399- en/ dover . aspx

. . Mil tipl e Lhtraceabl e SS. Sessi ons from178. 62. 224. 34 (Prot ocol

178.62.224.34 |Netherlands  [147.237.76.31 |nakchal .idf.il viol ation (SSL GONN QLI ENT FELLO)) None 1
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