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Target Address

At acker
Qountry

Signature

deni al of service attenpt

91.121. 147. 218 |147.237.77. 74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
62. 210. 113. 183 [147. 237. 77. 74 |France lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
195. 88. 208. 193 [147. 237. 0. 15 EQZZ:;”I o kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |[147.237.76. 200 [Net her | ands eitan.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
65.23.114.140 [147.237.0.19 [Wited Sates nadi matal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163.172. 129. 15 |147.237.8.27 |United Ki ngdom |e. nadimatal .idf.i [ET SCAN NMVAP -sS wi ndow 1024 1
93.174.93.46 [147.237.8.50 [Netherlands e.tikshw.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
66.249. 76. 117 |147.237.72.166 |Lhited Sates aka.idf.il - 1
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68.193.171. 170 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 228
108.61.129.93 |lLhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 198
108. 61. 232. 109 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 62
108.61.129.97 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 26
7.43.63.122 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 25
37.59. 105. 15 France 147.237.76.200 |eitan. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
37.59. 105. 15 France 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 20
37.59. 105. 15 France 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 20
37.59. 105. 15 France 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
98. 19. 35. 199 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
37.59. 105. 15 France 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 19
37.59. 105. 15 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
37.59. 105. 15 France 147.237.76.39 |nobile neitav.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 17
37.59. 105. 15 France 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
99. 253. 92. 66 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
76.176.219.20 |[United Sates [147. 237.76.86 [ravy.idf.il Bad TCP sequence i’(\;ur:rtlcr:nsmt wth dfferent dert 12
76.176. 219. 20 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 12
76.176.219.20 |[United Sates [147. 237.76.86 |navy.idf.il Bad TCP sequence i’(;'l;:;é:nsmt with different moni tor |11
76.176.219.20 |lhited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 11
76.176.219.20 |Wnited States |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
63.235. 112. 227 |Wited Sates |147. 237. 7. 216 |dover. i df .l Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 10
Ret r ansm ssi on Packet dr opped.
68. 63. 206. 4 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
141. 226. 150. 87 |Israel 147. 237.72. 167 |i shuri maka. i df . i Streamng Engine: TCP Invalid |invalid segnent retransmission. | op 9
Ret r ansni ssi on Packet dr opped.
37.59. 105. 15 France 147.237.77. 170 |naar achot . i df . i | SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 8
37.59. 105. 15 France 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
167. 114. 194. 252|Canada 147.237.76. 200 |ei tan. aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
37.59. 105. 15 France 147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
87.69. 36. 34 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
167. 114. 194. 252|Canada 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
37.59.105.15  [France 147.237.77. 226 ‘I’“’“’“Cha"atz' aka. Tdf-T loyN At ack SYN -> SYN-ACK -> Timeout  [monitor |7
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
37.59.105. 15 France 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
167. 114. 194. 252|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
167. 114. 194. 252|Canada 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
37.59.105. 15 France 147.237.77. 176 [nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.59. 105. 15 France 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
174. 115. 241. 254|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
167. 114. 194. 252|Canada 147. 237.77. 226 :”’“"‘Cha"atz'aka' Hdf- T 1SyN At ack SYN -> SYN-ACK -> Tineout  [monitor |6
167. 114. 194. 252|Canada 147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
167. 114. 194. 252|Canada 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252 |Canada 147.237.77. 233 |ata .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.0.17  ["V kosher-kravi.1d |qyn at t ack SYN -> SYN-ACK -> Tineout  [monitor |6
167. 114. 194. 252|Canada 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.59.105. 15 France 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
167. 114. 194. 252|Canada 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
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68.101.233.221 |Wited Sates |[147.237.72.166aka.idf.il Unhaut hori zed Met hod POST for ww aka. i df . i/ nai n/ hone/ def aul t. aspx B ock 3
178.140.171. 171 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip_storagel/files/6/66846. ppt |B ock 1
QGooki e Tanpering on cooki e __utma: Expected
84.109. 3.6 I srael 147.237.77. 170 |n@ar achot . i df . i | 3383?/3;3&5' 1251529801. 1473289829. 1473289829. 1473289829. 1, None 1
71880335. 1251529801. 1473289829. 1473289829. 1473292456. 2
40.77.167. 56 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55.39.227 |Uited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scri pt resour ce. axd Bl ock 1
66.249.76.117 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e QGonnection - Protocol violation (SSL_CONN QLI ENT_HALLOQ |None 1
180. 76. 15. 137  |Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6. htm B ock 1
Russi an . . Unaut hori zed Met hod PCST for
93.80.32. 117 Federation 147.237.72. 166 [aka. i df . i | viwy aka. i df . i1 /iturindasp/ di spl ayonesol di er. asp Bl ock !
Russi an . . D stributed Unauthorized Method for Known URL on
46.147.104. 33 eration 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ mai v/ r abanut / gener al . aspx B ock 1
176. 15. 182. 200 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df . il/mai n/haredi migeneral . aspx  |B ock 1
188. 32. 71. 228 RJSf;:I”ion 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka. i df . i1/ mai n/ kapat z/ B ock 1
95. 25. 250. 218 RJSIS::I”i o 147. 237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wuw aka.idf.il/iturinasp/ B ock 1
66.249. 66. 146 [l srael 147.237.72. 156 |anan. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 146 B ock 1
Russi an . . D stributed Waut hori zed Method for Known URL on
176.193.86. 119 Federation 147.237.72.166 [aka. i df . i | wwy aka. i df . i |/ nmai n/ kapat z/ cont act us. aspx Bl ock !
77.139. 25. 66 France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwwu aka. i df . il /mai n/ kapat z/ cont act us. aspx |Bl ock 1
188. 32. 178. 201 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwwy aka. i df.il/edindlibrary/ general doc.asp |B ock 1
; . . Unhaut hori zed URL Access to
157. 55. 39. 48 Lhited Sates |147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl ¢l i ent scri pt s/ si debar/ si debar | s B ock 1
. - Unhaut hori zed URL Access to
66. 249. 66. 146 I srael 147.237.72. 156 |anan. i df . i | v aman. i o 1/ vel | - knowny appl - app- si t e- associ at i on B ock 1
176. 193. 190. 248 stﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/mai n/rabanut/general . aspx  |B ock 1
79.179.13.225 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for vwwy aka. i df.i|/mai n/ sachar/kl al i . aspx B ock 1
Russi an . . D stributed Unaut hori zed Method for Known URL on
5. 167.76.199 Federation 147.237.72. 166 [aka. i df . i | vy aka. i df . i1 /iturindasp/ di spl ayonesol di er. asp Bl ock !
207.46.13.111 |lLnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka. i df.il/nain/misrot.aspx B ock 1
’ . . Unaut hori zed URL Access to
157. 55. 39. 61 Lhited Sates [147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar ed/ ol i ent scri pts/ ¢l  entscri pts. | s B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yonan/ enl ar ge. asp B ock 1
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