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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
8. 37. 225. 202 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con_Htp drop 3
66. 249. 83. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71.6.216. 55 Lhited Sates 147.237. 76. 42 refuah.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 147 chinuch.aka.idf.il |Back List drop 1
51. 254. 172. 96 F ance 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
188. 40. 95. 70 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 23
83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nirt 4

51. 255. 51. 249 France 147.237.77. 226 ww chanat z. aka. i df . i | C1000074: HITP. maj estic bot Permit

144.76.12. 78 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |9te |Signature |Count |
62.210. 113. 183 147.237.77. 74 France lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 4
45.79.103. 178 147.237.72.166  |Wited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
150. 242. 238. 99 147.237.76.197  |China e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.0. 15 Chi na kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
178. 33.18. 55 147.237.72.156  |France anan. i of .| ET WBB SERVER Poi son NUl | Byte 1
94.102. 48. 195 147.237.76.177  |Netherl ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.76.197  |China e hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address |[Ste Signature Action ‘Count
8. 37. 225. 202 ;hlalt:g 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 495
8. 37.225. 202 LSh;ItsSd 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |62
87.68.10.49  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence i;;e”ansm't with different wndow |ooyior 43
23.94.253. 34 LSh;ItsSd 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |21
23.94. 253. 34 ;h;;:‘g 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |20
23.94.253. 34 LSh;ItsSd 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |20
141.0.13.57 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |19
23.94.253.34 g";;gsd 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |19
23.94.253. 34 g"altgg 147.237.76. 200 |eitan. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 19
23.94.253.34 g";;gsd 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |19
23.94.253. 34 g"altgg 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 18
23.94.253.34 g";;gsd 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |18
37.59.105.15 |France 147.237. 76. 200 |ei tan. aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |12
37.59.105.15 |France 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |12
37.59.105.15 |France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |11
37.59.105.15 |France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |11
37.59.105.15 |France 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
37.59.105.15 |France 147. 237.77. 226 :“I”‘W chamat z. aka. i df - foun At t ack SYN -> SYN-ACK -> Ti meout monitor |11
37.59.105.15 |France 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |11
37.59.105.15 |France 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |11
37.59. 105. 15 France 147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 11
87. 69. 36. 34 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |10
37.59.105.15 |France 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout monitor |10
37.59. 105. 15 France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 10
37.59.105.15 |France 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |10
37.59.105.15 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
37.59. 105. 15 France 147. 237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 9
37.59.105.15 |France 147.237.0.19 |madi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
37.59.105.15 |France 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |8
37.59.105.15 |France 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |8
37.59.105.15 |France 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout monitor |8
37.59.105.15 |France 147.237.0.17 ;nI"Iy kosher-kravi.id|oyN At ack SYN -> SYN-ACK -> Ti meout monitor |8
37.59.105.15 |France 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |8
46. 19. 86. 235 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.59.105.15 |Fance 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout monitor |7
37.59.105.15 |France 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |7
84. 109. 192. 207 |l srael 147.237.77. 234 |hal ag. i of . i Bad TCP sequence S retrensmt with different wndow |, o, 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
62.128. 48. 50 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
79.176.105.35 |Israel 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansm ssi on dr opped.
76.176. 219. 20 g"altgg 147.237.76.86 |navy.idf.il Bad TCP sequence SN retransmit wth different sequence|monitor |6
76.176. 219. 20 gq;;;d 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber monitor |6
76.176. 219. 20 g;ltg: 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
76.176.219. 20 g";;gsd 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
76.176. 219. 20 g"altgg 147.237.76.86 |navy.idf.il Bad TCP sequence SN retransmt wth different sequence |al ert 5
138. 246. 253. 19 |Ger many 147. 237.76. 202 |e. hal ag.i df .i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 4
S reaning Engi ne: TGP SYN Dat a recei ved before SYN was
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il . 9 9 .. acknow edged. Sripping all packet drop 4
Mbdi fied Retransmi ssion dat 2.
37.46.39.72 | srael 147.237.72. 167 |i shuri maka.i df . i Bad TCP sequence Inval id ACK nunber noni t or
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
76. 125. 204. 106 LSh;ItsSd 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
178. 33. 18.55 France 147.237.72. 156 |anan. i df . i | Dstributed Mal formed URL B ock 2
66. 147. 244.101 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method HEAD for www aka. i df.il/mai n/ gi yus/ general . aspx B ock 2
178. 33.18. 55 France 147.237.72.156 [aman. i df .i| |Abnormal Iy Long Request net hod B ock 1
77.139.176. 102 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip_storage Bl ock 1
Uhaut hori zed URL Access to
40.77. 167. 56 Uited Sates |147.237.76.42 |refuah.idf.il|147.237.76. 42/ shared/ clientscri pts/i magevi deogal | eryl obby/ i nagevi deogal | eryl |Bl ock 1
obby.js

178. 33.18. 55 France 147.237.72.156 [anan. i df .i| |illegal Bte Gode Qaracter in URL [[#20]], B ock 1
148. 251. 176. 212|Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/rights/asp/info.asp B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl ar ge. asp Bl ock 1
178. 33.18. 55 France 147.237.72. 156 [aman. i df . i| [Unauthorized URL Access to 147.237.72. 156/ changel og. t xt B ock 1
178.33.18. 55 France 147.237.72. 156 |aman. idf .i| [Dstributed Ml forned HTTP Header Line B ock 1
79.176.50.203 | srael 147. 237.72. 166 |aka. i df . i | '()Llrizzll i Zgzs%ie?gsgggb;&ﬁ/ el v/ kapat 2/ / r es#012 B ock 1
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i/ brot hers/skira/defaul t.asp B ock
178.33.18.55 France 147.237.72. 156 |anan.i df.il |ll1legal HITP \ersion B ock
157.55.30.48  |Wnited Sates [147.237.76.42 |refuah.idf.il ﬂ?“;;??ﬁfigmﬁggffjmg” s/ scrl er/ | query. | carousel . s Bl ock 1
66.249.79.124 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. idf.il/ml ui ndhovot/tenpl ates/ nain. asp |B ock 1
207.46.13.111 |Wited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to waw aka. i df.il/mai n/ msrot.aspx B ock 1
79.179.13.225 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for vwwy aka. i df.il/nai n/sachar/kl ali.aspx B ock 1
65.55.210.217 |Uited Sates |147.237.76.42 |[refuah.idf.il|Unauthorized URL Access to 147.237.76. 42/ styl el shared/ text . css B ock 1
178. 33. 18. 55 France 147.237.72. 156 |lanan. i df . il |[Mitiple Il1lega Byte Gode Character in Method from178. 33. 18.55 B ock 1
157. 55. 39. 61 Uhited Sates |147.237.76.42 |refuah.idf.il|Unhauthorized URL Access to 147.237.76. 42/ scri ptresour ce. axd B ock 1
68.180.230.47 |[lhited Sates |147.237.77.216|dover.idf.il [Wauthorized URL Access to www idf.il/1133-20 B ock 1
216.244.66.236 |lLited Sates [147.237.0.34 |tikshuv.idf.i|Paraneter Type Molation docld in tikshuv.idf.il/sitelstory.aspx B ock 1
178. 33.18. 55 France 147.237.72.156 [anan. i df . i| |Distributed Unknown HTTP Request Met hod B ock 1
144.76.16. 162  |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/brothers/skira/defaul t.asp B ock 1
178. 33. 18. 55 France 147.237.72. 156 |anan. i df.il |Mitiple NLL Character in Mthod from178.33.18.55 B ock 1
157.55.39.227 |Uited Sates |147.237.76.42 |refuah.idf.il|Dstributed Unhauthorized URL Access on 147.237.76. 42/ robot s. t xt B ock 1
68.180.230. 161 [Wnited Sates |147.237.76.31 |nakchal .idf.i|Paraneter Type Vol ati on PageNumin wwu nakhal . i df.i|/1073- he/ nakhal . aspx |B ock 1
178. 33. 18. 55 France 147.237.72. 156 |anan. i df . il |Il1lega Byte Gode Character in Header Nare B ock 1
148. 251. 176. 212|Ger nany 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 148. 251. 176. 212 B ock 1
66. 249. 65. 28 | srael 147.237.77.216|dover. i df .i| |Wauthorized URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
178. 33. 18. 55 France 147.237.72. 156 |anan. i df . i| |NUL Character in Header Nare at [[#0]]of[#0]]<[[#0]]1/[[#0]]15A [#18]]1[[#0]] |H ock 1
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