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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
168. 235. 207. 249 Lhited Sates 147. 237. 77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
207. 46. 13. 93 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
66. 240. 219. 146 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
71.6.216. 49 Lhited Sates 147.237.76. 148 gocenter.aka. idf.il |Back List drop 1




09-08-2016-00:04:04 to 09-08-2016-01:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
199. 58. 86. 209 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
198. 20. 69. 74 Lhited Sates 147.237.77. 179 e.nazi.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1




09-08-2016-00:04:04 to 09-08-2016-01:04:04

|Top Attackers In |D|

Target Address

At acker
Count ry

‘S‘te

Signature

45.79.71.122  |147.237.0.34 |lhited Sates [tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
91.121.136.34 [147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
45. 56. 96. 80 147.237.77. 216 |Lhited Sates |[dover.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 2
deni al of service attenpt
150. 242. 238. 99 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.20 |147.237.77.176|Wnited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.20 [147.237.0.17 |Wnited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 165. 189 [147. 237. 76. 86 [l srael navy. i df.il ET SCAN NVAP -sA (2) 1
65.23.114. 140 [147.237.8.27 |Uited Sates |e.nadimatal.idf.il ET SCAN NMAP -sS w ndow 2048 1
179. 33. 73. 139 [147. 237. 77. 216 |Col onbi a dover.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104.192.0.22 [147.237.8.45 |thited Sates |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104.192.0.20 |147.237.77.19 |Uited Sates |lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
65.23.114.140 [147.237.8.27 |lhited Sates |e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
65.23.114. 140 [147.237.8.27 |lnited Sates |e.nmadimatal .idf.il ET SCAN NVAP -f -sS 1
198.20.69. 74  |147.237.76.176|lhited Sates [test.ncore.idf.il ET DROP DBshield Bl ock Listed Source 1




09-08-2016-00:04:04 to 09-08-2016-01:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
168. 235. 207. 249|lhited Sates |147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 139
168. 235. 207. 249|Whited Sates |147. 237. 77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 59
199. 34.229. 100 |Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |25
184.151.179. 68 |Canada 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Invalid invalid segnent retransnssi on. drop 21
Ret r ansmi ssi on Packet dr opped.
185. 3. 147. 67 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor  [15
176.13.15. 247  |Israel 147. 237. 72. 167 |i shuri maka. i df . i Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 86. 159 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |12
5.29.114.9 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |10
5. 254. 66. 10 Romani a 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
46. 19. 86. 159 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 9
5.254. 66. 10 Romani a 147.237.76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
222.77.177.179 |China 147.237. 76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
222.77.177.179 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
222.77.177.179 |China 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor (8
5. 254. 66. 10 Romani a 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor (8
184.175. 115. 235(Lhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
222.77.177.179 |China 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor (8
185. 3. 147. 67 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
222.77.177.179 |China 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
184.175. 115. 235|United Sates |147. 237. 72. 167 |i shuri maka. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor (8
84.109.18.255 | srael 147.237.76. 200 |ei tan. aka. i of .1 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 8
Ret r ansmi ssi on Packet dr opped.
184.175. 115. 235|UWnited Sates [147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
5.254. 66. 10 Rormani a 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
5. 254. 66. 10 Romani a 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
184. 175. 115. 235|United Sates |147. 237. 0. 17 ;"I”Iy kosher-kravi - 1d I\ At ack SYN -> SYNACK -> Timeout  [nonitor |7
5. 254. 66. 10 Romani a 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |7
184.175. 115. 235|UWnited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |7
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber monitor |7
184. 175. 115. 235|Uhited Sates |147. 237. 77. 170 |naarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |7
5. 254. 66. 10 Ronani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
184.175. 115. 235|UWnited Sates |147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
222.77.177.179 |china 147.237.76.31 |nakchal .i df .i | Bad TCP sequence i’(\;ur:rtlcr:nsmt wth dfferent moni tor |6
222.77.177.179 |chi na 147. 237. 76. 200 |ei tan. aka.i of .| Bad TCP sequence i:';ureetné:nsmt wth different aert 6
62.219.137.5 I srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |6
184. 175. 115. 235|United Sates |147. 237. 77. 234 |hal ag.idf . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
222.77.177.179 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
109. 64. 39. 127 | srael 147.237.72. 166 |aka.i df .il dr op Frst packet isn't SN drop 6
222.77.177.179 |hina 147.237.76. 200 |ei tan. aka.i df .i Bad TCP sequence izlljeetncr:nsm Wth different moni tor 6
184.175. 115. 235|Uni ted Sates |147. 237. 77. 226 :”’“"‘Cha"atz'aka' Haf-1loyN At tack SYN -> SYN-ACK -> Timeout  [nonitor |6
222.77.177.179 |China 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
222.77.177.179 |nina 147.237.76.31 |nakchal .idf.i| Bad TCP sequence :’Z’;J:;éj”s"“t weh dfferent ot 6
23.94.253. 34 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
23.94.253. 34 Lhited Sates |147. 237. 77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
184.175. 115. 235|Uhited Sates [147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |5
79.182.23.21 I srael 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST monitor |5
5.254. 66. 10 Romani a 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 2 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
141.0.13. 241 Nor way 147.237.77. 216 |dover.idf .| SYN Att ack SYN -> SYN-ACK -> RST monitor |5
184.175. 115. 235|lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
184. 175. 115. 235|UWnited Sates |147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |5
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

176.13. 16. 163 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
176. 13. 244. 223 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
45. 56. 96. 80 Lhited Sates [147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALQ  |None 2
77.139.59.223 |France 147.237.72. 166 |aka. i df . i | m“;;‘zriidﬁeﬁl'ﬁ;hﬂ?hﬁ r;oéener ol . a5 B ock 2
37.26.147.254 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock

5.29.63. 111 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.64. 224 I srael 147.237.77.74 [lawidf. il ﬂ?ﬁggr;;iﬂ/l{?@ﬁizn:fol s/ pi ct urei nf of pi ct urei nf 0. aspx Bl ock !
45.79.71.122 |whited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 45.79. 71. 122 B ock 1
66. 249. 64. 228 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
45.79.71.122 |lhited Sates [147.237.0.34 |tikshuv.idf.il Mal formed HITP Header Line 2 B ock 1
89. 138. 165. 189 [l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/navy. B ock 1
45.79.71.122 |lhited Sates [147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method 1 in URL Bl ock 1
40.77.167.52 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to ww aka. i df .il/mai n/rabanut/ 62048 Bl ock 1
185. 27. 105. 82 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df.i|/mai n/ gi yus/ general . aspx |Bl ock 1
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
45.79.71.122 |lhited Sates [147.237.0.34 |tikshuv.idf.il Mal formed URL B ock 1
100. 253. 200. 63 I srael 147. 237.77. 243 |nobi L e. i df . i | nmogﬂt:?rc;fszl gegpgfﬁsem‘;esmstch” ddocurent o/ 1403 Bl ock 1
46.117.179.84 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 1
45, 56. 96. 80 Lhited Sates |147.237.77.216|dover.idf.il Unaut hor i zed HTTP Met hod B ock 1
204.79.180.50 |lnited Sates |147.237.72.166aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp B ock 1
66. 249. 69. 123 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi ni yorman/ enl arge. asp  |B ock 1
45.79.71.122 |whited Sates [147.237.0.34 |tikshuv.idf.il Mil tiple Malformed HTTP Header Line from 45, 79. 71. 122 B ock 1
157.55.39. 253 [lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.64.45 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
45, 56. 96. 80 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed Met hod CPTIONS for / B ock 1
213.151. 35. 221 [I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for v aka. i df.il/giyus/ general /defaul t.asp |B ock 1
66.249.76.77 |lsrael 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
45.79.71.122 |whited Sates [147.237.0.34 |tikshuv.idf.il Mil tiple Mal formed URL from 45. 79. 71. 122 B ock 1
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