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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count

115. 230. 125. 146 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under At tack_Con_Tcp drop 2
51.254.172. 96 France 147.237. 76. 147 chinuch.aka.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
91.121.135.78 147.237.77.74  |Fance lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
91.121. 136. 34 147.237.77.74  |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91. 201. 236. 50 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
91. 201. 236. 50 147.237.8. 14 kr ai ne e.orchot.idf.il ET SCAN NVAP -f -sS 1
211.141.78.56 147.237.77.235 [China svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 147.237.77.226 [China wwwy chanat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
85. 64. 188. 142 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
211.141.78.56 147.237.77.178 |China e. nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
45.79.103. 178 147.237.72.166 |Wited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
193. 201. 225. 149  [147.237.8. 27 krai ne e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.76.39  [Netherl ands nobi | e. nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
93. 174. 94. 142 147.237.76.176 |Netherl ands test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174. 93. 46 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.8.14 Lkr ai ne e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
211. 141.78.56 147.237.77.234 |China hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 65. 201. 101 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
211.141.78.56 147.237.77.212 |China e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147.237.77.243 |Wited Sates nobi | . i df.il ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 147.237.76.30  |Russian Federation |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.76.196 |Nether| ands e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.72.217 |Netherl ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.94. 142 147.237.0. 16 Net her | ands ny- kosher -kravi .i df . i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address Signhature

97.113.82. 38 Lhited Sates |147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 726

141.226.217. 71 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 24

85.190. 155,92  |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence SSZ';'J::K;:”S”“ wth different al ert 24

85.190.155.92  |Ger many 147.237.76.86 |navy.idf.il Bad TOP sequence SS\e(zlur:r:cr:nsrmt with different monitor |22

85.190. 155.92  |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 19

82.145.221.35 |Europe 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 19

86. 157. 25. 94 z‘;;gom 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 16

5. 254. 66. 10 Ronani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15

5. 254. 66. 10 Romani a 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14

5. 254. 66. 10 Ronani a 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14

5. 254. 66. 10 Ronani a 147.237.76.30 |himsh.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14

5. 254. 66. 10 Romani a 147.237.76. 147 [chinuch. aka.i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14

5. 254. 66. 10 Rorani a 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14

5. 254. 66. 10 Ronani a 147.237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14

174, 115. 241. 254|Canada 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13

174. 115. 241. 254|canada 147.237.76.86 |navy.idf.il Bad TCP sequence i’:J:;;:nsmt with different alert 13

5. 254. 66. 10 Romani a 147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 13

174. 115. 241. 254|Canada 147.237.76.86 |navy.idf.il Bad TOP sequence i’;‘ur:rtmr:nsmt wth different nonitor |13
Sreanming Engine: TGP Invalid i i ssi

46.19. 85. 51 I'sr ael 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.

46.19. 85. 177 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 11
Sreaming Engine: TGP Invalid i i sSi

24.129.38.47  |wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 10
Ret ransni ssi on Packet dropped.

85.190. 155. 92  |Ger many 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9

. . SYNHAK retransmit with different .

46.19. 86. 52 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal noni t or 7

64.37.98.43 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7

195. 60. 235.57  |Israel 147.237.72.167 |ishurimaka.idf.il |SYN A t ack SYN -> SYN-ACK -> RST noni t or 7

37.26.146.197 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6

174. 115. 241. 254|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6

46.19. 86. 2 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6

46. 19. 86. 185 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6

176.228.49.82 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt with i fferent monitor (6

w ndow scal e

2.53.14. 186 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6

46. 19. 86. 185 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

37.26.146.197 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence alert 6

46. 19. 85. 177 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 86. 103 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

176. 13. 1. 249 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5

212. 150. 174. 180! srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 5
Sreanming Engine: TGP Invalid i i ssi

85.64.215.125 | srael 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g, 4
Ret ransmi ssi on Packet dr opped.

138. 246. 253. 19 |Ger many 147. 237.77. 212 |e. dover.i df .i | Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 4

37.26.149.150 |[lIsrael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence noni t or 4

46.19. 85. 126 I srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 4

217.132. 114. 119l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

5. 254. 66. 10 Ronmani a 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreanming Engine: TCP Invalid i i ssi

46.19.86.227  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

5. 254. 66. 10 Rorani a 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreanming Engine: TGP Invalid i i ssi

109. 253. 200. 63 |I srael 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

185.32. 179. 236 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.

184.175. 115. 235|Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

5. 254. 66. 10 Romani a 147.237.77. 170 |mmarachot.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or

5. 254. 66. 10 Rorani a 147.237.72. 167 |ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

147.237.77. 234/ i nages/ shared/ bul | et 1. gi f

ountry Target Address |Site Sgnature Acti on ‘Count
37.26.149. 150 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 178
37.26.146. 222 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 96
37.26.146. 150 |[lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 42
152.23.35.170 |Wiited Sates |147.237.72. 166 |aka. i df .|| Distributed Whauthori zed Mthod for Known LRL on Bl ock 3
ww aka. i df . i1/ mai n/ snal i nd snal i m aspx
213.151.63.8 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.55.38. 102 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46.19. 86. 61 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
89. 138. 200. 207 [l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
Russi an . . D stributed Waut horized Method for Known URL on
46.42.130.135 | oo 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ mai v hone/ def aul t . aspx B ock 2
37.26.146. 228 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
. . . Unaut hori zed URL Access to
85. 65. 135. 0 I srael 147.237.0.19 |[madimatal .idf.il nadi matal .1 df i1/ shar ed aj ax/ updat enakat qaunt i ty. aspx B ock 2
66.102.9.5 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for wwwy aka. i df . il/nain/sachar/kl ali.aspx [B ock
37.26.146. 132 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
77.139. 173. 120 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wawn aka. i df.il/ishurim B ock
. . Unaut hori zed URL Access to
66.249.69.83 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_ st or agel 1| es/ 9/ 70679. pf B ock 1
. . . Mil tiple Lhtraceabl e SSL Sessi ons from 180. 97. 106. 37 (Prot ocol
180. 97. 106. 37 |Chi na 147.237.72. 166 |aka. i df . i | viol ation (SSL CONN LI ENT HELLO)) None 1
141. 226.217. 71 |I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |H ock 1
79.177.2.183 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
Unknown Par anet er
213.57.229. 160 |l srael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! aceHol der $quest i onlpdat e$t xt G her Q [None 1
uestion in ww aka.idf.il/main/giyus/fag. aspx
176.228. 49.82 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1275- he/ at al . aspx Bl ock 1
. - Unaut hori zed URL Access to
66.249.69. 119 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. Wy, chamat z. aka. i d|ss. Wntraceabl e Gnnection - Protocol viol ation
180. 97. 106. 37 |Chi na 147.237.77. 226 £l (SSL_CONN CLI ENT_HELLO) None 1
79. 180. 132. 223 |I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock 1
2.53.167. 37 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
. m ny-kosher-kravi . i [utraceabl e S3_ Sessions: Protocol viol ation
180. 97. 106. 37 |Chi na 147.237.0. 17 df il (SSL_CONN LI ENT_HELLO) None 1
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
89. 139. 185. 139 (I srael 147.237.76.42 |refuah.idf.il vown ref Ua. atal i df .|/ 1518- he! ref uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ br ot her s/ ski r a/ def aul t . asp B ock 1
) ny-kosher -kravi . i df . |sg tntraceabl e Gonnection - Protocol violation
180. 97. 106. 161 |Chi na 147.237.0. 16 il (SSL_OONN_CLI ENT_HELLO) None 1
157. 55. 39. 49 Uited Sates |147.237.77.216|dover.idf.il Ml tiple Whauthorized URL Access from 157. 55. 39. 49 B ock 1
) . - Unaut hori zed Met hod PCST for
66.102.9.3 Lhited Sates |147.237.72.166|aka. i df.il vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
. - . . S Utraceabl e Gonnection - Protocol violation
180. 97. 106. 37 |Chi na 147.237.0.19 |[madimatal .idf.il (SSL CONN LI ENT FELLO None 1
89.237.99.66 |France 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p st or agel {1 es/ 5/ 63635. pdf B ock 1
. . Unaut hori zed Met hod PCST for
185.3.147. 86 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i | / mai n/ rabanut / cont act us. aspx Bl ock !
37.26.147.186 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /mai n/kapat 2/ /resi012 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
157.55.39.49 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/vi ew text.asp Bl ock 1
www. chanmat z. aka. i d i
85. 65. 229. 130 |l srael 147.237.77. 226, . Wnaut hori zed LRL Access to B ock 1
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
. . . . Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 37 [Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
109. 65. 186. 42 [l srael 147.237.72.166|aka. i df . i | Lhaut hori zed Met hod CPTI ONS for wa aka. i df .il/ B ock 1
) . . Unaut hori zed Met hod PCST for
204.79.180. 181 |Lhited Sates [147.237.72. 166 |aka. i df . il vown aka, i o i |/ i 1 kapat 2/ def aul t . aspx B ock 1
157.55.39. 115 |[lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to widf.il/tenpl ates/articl e/ watch B ock 1
87.68.13.247 |Israel 147.237.77. 234 |hal ag. i df .i | Distributed thaut horized URL /ccess on Bock |1
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