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09-07-2016-22:04:07 to 09-07-2016-23:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
2.55. 155. 67 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
46. 19. 85. 137 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
2.53.149. 4 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
51. 254. 172. 96 Fr ance 147.237.76. 176 test.ncore.idf.il |Back List drop 1
71.6.216. 44 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
51. 254. 172. 96 France 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1




09-07-2016-22:04:07 to 09-07-2016-23:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address Devi ce Action |Oount

94. 102. 49. 190 Net her | ands 147.237.77. 179 e.nazi.idf.il |13840: TLS (penSSL Heartbeat Packet Bl ock 1




09-07-2016-22:04:07 to 09-07-2016-23:04:07

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gountry |9te |Signature |Count |
93.173. 67. 197 147.237.72.167 |israel ishurimaka.idf.il  |PCLI CY- OTHER TCP packet with urgent flag attenpt 6
45.79.71.122 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
61. 240. 144. 65 147.237.0.200 |China ndu. i df . il ET SCAN Potential VNC Scan 5800- 5820 1
200. 58. 214. 138 147.237.72.156 |Col onbi a anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
195. 88.208.193  [147.237.77.61 |Russian Federation |e. cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.76.42  |Netherl ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.108.204. 107  |147.237.77.216 |Israel dover . i df il portscan: TCP D stributed Portscan 1
200.58.214. 138  [147.237.72.156 |Col onbi a anan. i df.il ET SCAN NVAP -sS wi ndow 3072 1
198. 20. 69. 98 147.237.76. 34 Lhited Sates yohal an. i df . il ET DRCP Bshi el d B ock Listed Source 1
163.172.169. 150 [147.237.76.39 |United Ki ngdom nobi | e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1




09-07-2016-22:04:07 to 09-07-2016-23:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess Signature
97.113.82. 38 Lhited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor  [199
209. 85. 147. 121 |lLited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 150
188. 165. 22. 182 [Pol and 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor (142
79.176.31.165 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SN retransmt with different oo 101
w ndow scal e
142. 30. 16. 67 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 80
Sreanming Engine: TCP Invalid i i SSi
217.132.99.86 | srael 147. 237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g ., 56
Ret ransm ssi on Packet dropped.
31.133.6.50 Pol and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 42
209. 85.147. 121 |Lhited Sates 147.237.76.86 [navy.idf.il SYN At t ack nonitor |14
87.68.13.247  [israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different 0o 14
w ndow scal e
88.101. 183. 181 |Czech Republic 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 14
88.101. 183. 181 |Czech Republic 147.237.77. 234 |hal ag.idf.il drop First packet isn't SN drop 13
46.19. 85. 137 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 13
46. 19. 85. 137 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |13
37.76. 212. 65 g";'cis;i'géa” Tertitoryts 47 237. 77. 176 |nat pash. i o . i 1 dr op First packet ism't SWN drop 11
s SYNretransmt wth different .
80. 246. 130. 231 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni tor |11
185.120. 124. 33 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
77.124.13. 49 I srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 10
e SYNtACXK retransmt wth .
2.55.160. 215 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence qifferent wi ndow scal e nonitor |9
31.133.6.50 Pol and 147.237.76.86 [navy.idf.il SYN At tack monitor |9
2.55.155. 67 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence moni tor |9
176.13.236.52 |l srael 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |8
109. 253. 245. 119|I srael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST nmoni t or 8
46. 19. 86. 245 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
87. 68. 28. 20 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different oo g
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.53.177.121  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
81.218.66.211 |lsrael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
109. 64. 73. 36 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST nmoni t or
109. 253. 245. 119l srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence noni t or
Sreaming Engine: TGP Invalid i i sSi
109. 253. 138. 119|1 srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
. . SYNWAKK retransmt with .
2.55. 155. 67 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
2.55. 155. 67 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber nonitor |5
84.94.72.92 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Invalid ACK nunber moni tor |5
200. 114. 215. 51 |Argentina 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |5
2.55. 155. 67 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
2.55.155. 67 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 4
2.55.155. 67 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 4
109. 253. 245. 119|I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence alert 4
109. 186. 75. 173 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST nmoni t or 4
84.110.234.111 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi
94.230.86.189 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
131, 253.27.194 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
200. 85. 147. 121 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’:l;:;ésnsm wthdifferent | o itor  |a
200. 114. 215. 51 |Argentina 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
2.53.144. 165 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
209. 85. 147. 121 [Wnited Sates 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST alert 4
213. 202. 219. 182|Ger many 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |3
213. 202. 219. 182|Ger many 147.237.0.15 |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 3
176.13.236.52 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 3
200. 114. 215. 51 |Argentina 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |3
213. 202. 219. 182|Ger many 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 3




09-07-2016-22:04:07 to 09-07-2016-23:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 214. 118|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 75
109. 66. 108. 120 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 54
81.218.101.66 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Uhaut hori zed HTTP Met hod B ock 6
213. 57.59. 50 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 6
81.218.101.66 |[Israel 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/sip_storage/files/ 4/ B ock 5
77.138.138.215 |France 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.108. 154. 106 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.138.161. 1 France 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
109. 253. 194. 130]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.53.31.202 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
185.27.105.82 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . il/mai n/ gi yus/ general . aspx B ock 2
37.26.148.245 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
. . DO stributed Unaut hori zed URL Access on
109. 67.24. 253 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bock |1
77.139.210.106 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for v aka. i df .il/eitan/ pratimpirteychayal / B ock
81.218.101.66 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Unaut horized URL Access from 81.218. 101. 66 B ock
45.56. 107. 109 g‘;:ﬁd 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/eitan/ pratinpirteyerua/ B ock 1
NULL Character in Header Nane at
“1-Zn [#28]] 1> f U[ [ #16] 11 dUTSr «a8#0121 (P +%a[ [ #15] 1 [ [#2] 1 [ [ #7]] £¢C8i it ¢+ Cd
. : au[ [#31] ] KB4 [#29] ] fj hxpw G [ “o0r<[ [#11]] yQ[ [#11]] § PI , #c* 8+ yéB3BH [ #14]
79.176.31.165  |lIsrael 147.237.72. 166 [aka. i df . i | ] ™3GXELX) Q. UV [ #27] ] @y OAG] ssA#012KAOYIAY [ #21] ] BRe4Yb’ #r V) G-ad] [ Block |1
#1]1 &[ 8 [ #27] ] [ [ #7] ] PBEOU UBO-ZTowj B?5[ [ #6] ] [ [ #24] 1 Y[ [#21]] va“ o [#27] 11
#24] ] Eqn! [[#24]], PPA@[ #8] ] cT@ ( [#2]]2 tReii} @S Q[ #1] ]~ O+ -
. . Il'legal HITP \ersion
79.176.31.165 |Israel 147.237.72. 166 |aka. i df . i | EENVA[ [ #30] ] =6 Exl 0: 1 <OV, . JAQ0E™: -" 3 [ #23] ] 99%[ [ #14] ] x¢1 [ #29] ] Bl ock 1
166. 20. 224. 13 gq;:eeg 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
77.139. 56. 82 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishurim B ock 1
. . D stributed Lhaut horized URL Access on
87. 68. 13. 247 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bock |1
79.178.120.54 [Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df . il/consol ef cor e/ doc_ngr/ undefined |B ock 1
66. 102. 6. 29 gﬁ;ttg: 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka. i df . i/ mai n/ sachar/ vi ewpaysl i p. aspx B ock 1
79.176.31.165 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Malformed HTTP Header Line from 79.176. 31. 165 B ock 1
31.154.19.210 |[Israel 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww i df.il/hinush Bl ock 1
109. 253. 138. 119|I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
79.176.31.165 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
45.79.71.122 g"att:: 147.237.0.34 |tikshuv.idf.il |Miltiple Malfornmed HITP Header Line from45.79.71. 122 B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
79.176.31.165 |[Israel 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
79.176.31.165 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 79.176. 31. 165 B ock 1
178.63.101. 134 |Germany [147.237.72.166|aka.idf .i | Uhaut hori zed Met hod HEAD for waw aka. i df . i |/ brot hers/ skira/ defaul t. asp Bl ock 1
77.139.75.2 France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method PCST for wwu aka. idf.il/negurin B ock 1
87. 68. 28. 20 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
79.180.161.72 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
66.249. 64. 224 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 938- he/ pat zar . aspx B ock 1
Unaut hori zed URL Access to
. . wawv aka. i df.il/sip_storagel/files/6/57056. pdf &ed=0ahukewj 88npnt 6f nahuc_i
87.19.121.195 I srael 147.237.72.166 |aka. i df . i | wkhwnt ar 4gf ggdnai &usg=af gj cnf 1yol ugsboi j i bl zxi yeOgpl abcg&si g2=sl j t 3vnb9Sh Bl ock !
u32r wugzyesw
79.176.31.165 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 79.176. 31. 165 B ock
79.176.31.165 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock
77.138. 249. 220 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method POST for ww aka.idf.il/mai n/smal i snal i maspx B ock 1
45.79.71.122 g‘;:ﬁ 147.237.0.34 [tikshuv.idf.il [Miltiple Malformed URL from45.79.71. 122 B ock 1
79.176.31.165 |Israel 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 31 Headers B ock 1
79.176.31.165 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from79. 176. 31. 165 B ock 1
Lhi ted . . D stributed Whaut horized Met hod for Known URL on
184. 96. 96. 74 Sates 147.237.72.166 |aka. i df . i | vawe aka. i df . i 1/ mai v hone/ def aul t . aspx B ock 1
109. 66. 2. 210 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
. . Unaut hori zed Met hod PCST for
77.139.179. 246 |France 147.237.72.166 |aka. i df . i | v aka. i dff . i | / ni n/ sachar / popups/ popup. aspx B ock 1
80. 246. 130. 231 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 66. 188 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1631- he/ r ef uah. aspx B ock 1
37.26.147.153 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 37. 26. 147. 153 B ock 1
79.176.31.165 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79.176. 31. 165 B ock 1
Illegal Byte Gode Character in Paraneter Value at 5 for [[#19]] fh[[#23]]17
79.176.31.165 |[lIsrael 147.237.72. 166 |aka. i df . i | [[#18]] ovir, [[#19] T u. x[ [#11] 1 3(ey[ [\ e 1201 614 [11 W [E 1311 714 [ 1] Bl ock 1
Pzc| 114 [[#29 1 #31] [ i i 1c7p] ] #28] [ 182] 1 #31[ [
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