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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
79.179.111. 160 | srael 147.237.72. 166 aka.idf.il B ack List drop 41
2.53.27. 253 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
77.138.51. 100 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

5. 206. 225. 118 Por t ugal 147, 237.76. 196 e.sviva.idf.il |Back List drop 1
71.6.135. 131 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List drop 1
71.6.216. 58 Lhited Sates 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Device Action |Oount
106. 38. 241. 105 Chi na 147.237.77.216  |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Per nirt 16
51.254.141.5 France 147.237.77.216 |dover.idf.il |CLO00074: HTTP. najestic bot Pernirt 10
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121.221. 160 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
58.218.200. 137 [147.237. 76. 202 |hi na e halag.idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149|147. 237.8. 14  |Wkrai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.129. 15 |147. 237. 76. 30 LKJ?ir:;gom hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174. 93. 46 147.237.0.19  |Net herl ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
77.125.9. 189 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
66.249. 69. 205  |147. 237.72. 166 |Lhited Sates |aka.idf.il SERVER APACHE Apache mod_ssl non-SSL connection to S8 port |,
deni al of service attenpt
58. 218. 200. 137 |147.237.76. 197 |Chi na e. himush. i df il ET SCAN Potential SSH Scan 1
193. 201. 225. 149(147. 237.8.28 |lkrai ne e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.37.148.18 |147.237.77. 226 |Israel v chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
122. 224. 250. 234|147. 237. 77. 19 |Chi na | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |[147.237.76.42 |Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.93. 137  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
70.122.123.248 |wnited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nenitor |83
74.76.5.109 Lhited Sates |147.237. 76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 65
5.22.134. 207 I srael 147.237.72. 156 [anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor (30
79.177.169. 138 |Israel 147. 237.72. 166 |aka.i df .| drop First packet isn't SN drop 19
141.0.12.85 Nor way 147. 237. 77. 216 |dover . i df .il SYN Att ack SYN -> SYN-ACK -> RST nonitor |18
46.19. 86. 171 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
66.150.164.11 |lLhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
108.170.58.42 |Wited Sates [147.237. 77. 233 |atal .idf .il SYN Att ack SYN -> SYN-ACK -> Tineout  |nenitor |10
192.223.28.214 |Wited Sates [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout  |nenitor |10
108.170.58.42 |lhited Sates |147. 237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [menitor |10
176.13.235.14  |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 10
108.170.58.42 |lited States |147. 237. 77. 226 :’W“"‘Cha"atz' aka. 11 1oy At t ack SYN -> SYN-ACK -> Timeout  |monitor  [9
108.170.58.42 |Wited Sates |147. 237.76.39 |nwbile. neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout  [nenitor |9
108. 170. 58. 42 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 9
108.170.58.42 |wnited Sates [147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |9
108.170.58.42 |wited Sates |147. 237.72. 166 |aka.idf . i SYN Att ack SYN -> SYN-ACK -> Tineout  [nenitor |9
108. 170. 58. 42 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 9
108.170.58.42 |iited Sates |147.237.0. 17 ;“Inly kosher-kravi.1d |\ At ack SYN -> SYN-ACK -> Timeout  |monitor  [9
108.170.58.42 |lhited Sates |147.237. 77. 170 |naarachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
108.170.58.42 |Wnited Sates [147. 237. 72. 167 |i shuri maka i df il SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |9
108.170.58.42 |Wited Sates |147. 237. 77. 234 |nal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout  [nenitor |9
79.176. 60.220 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
108.170.58.42 |hited Sates [147.237.0.19 [nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |9
46.19. 85. 21 I sr ael 147.237.77. 243 |nobi l . i df . i Streaning Engi ne: TCP Inval id Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
108.170.58.42 |lhited Sates [147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
108.170.58.42 |wnited Sates [147.237.76.30 |ninush.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout  |nonitor
109. 253. 208. 1851 sr ael 147. 237. 77. 243 |nubi 1 e. i of . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, o, 9
Ret ransm ssi on Packet dropped.
108.170.58.42 |hited Sates [147. 237. 77. 235 [sviva idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |9
108.170.58.42 |lited Sates |147. 237. 76. 147 |chi nuch. aka. i df . | SYN At t ack SYN -> SYN-ACK -> Tinmeout  [nenitor |9
108. 170. 58. 42 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
108.170.58.42 |thited Sates [147. 237. 76. 200 [ei tan. aka i of .i SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |9
108.170.58.42 |lhited Sates |147. 237. 72. 156 |anan. i df .| SYN At t ack SYN -> SYN-ACK -> Tinmeout  [nenitor |9
46.19.86.148  |Israel 147. 237.77. 226 ;”’WVCha"atZ' aka. tdf-1|oyN At ack SYN -> SYN-ACK -> Tineout  |nonitor |8
31.154.81.20  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro‘f’tvrsagjnlt wth different moni tor (8
108. 170. 58. 42 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
46.19.86.148  |[israel 147. 237.77. 226 :’W“"‘Cha"atz' aka.idf-1 1pad TOP sequence ;ﬁ;‘gﬁtrj\f;ggzr‘;&gth moni tor (8
108.170.58.42 |Wited Sates |147. 237.76.31 |nakchal .idf. il SYN Att ack SYN -> SYN-ACK -> Tineout [nenitor |8
79.180. 178. 210 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber nmoni t or 7
87.69. 79. 43 I srael 147. 237. 72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> Tinmeout  |nonitor |7
68.195.152. 121 |United Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout  [nenitor |7
37.26.147.205 |Israel 147. 237. 77. 243 |robi 1 e. i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
84.229.38.121 [ srael 147. 237.77. 216 |dover. i df .1 Bad TCP sequence ﬂ;‘:ﬁtrs\:;:ngfth moni tor |6
46. 19. 85. 195 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
2.53. 45, 112 I'srael 147.237.77. 243 |nobil e.i df . i1 Streaning Engi ne: TCP Invalid |invalid segment retransmission. | 6
Ret r ansni ssi on Packet dropped.
37.26.146.215 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdr(;tvr;”:l”lt wth different alert 6
79.180.178.210 |[lsrael 147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or
104. 200. 151. 94 |Wited Sates |147. 237. 77. 216 |dover. i df .il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 86. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
37.26.146.215 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro‘f’tvrsagjnlt wth different monitor |6
104. 200. 151. 94 [thited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber monitor (6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.139. 170. 208 |France 147.237.72. 166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 16
v aka. i df . i | / mai n/ sachar
. - . Unaut hori zed URL Access to
176.13.242.66 |lsrael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 5
89. 138. 200. 207 |l srael 147.237.72. 166 [aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 4
. . D stributed Unauthorized Method for Known URL on
77.138. 80. 92 France 147.237.72. 166 [aka. i df . i | wav aka i df i1/ i sachar B ock 4
46. 19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
2.53.183.80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.108. 105. 152 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 67. 33. 248 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspi ci ous Response Code Bl ock 2
79.183. 14. 93 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 21 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
31.168.239. 154 |[Israel 147.237.77. 216 |dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.225. 134 |[lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
77.139. 65. 74 France 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 1
. m ny-kosher-Kkravi . i d|ostributed Wnauthorized URL Access on
180. 97. 106. 161 |Chi na 147.237.0. 17 £l 180. 163. 113. 82/ check_pr oxy B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
66.249. 69. 205 [Israel 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
141. 226. 217. 1021 srael 147. 237.72. 156 |anan. i df . i | Distributed Lhauthorized URL Access on . Bl ock 1
wan aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
180. 97. 106. 162 |Chi na 147.237.77.74 |lawidf .il Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
79.180.93.132 [Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php Bl ock 1
. . . . D stributed Uhauthorized URL Access on
180. 97. 106. 37  |Chi na 147.237.0.34 |tikshuv.idf.il 180. 163. 113. 82/ check_pr oxy B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 51 | srael 147.237.77.216|dover. i df . il waw i df i 1/t enpl at es/ t enpl at econt rol s/ gener| ¢/ B ock 1
106. 38. 241. 105 |chi na 147. 237.77. 216 |dover . i df . i | Wnauthori zed UL Access to B ock 1
v i df . i | / shar ed/ user cont r ol s/ header upper /
- . DO stributed Whaut hori zed URL Access on
37.26.146.215 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
77.139.65.74 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df . il/ mai n/ kapat z/ Bl ock 1
180. 97. 106. 161 |Chi na 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
m ny- kosher -kravi .id|il1ega Bte Qde Character in Paraneter Nane
66. 249. 76. 35 I srael 147.237. 0. 17 £l CH&TI07@ DKA&F Az H 1KR] [ #28] ] { B ock 1
. . Unaut hori zed URL Access to
141.226. 217. 1021 sr ael 147.237.72. 156 [anan. i df . i | ww anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
89.139. 161. 166 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | PHP At tenpt Bl ock 1
46.121. 97. 34 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
5.102.242.5 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code Bl ock 1
192.169.7.223 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . D stributed Uhauthorized URL Access on
79.180.212. 14 |Israel 147.237.77.234|hal ag.i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. g f Bl ock 1
180. 97. 106. 37  |Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy Bl ock 1
77.138.86.15  |France 147. 237.72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
viwy anan. i df . i |/ favi con. i co
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ atal . aspx  |B ock
37.26.147.205 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock
85. 64.230. 174 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
. . - DO stributed Whaut hori zed URL Access on
180. 97. 106. 161 |Chi na 147.237.72. 166 [aka. i df . i | 180. 163. 113. 82/ check pr oxy B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.33  |lhited Sates [147.237.77. 170 |maar achot . i df . i | vanw ar achot i dif .11/ pef /111 es/ 5/ 109335, pef x! xixe - x'x'xt xgex | B 0K 1
m ny- kosher -kravi . i d
66. 249. 76. 35 | srael 147.237.0. 17 f inly |11 egal Paraneter Encodi ng Gb&T907@ DKd&f ~z~H 1kR [#28]]{ None 1
89. 139. 161. 166 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .il/xn rpc. php Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 220 |Israel 147.237.77.74 |lawidf.il 147, 237. 77. 74/ tenpl at es/ get fi 1 e/ get fi | e. asp B ock 1
- . O stributed Whaut hori zed URL Access on
31.154.81. 20 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1
79.181.24.232 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
. wwn, chanat z. aka. i df |Distributed Unaut hori zed URL Access on
180. 97. 106. 37 Chi na 147.237.77. 226 il 180. 163. 113. 82/ check_pr oxy B ock 1
77.138. 184. 182 |France 147. 237.72. 166 |aka. i df . i | D st‘rl bI:,It ed_ Unaut hori zed Method for Known URL on B ock 1
aka.idf.il/giyus/
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt Bl ock
109. 253. 141. 142|1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock
. . Unaut hori zed URL Access to
85. 65. 44. 215 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
- . O stributed Whaut hori zed URL Access on
46.19. 85. 17 I sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.180.1.12 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1

09-07-2016-21:04:04 to 09-07-2016-22:04:04




