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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
79.179. 111. 160 | srael 147.237.72. 166 aka.idf.il B ack List drop 37
2.53.28.57 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4

185. 25. 33. 139 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

80. 82. 77. 46 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1

185. 25. 33. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

80. 82. 77. 46 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1

80. 82. 77. 46 Net her | ands 147.237. 76. 199 e. nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
209.17.114. 79 Lhited Sates 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il |CLO00071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

209.17.114.79 |147.237.77.74 |Uited Sates |[lawidf.il A Injection - Select Fom 8
91.121.222.79 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 4
45.79.71.122 147.237.72. 166 |Lhited Sates |aka idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
106. 38, 241. 105 |147. 237. 72. 166 |chi na aidh il SER\/ER—IAPAO-E Apache mod_ssl non-SSL connection to SSL port deni al 1

of service attenpt

104.232.98.38 |147.237.76.176|lLhited Sates |test.ncore.idf.i|ET SCAN NVAP -sS w ndow 1024 1
104. 192. 0. 20 147.237.76.34 |Wnited Sates |yohalan.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 77. 61 [Canada e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
106. 186. 20. 183 [147.237.0.34 |Japan tikshuv.idf.il |ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.76.176 |Uhited Sates |test.ncore.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
104.232.98.38 |147.237.76.176|Wited Sates |test.ncore.idf.i{ET SCAN NVAP -f -sS 1
104. 192. 0. 20 147.237.0.35 |Wnited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 61 |Canada e.cogat.idf.il |ET SCAN NVAP -f -sS 1
66.249.93.135 |147.237.77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

‘Attacker Country |Target Address Signature
108. 61. 232. 109 |Lhited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 321
222.144. 223. 70 |Japan 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 147
78.245.58.70  |France 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 67
87.69.36.120 |[lIsrael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 35
87.69.36.120 |Israel 147, 237.72. 166 |aka. i of . | Bad TGP SINPACK retransmt with different window |0 oo 35
sequence scal e
72.5.195. 85 Lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 34
176. 44. 144. 203 |Saudi Arabia 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 14
185. 93. 35. 174 gzz;;nion 147. 237. 77. 216 |dover.i df .i | dr op Frst packet isn't SIN drop 14
176.13.235.14 |Israel 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 13
108.170.58. 42 |lnited Sates 147.237. 72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
108. 170.58. 42 |Lhited Sates 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
108.170.58. 42 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
108.170.58.42 |[Lhited Sates 147.237.77. 226 |wan chamat z. aka. i df . i1 [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
108.170.58.42 |[iited Sates 147.237.0.17 |*™ kosher-kravi.idf- 1 |qyn At t ack SYN -> SYN-ACK -> Ti meout moni t or 12
108. 170.58. 42 |lhited Sates 147.237. 72. 167 |ishurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
108.170.58. 42 |Wited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
108. 170.58. 42 |lhited Sates 147. 237.77. 176 |mat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 12
104. 40. 129. 89 |Net herl ands 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
108.170.58. 42 |lnited Sates 147. 237. 76. 200 [ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
104. 40. 129. 89 |Net herl ands 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
104. 40. 129. 89 |Net her| ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 11
108.170.58. 42 |lnited Sates 147.237.77. 235 [sviva.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
104. 40. 129. 89 |Net her | ands 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
104. 40. 129. 89 [Net her| ands 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 10
104. 40. 129. 89 |Net her| ands 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
104. 40. 129. 89 |Net herl ands 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
104. 40. 129. 89 [Net her| ands 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
108. 170.58. 42 |[Lhited Sates 147.237.76.30 |hinmush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
104. 40. 129. 89  [Net her| ands 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
104. 40. 129. 89 [Net her| ands 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
104. 40. 129. 89 |Net her | ands 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
46.120. 195. 136 |l srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
77.139. 184. 240 |France 147. 237. 72. 167 |i shuri maka. i df .i Bad TGP SINACK retransmt with different wndow | ooy o 9
sequence scal e
108. 170.58.42 |lhited Sates 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
108.170.58. 42 |lhited Sates 147.237.77. 74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
108.170.58. 42 |lnited Sates 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 200 | srael 147.237.76.42 |refuah.idf.il Bad TCP Inval id ACK nunber noni t or 9
sequence
104. 40. 129. 89 [Net her| ands 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
108.170.58. 42 |lnited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
108. 170.58. 42 |lhited Sates 147. 237.77. 170 |mmar achot . i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
104. 40. 129. 89 [Net her| ands 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 9
104. 40. 129. 89 |Net her | ands 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
104. 40. 129. 89 |Net her | ands 147.237.77. 226 |vwan chanat z. aka. i df . i1 |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
108.170.58. 42 |Uiited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
77.139. 184. 240 |France 147.237.72. 167 [i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
176. 13. 235. 14 |l srael 147.237.72. 166 |aka. i df .i Bad TCP Inval i d sequence nunber noni t or 8
sequence
104. 40. 129. 89 |Net her | ands 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
104. 40. 129. 89 |Net herl ands 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
104. 40. 129. 89 [Net her| ands 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
176. 13. 235. 14 |l srael 147.237.72. 166 |aka.idf . il Bad TCP Invalid ACK nunber alert 8
sequence
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
176.228.2.175 |[lIsrael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code B ock 254
212.76. 120. 127 |I srael 147.237.72. 166 |aka. i df . i | miﬁﬁtdefﬁ?ﬁﬁ E/Oéiijfsg“:;e?;d.z;xmom UL on B ock 14
77.139. 170. 208 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df .il/mai n/ sachar B ock 13
84.111. 241. 194 |l srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 12
79.182.61. 127 |lsrael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 12
176. 13. 245. 192 || st ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
212.76. 120. 127 |I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 212.76. 120. 127 Bl ock 6
46.121. 115. 171 [I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.121. 115, 171 B ock 6
79.183.15.78  |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 5
85. 250. 78. 118 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
176.13. 6. 48 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
88.128.80. 195 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/giyus/ B ock 2
46. 215. 116. 191 |Pol and 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
185. 93. 245. 74 g:;de:’ & 1147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wi df . il /894-en Bl ock 2
77.138.70.173 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/patzar/hone/ def aul t. asp B ock
94.230.86.98 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
2.53.149. 34 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
212.76.111.5 |Israel 147.237.0.19 |nadimatal .idf.i L{n;;u;]h;tr;ﬁ??ﬁ%ﬂ‘/ gﬁ;re:dslatj(;x/ et ket ek £y, s B ock 2
66. 147. 244. 101 |United Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i |/ mai n/ gi yus/ general . aspx |B ock 2
80. 246. 140. 64 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46.19.86.148 |lsrael 147.237.76.31 |nakchal .idf.il [Abnormally Long Request nethod B ock
37.26.148.138 [Israel 147.237.76.31 |nakchal .idf.il ﬁ?fﬂzg;’_”?é?gﬂﬁ‘pfgfgs:gg’fi | o5/ 8] 1668. doc Bl ock 1
77.139.17.239 |France 147.237.72. 156 [aman. i df . i | Distributed Whauthorized URL Access on v aman. i df .il/favicon.ico Bl ock 1
66.249.76.79 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati mipi rteychayal / |Bl ock 1
2.53.18.195 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.121. 115. 171 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwv aka. idf.il/nain/giyus/login aspx |B ock 1
79.181.97. 242 |israel 147.237.72. 166 |aka. i df . i | mn;’k‘“; i???ftn;r nf;;g?ic/tgaggffEzﬁgfcmsa"har$Ct' 83 in None 1
45.79.71.122 [lhited Sates 147.237.72. 166 [aka. i df . i | Mil tiple Unknown HTTP Request Met hod from 45, 79. 71. 122 B ock 1
77.138.57.9 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wan aka. i df.il/brothers/kurs/ defaul t.asp |Bl ock 1
2.53.191.239 |Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 144 |thina 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9182- he/ r ef uah. aspx |B ock 1
109. 66. 191. 232 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed LRL Access to waw i df.il/giyus Bl ock 1
66. 249. 69. 216 |l srael 147.237.72. 166 |aka. i df . i | ?E‘_Jtzrg';;dlgg‘ygﬁ;fzz/tfzrlm/ asp/ showf or um asp Bl ock 1
81. 218. 225. 134 |l srael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Code B ock 1
46.19.86.148 |Israel 147.237.76.31 |nakchal .idf.il [Malforned UR Bl ock 1
45.79.71.122 |wnited Sates 147.237.72. 166 |aka. i df . i | Mal forned HTTP Header Line 3 B ock 1
77.139.17.239 |Fance 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
68.180. 230. 47 [Wnited Sates 147.237.77. 216 |dover.i df . il Paraneter Type M ol ati on PageNumin wwwy i df.il/1395-en/ dover. aspx B ock 1
2.53.52. 160 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
176. 13. 228. 147 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
89. 139. 155. 106 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.182.57.82 |lsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
45.79.71.122 |Uiited Sates 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method 1 in URL Bl ock 1
5.22.134.207 |lsrael 147.237.76.42 |refuah.idf.il Distributed Lhaut hori zed URL Access on 147.237. 76. 42/ f avi con. i co B ock 1
109. 253. 218. 64 |I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 218 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
46.19.86.148 |l srael 147.237.76.31 |nakchal .idf.il |Wknown HITP Request Method endToFriend. aspx?8l =he&f =894 in R g 1
45.79.71.122 |wnited Sates 147.237.72. 166 |aka. i df . i | Mal for med URL B ock
212.76. 120. 127 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwy aka. i df . i1/ mai n/ gi yus/ defaul t.aspx |Bl ock 1
77.139.91.31 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/ishurinnai n/ B ock 1
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