09-07-2016-19:04:03 to 09-07-2016-20:04:03

@
1"PT SwNn [ )

GOV

www.gov.il
[Top Targets |

~

400+

IDF Under Attack

Daily Report

300+"

200+
Nunber

a
Att acks 100+

0- : .
. Q B . & . . X & .
(0..\6\ ®.>c Q& &.‘\& (\..\b R % S‘b &1\6 &’f"\
& X & R\ N4 ’ > \° BN X
' (Q’b' A\ P &Q‘}\ éé\ - \\{_ X S
O &
&
Top Tar get

M aka. idf.il

M nadi matal .idf.i

M navy.idf.il

M dover.idf.il

M refuah.idf.il

B anan.idf.il

M atal.idf.il

Miawidf.il
tikshuv.idf.il

Meitan aka. idf.il

Nunber
(6]
At acks

M 104. 84. 196. 212
85. 64. 154. 227
W 176.13.8.29
103. 59. 215. 22
Il 35. 250. 78. 118
M 79.179. 108. 88
7 109. 66. 110. 254
W 104. 40. 129. 89
87.69. 5. 248
W 37.76.223.58

Top Attackers




09-07-2016-19:04:03 to 09-07-2016-20:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address

Signature Device Action Count
B ack List drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 201 e atal.idf.il
176. 13.8.29 | srael 147.237.0.19 nadi matal .idf.il DOBS- SSL- d ear Text drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
177.185.192. 77 Brazil 147.237.77. 233 atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
91.219.122.2 Fol and 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 Lhited Sates 147.237.77. 233 atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 5
108. 59. 8. 70 Lhited Sates 147.237.72. 166 aka.idf.il |CL000074: HTTP. majestic bot Pernit 2
50. 63. 197. 204 Lhited Sates 147.237.77. 233 atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
158. 85. 253. 245 Lhited Sates 147.237.77. 233 atal.idf.il [9785 HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.177.162. 190 |[147.237.76.86 |lsrael navy. i df il ET SCAN NVAP -sA (2) 35
177.185.192. 77 (147.237.77.233|Brazil atal.idf.il SQ Injection - Select From 18
91.219.122. 2 147.237.77. 74 |Pol and lawidf.il S Injection - Select Fom 8
158. 85. 253. 245 [147.237.77.233|W0ited Sates |atal.idf.il A Injection - Select From 6
109. 64. 55. 1 147.237. 72. 156 |I srael anan. i df . i | ET SCAN NVAP -sA (2) 5
, _ L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180.97.106.37 |147.237.0.19 |China nedi matal .idf.il . i - 3
port denial of service attenpt
50. 63.197. 204 |147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select From 3
91.121.222.79 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.224.160. 106 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.0.16 |Netherlands ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 197 LK?';gegom e.hi mush. i df . ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.77. 234 E?';;gom hal ag.i df .i ET SCAN NVAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
185. 93. 185. 10 147.237. 76. 176 |krai ne test.ncore.idf.il . 1
Potential Scan or Brute Force
91.224.160. 106 |[147.237.76.38 |[Netherlands [e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
. .. |SERVER APACHE Apache mod_ssl non-SSL connection to SSL
180. 97. 106. 162 |147. 237. 77. 226 |Chi na v chanat z. aka. i df . i | . . - 1
port denial of service attenpt
91.224.160. 106 |[147.237.76.30 [Netherlands  |hirush.idf.il ET SCAN Potential SSH Scan 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97. 106. 161 [147.237.77.61 |China e.cogat.idf.il . . - 1
port denial of service attenpt
, _ L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 37 147.237.0.34 |China tikshuv.idf.il . . - 1
port denial of service attenpt
91.224.160.106 |147.237.0.19 |Netherlands |nadi matal.idf.il ET SCAN Potential SSH Scan 1
, .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 37  |147.237.0.17 |China m ny- kosher -kravi .idf.il . . - 1
port denial of service attenpt
163. 172. 169. 150|147, 237. 77. 234 E?';;gom hal ag.i df .i ET SCAN NVAP -sS wi ndow 1024 1
79.182.84.154 [147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 169. 150(147. 237. 76. 196 Eimntgec(ijom e.svivaid.il ET SCAN NVAP -sS wi ndow 1024 1
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
66.249. 76. 117  [147.237.72. 166 |Lhited Sates [aka idf.il . . - 1
port denial of service attenpt
161, 18. 218, 116 |147. 237 77. 205 |col onbi & ishaidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T P ) Potential Scan or Brute Force
212.25.82.123 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148.231 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
185.93.185.10 |147.237.72. 217 |Wkrai ne eidf.il ) 1
Potential Scan or Brute Force
91.224.160. 106 [147.237.76.34 [Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
180.97.106. 162 |147.237.0.16 |China ny-kosher-kravi .idf.il . . - 1
port denial of service attenpt
91.224.160. 106 |147.237.0.35 |Netherlands |akaws.idf.il ET SCAN Potential SSH Scan 1
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 37 147.237.76.38 |China eenetav.idf.il . . - 1
port denial of service attenpt
91.224.160.106 |147.237.0.33 |Netherlands  |idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country  |Target Address [Ste Signature Action ‘Count
103.59. 215.22 [india 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |72
79.179.108.88 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdr(;tv;ac”;”lt wthdifferent | onitor |64
85. 64. 154. 227 |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TP Invalid segnent retransmssion. |, 60
Inval id Retransm ssion Packet dr opped.

37.76.223.58 zlcis;iig(ija” Territony 1 47 237.77. 216 |dover. i df il drop Frst packet isn't SN drop 36
103. 59. 215. 22 (India 147.237.76.86 |navy.idf.il SYN Attack noni t or 35
37.26.149. 159 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
87.69.5.248  |lsrael 147, 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |19
88.7.114.90 Spai n 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
185.93. 35. 174 |Russian Federation |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 14
104. 84. 196. 212 [Wni ted Sates 147. 237. 76. 200 |ei tan. aka. i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |13
104. 84. 196. 212 [Wni ted Sates 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |13
87.68.32.234 |lsrael 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |13
104. 84. 196. 212 [Wni ted Sates 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |13
87.68.32.234 |[Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence wﬁtﬁ;sx?&gth monitor |13
104. 84. 196. 212 |Wni ted Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |13
104. 84. 196. 212 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
87.69.36.120 |Israel 147. 237. 72. 166 |aka. i df .| SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84. 196. 212 |Uhi ted Sates 147.237.77. 226 :"f"w chamatz. aka. 1df- |oyN At ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84. 196. 212 [Wni ted Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |12
87.69.36.120 |Israel 147. 237. 72. 166 [aka i o .i Bad TCP sequence SuAac retransm e vith monitor |12
104. 84. 196. 212 [Wni ted Sates 147.237.77. 233 atal i df i SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84. 196. 212 [Wni ted Sates 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84. 196. 212 [Wni ted Sates 147. 237. 77. 170 |mear achot . i f . | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84.196. 212 |Lhited Sates 147.237.72. 167 |i shuri maka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
104. 84. 196. 212 [Wni ted Sates 147.237.77. 234 |hal ag. i of . | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84. 196. 212 [Wni ted Sates 147. 237. 77. 176 |nat pash. i of . | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84.196. 212 |Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
89. 139. 233.52 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 12
104. 84. 196. 212 |Wni ted Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |12
104. 84.196. 212 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 11
104. 84. 196. 212 |Wni ted Sates 147. 237. 72. 156 |anan.i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |11
104. 84. 196. 212 |Wni ted Sates 147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout |monitor |11
104. 84.196. 212 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 11
104. 84. 196. 212 |Uhi ted Sates 147.237.0.17  ["V kosher-kravi. 1d \qyn At t ack SYN -> SYN-ACK -> Timeout |monitor |11
104. 84. 196. 212 [Wni ted Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |11
87.69.5.248  |[Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence wﬁtﬁﬁgﬂggth monitor |11
104. 84. 196. 212 |Wni ted Sates 147. 237.77. 235 |sviva i df . SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |11
100. 92. 233. 191 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
87.69.5.248  |lsrael 147. 237. 72. 166 |aka. i df .| SYN Att ack SYN -> SYN-ACK -> Tineout |alert 9

185.3.147.67 |Israel 147. 237. 77. 216 |dover . i df . | Bad TCP sequence Inval i d ACK nunber nonitor |8

77.125.11. 163 |lsrael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 8

46. 19. 86. 84 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 8

103.59. 215.22 [india 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |7

100. 92. 189. 105 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 7

2.53.38.220 I srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 7

87.69.5.248  |Israel 147. 237. 72. 166 |aka. i df .| dr op First packet isn't SN drop 7

71.236.80.197 [lhited Sates 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |7

79.179. 98. 29 I srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6

71.236.80.197 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence izll;eetncr:”sm wth dfferent 1. ert 6

109. 253. 218. 48 |1 srael 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. | 6

Inval id Retransm ssion Packet dropped.
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Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176.13.8.29 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 146
85. 64. 154. 227  |Israel 147.237.72. 166 |aka. i df . i | Aut omat ed Wl ner abi ity Scanning V1 B ock 128
85.250.78.118 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 77
109. 66. 110. 254 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 61
85. 65. 61. 55 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 8
37.142.250. 133 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from37.142. 250. 133 B ock 4
176. 13. 0. 156 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.146.194 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.19. 85. 171 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
37.26.149.190 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.229.56.106 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 84.229.56.106 |B ock 2
46.19. 85. 224 I srael 147.237.72. 156 [anan. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
175.45.57.190 |[Hong Kong [147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for aka.idf.il/giyus/ B ock 2
37.26.146.147 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
109. 66. 172. 185 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df. i/ mai n/ guyus B ock 2
180.97.106.37 |China 147.237.0.34 |tikshuv.idf.il \'\/‘l’ Iof ia'[t)li inﬂtgfm_ﬁaﬁsjéqu)mm 180. 97. 106. 37 (Pr ot ocol None 1
79.177.30.116 |[Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/kan ar B ock 1
66. 249. 93. 87 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css  [B ock 1
109. 67.174. 110 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | Whaut hori zed Method HEAD f or B ock 1

v aka. i df . i1/l uinitenpl ates/i nner. asp
80. 178. 251. 210 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LRL Access to . Bl ock 1
vwwv aka. i df . i |/ mai n/ gi yus/ v navy. i df . i |

D stributed Uhaut hori zed URL Access on

2.55. 155. 202 | srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed! reset . css B ock 1
77.138.132.84 |France 147.237.72.166 |aka. i df . i | Uhaut hori zed Method POST for waw aka.idf.il/1ondi nitochen/ Bl ock 1
108. 46. 232. 143 |Wited Sates |147. 237. 72. 166 |aka. i df . i | Whaut hori zed Method PCST for B ock 1

wan aka. i df . i1/ nai n/ rabanut / gener al . aspx
Unhaut hori zed URL Access to

66.249. 69. 214 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ por t al m | ui i t enpl at es/ i nner . asp B ock 1

37.26.148.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None

84.109. 209. 142 [israel 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock

. ny-kosher-kravi .idf.i |utraceabl e S3 Sessions: Protocol violation

180. 97. 106. 162 |Chi na 147.237.0. 16 | (SSL_CONN CLI ENT_HELLO) None 1

79.178.187.202 [israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1

67.205.134.104 [nited Sates |147.237.72. 156 |aman. i df . il Lht raceabl e SSL Sessi ons: (pen Mbde None 1

109. 160. 226. 216| srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl el shared/ reset.css  |B ock 1

80.246.139.51 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

. . Unhaut hori zed URL Access to

2.55. 155, 202 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed/ | ayout 2. css B ock 1

176.13.228.18 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. . Unaut hori zed Met hod PCST for

77.138.245. 158 |France 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai v sachar / about . aspx B ock 1

. . Distributed Lhaut hori zed URL Access on

109. 66. 4. 57 I srael 147.237.72. 156 |anan. i df . i | - Cidf.i1/https: /v il Bl ock 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation

66.249.76.117 |l srael 147.237.72. 166 |aka. i df . il (SSL CONN LI ENT FELLO) None 1

79.179.108.88 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx  |Bl ock 1

. way, chanat z. aka. i df |utraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 162 |Chi na 147.237.77. 226 il (SSL_OONN_CLI ENT_HELLO) None 1

67.205.134. 104 |Wnited Sates |147. 237. 72. 166 |aka. i df . i | Distributed thauthorized Method for Known LRL on B ock 1
aka.idf.il/giyus/

D stributed Uhaut hori zed URL Access on

109. 253. 245. 138|| srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
89.237.64.180 |France 147.237.76.42 |refuah.idf.il D stributed Wnaut horized URL Access on 147.237. 76. 42/ favi con. i co |B ock 1
80. 246. 140. 111 |l srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock

5.29.162. 82 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/nain/ B ock

180. 97.106.37 |China 147.237.0. 17 g; nlyl kosher-kravi .| t’;srffg%b\'ﬁ_csa‘ :ﬁsig‘iqpmoco' violation None 1
77.138. 245. 158 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/undefined |B ock 1
66. 249. 93. 83 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ | angstyl e. css B ock 1

Illegal Byte Gode Character in URL /nai n/ kapat z// r es#012

37.142.250. 133 |Israel 147.237.72. 166 |aka. i df . i | our ces/ | mages/ i nner page/ goback. gi f Bl ock 1
84.229.56.106 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for aka. i df.il/main/giyus B ock 1
79.179.173. 134 |israel 147.237.72. 156 |laman. i df . i | Wnaut hori zed URL Access to B ock 1

ww anan. i df . il /https:/vww anan.idf.il/
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