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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
77.139. 82. 210 France 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 12
71.6.216. 36 Lhited Sates 147.237.76. 30 hinush.idf.il |Back List dr op 1
84.154.21.114 Ger nany 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1

71. 6. 165. 200 Lhited Sates 147.237.76.44 e.refuah.idf.il|B ack List drop 1
87.106. 92. 139 Ger nany 147.237. 0. 200 nu. i df i | JLMPurple Con Linmt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
188.58.23. 144  |147.237. 77. 216 |Turkey dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 7
198. 20. 167. 138 [147.237.77.233|thited Sates |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 2
221. 210. 200. 245(147. 237. 76. 39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245(147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 0. 17 LKJ?i;:gom mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
150. 242.238.99 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
80, 246. 130, 202|147 237 77 233 |1 ael atal idh il ET DOB Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos attack
221. 210. 200. 245147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
66. 249. 93. 85 147. 237. 77. 216 |Eur ope dover.idf.il portscan: TCP D stributed Portscan 1
221.210. 200. 245|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
64.137.171.55 [147.237.76.44 [Canada e.refuah.idf.il ET SCAN Potential SSH Scan 1
221. 210. 200. 245(147. 237.76. 30 |Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
221.210. 200. 245|147. 237.0.15 |Chi na kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
193. 201. 225. 149(147. 237. 8. 46 |krai ne e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 8. 45 E?i;;gom eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.129. 15 |147. 237. 0. 200 LK?i;gegom mdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
89.138. 172. 144 |147.237.76.86 |lsrael navy.idf.il ET SCAN NVAP -sA (2) 1
221. 210. 200. 245|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
79.181. 150. 232 |[147.237. 72. 156 || srael anan. i df .| ET SCAN NVAP -sA (2) 1
221. 210. 200. 245[147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
64.137.171.55 [147.237.77. 121 |Canada e.navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
188. 58. 23. 144 | Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3217
188.58. 23. 144 |Turkey 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 112
188. 58. 23. 144 |Turkey 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACGK nunber noni t or 112
213.8.90.143 |[lsrael 147.237.77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid sequence nunber noni t or 64
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 56
46.19.85.40  |israel 147. 237.77. 243 |nobi l e o i Streaming Engine: TCP Invalid imvalid segnent retransmssion. |y 51
Ret r ansni ssi on Packet dr opped.
87.70.243.186 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
103. 59. 215. 22 |India 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 29
79.177.175. 160 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 18
216.72.40. 185 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
77.139.21.185 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence v?':dr;tvrsa:;"lt Wth different monitor |16
84.154.21.114 |Ger nany 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
108.170.58.42 |lhited Sates |147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
108. 170.58.42 |lhited Sates |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
108. 170.58. 42 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
46.19.86.252 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 14
108.170.58.42 |Wited Sates |147. 237. 77. 226 ;’W“Cha"atz'aka' Ha- T 1syN At t ack SYN -> SYN-ACK -> Tineout  |monitor |14
108. 170.58. 42 |lhited Sates |147.237. 77. 170 |naarachot . i df. il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 14
108. 170.58.42 |lhited Sates (147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
108. 170.58.42 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
108. 170.58. 42 |lhited Sates (147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
108.170.58.42 |lLhited Sates |147.237. 76. 147 |chi nuch. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
108. 170.58.42 |lhited Sates (147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
46. 19. 86. 232 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
108. 170.58.42 |lhited Sates [147.237. 72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
108.170.58.42 |Whited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
108. 170.58. 42 |lhited Sates |(147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
108.170.58.42 |tnited Sates [147.237.0.17 [TV kosher-kravi .1 df | v\ At t ack SYN -> SYN-ACK -> Tineout  |monitor |13
108. 170.58. 42 |lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
93.172.213.79 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
108. 170.58. 42 |lhited Sates (147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
5.102.242. 151 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
93.172.213.79 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence ﬁﬁtrs\;;ﬁ;?&l 2‘ th moni tor |12
108. 170.58. 42 |lhited Sates [147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
108. 170.58. 42 |lhited Sates (147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
108. 170.58.42 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
66.249.79.81 |United Sates |147. 237. 76. 200 |eitan aka.idf. il Streamng Engi ne: TCP I nvalid Jimvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
108.170.58.42 |lhited Sates |147.237. 72. 167 |i shurimaka.idf.i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
77.126. 14. 65 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 11
46.19. 86.252  |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
108.170.58.42 |Lhited Sates |147. 237. 76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
46.19.86.232 |l srael 147. 237.77. 226 ;’W“Cha"atz'aka' 'df-1 |Bad TCP sequence Inval i d ACK nunber moni tor |11
84.154. 23. 231 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
108. 170.58.42 |lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
46. 19. 86. 105 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
79.177. 175. 160 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 9
45. 35. 64. 142 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46.19.85.109 |[lsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |8
78.170. 223. 97 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
81.218. 66. 211 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
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A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.148.208 |lsrael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 87
109. 67.174. 110 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 13
89.139.100.77 [israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 89. 139. 100. 77 Bl ock 8
2.53.162.7 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
213.57.128.141 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 4
109. 66. 110. 254 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.116. 14.218 |lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode B ock 3
185. 3. 147. 242 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 2
99. 231. 242. 197 [Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka.idf.il/mai n/ hone/ defaul t.aspx |[B ock 2
77.138.74.89  |France 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Mthod for Known LRL on Bl ock 2
waw aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
176.13.226.50 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock
77.139. 248. 230 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. i df.il/nain/giyus/pniot.aspx [B ock
. . Unhaut hori zed URL Access to
194. 114. 146. 227 |l sr ael 147.237.77.233|atal .idf.il ww atal i of.i1/sipstoragel il es/3 3363, py B ock 1
77.139.21.185 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
. . Unaut hori zed URL Access to
66.249.64. 224 I srael 147.237.77.74 [law i df. il 147.237.77. 74/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
Russi an . . Unaut hori zed Met hod PCST for
5.228. 186. 28 eration 147.237.72. 166 |aka. i df . i | wiww aka, i o i |/ mai n/ r abanut / gener al . aspx B ock 1
89.139.100. 77 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwy aka. i df . i1/ mai n/ sachar/ B ock 1
79.176. 93. 39 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
Russi an . . Unaut hori zed Met hod PCST for
77.37.220.252 Federation 147.237.72.166 |aka. i df . i | wwv aka. i df .il/iturindaspl di spl ayonesol di er. asp Bl ock !
Russi an . . Unhaut hori zed URL Access to
95. 221. 226. 156 er ati on 147.237.72. 166 |aka. i df . i | wiw aka, i df i1 /i p storagel il es/ 6/ 66846. ppt B ock 1
41.111.106. 213 |Ageria 147.237.77.216|dover.idf . il Ml tipl e Unhaut horized URL Access from41. 111. 106. 213 Bl ock 1
84.154.23.231 |Ger nany 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
] - . SS. Lhtraceabl e Gonnection - Protocol violation
198. 20. 167. 138 |Lhited Sates 147.237.77.233|atal .idf.il (SSL CONN QLI ENT FELLO) None 1
77.139. 46. 92 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for v aka. idf.il/main/sachar/klali.aspx |B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf .i | Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm Bl ock 1
90. 154. 99. 252 F“Sf;;”i on 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/iturinasp/ B ock 1
80.246.139.51 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
Russi an . . D stributed Unaut horized Method for Known URL on
188. 187. 16. 137 e ot i on 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v har edi i gener al . aspx B ock 1
77.127.76. 82 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
41.111.106.213 |Ageria 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wwwy i df . i/ I B ock 1
87.68. 31. 193 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
198. 20. 167. 138 |lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed HTTP Met hod B ock 1
. . Unaut hori zed Met hod PCBT for
77.139.173. 202 |Rance 147.237.72. 166 |aka. i df . i | wiw aka, i df . i |/ i v smal i mf snal i m aspx B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock
157.55. 39. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 157.55. 39. 74 B ock 1
Russi an . . Unaut hori zed Met hod PCBT for
94.180. 143. 175 e ot i on 147.237.72.166 |aka. i df . i | v aka. i df i |/ nai n/ kapat 2/ cont act Us. asp B ock 1
37.26.148.208 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
82.81. 69. 86 | srael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
188. 255. 25. 100 RJSf;:I”ion 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod PCST for ww aka. i df . i |/ mai n/ kapat z/ B ock 1
109. 65. 32. 150  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/main/ hone/ gi yus B ock 1
. - D stributed Lhaut hori zed URL Access on
46.19.85.0 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
87.70.243.186 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 1
198. 20. 167. 138 |Uhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
77.139.247.145 |France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed URL Access on v anan. i df .il/favicon.ico Bl ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp |B ock 1
Russi an . . DO stributed Unaut horized Method for Known URL on
95.24.125.26 Federation 147.237.72. 166 [aka. i df . i | vwwy aka. i df . il /iturindasp/ di spl ayonesol di er. asp Bl ock !
40.134.145.86 |Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/rights/aspl/info.asp Bl ock 1
82.81.69. 86 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/wp-1ogin. php B ock 1
192.169.7.223 |Wited Sates  |147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.138.90. 17 France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed LRL Access on v anan. i df . il /favicon.ico Bl ock 1
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