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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
87.68.48. 181 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 5
109. 66. 178. 52 | srael 147.237.77. 216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 88. 208. 193 147.237.77. 227 Russi an Federat i on e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
93.172. 198. 184 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
84. 110. 54. 157 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 227. 38 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
64.137.171. 55 147.237.76. 34 Canada yohal an. i df . i ET SCAN Potential SSH Scan 1
46.120. 212. 154 147.237.72. 156 I 'srael anan. i of .i | portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 88. 208. 193 147.237.77. 212 Russi an Federation e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
84. 111. 66. 4 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 181. 229. 159 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 178. 96. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
58. 218. 200. 137 147.237.0. 35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
46. 19. 86. 195 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYNretransmt wth different

79.178.116. 1 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal e moni tor |33
79.178.116.1  [israel 147. 237. 77. 216 |dover . i df . Bad TCP sequence mdgitvrsaéz"lt wehdfferent  Joonitor |21
79.179.99.222 |Israel 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Tinmeout [monitor |21
46.19.86.121  |israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval idimvalid segnent retransmssion. |, o 18
Ret r ansni ssi on Packet dropped.
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
37.46. 41. 45 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| Streanng Bngi ne: TCP Inval i dinvalid segrent retransmission. | 16
Ret r ansni ssi on Packet dropped.
213.8.90. 143 I srael 147. 237. 77. 170 |maar achot . i df . i | Bad TCP sequence Invalid sequence nunber noni t or 16
109. 253. 207. 2551 sr ael 147.237.77. 243 |nubi le. i df . Streamng Engi ne: TCP Invalidlimalid segrent retransmssion. | ) 15
Ret r ansni ssi on Packet dropped.
46. 19. 86. 241 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |15
46. 19. 86. 108 I srael 147.237. 77. 216 [dover.i df . il Bad TCP sequence Inval i d ACK nunber alert 13
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 178 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 12
46.19. 85. 178 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
87. 69. 36. 223 I srael 147.237. 72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> Tineout [monitor |12
46. 210. 164. 187 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 86. 241 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
77.239.224. 35 :Z:::I”ion 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni tor |11
46. 19. 86. 68 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |11
94.82.107. 18 Italy 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
79.179.128.11 | srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
194. 67.211. 187 :fijjﬂon 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
79.178.254.24 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber moni tor |10
2.53.27.131 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |10
108.170.58.42 |wnited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |9
108.170.58.42 |wnited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |9
108.170.58.42 |wnited Sates [147.237.0.19 |nmdimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |9
108.170.58.42 |wnited Sates |[147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |9
108.170.58.42 |[nited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |8
108.170.58.42 |wnited Sates [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |8
79.178.254.24 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 8
108. 170.58.42 |lhited Sates 147.237.76.39 |[nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
108.170.58.42 |lhited Sates |[147.237.0.17 ;"I"Iy kosher-kravi . id |qyN At t ack SYN -> SYN-ACK -> Timeout |monitor |8
46.19. 85. 63 I'srael 147.237.76.42 |refuah.idf.il Streamng Engi ne: TCP Invalid|imvalid segnent retramsmission. |, 8
Ret r ansni ssi on Packet dropped.
109. 253. 212. 76 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
64.37.98.12 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |7
108.170.58.42 |[hited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
108. 170. 58. 42 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 7
79.179.128.11 |l srael 147.237.72. 156 |anan.idf .| Bad TCP sequence nonitor |7
108.170.58.42 |[Wiited Sates |147.237.77.226 ‘I’“’“"‘Chanmz'aka' Haf-T1oyN At t ack SYN -> SYN-ACK -> Timeout |nonitor |7
108.170.58.42 |wnited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |7
108.170.58.42 |[lnited Sates |[147.237.77.233atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |7
64.37.98. 12 Lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
108.170.58.42 |wnited Sates [147.237.77.234 |halag.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |7
79.178.254.24  |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST moni tor |7
108.170.58.42 |lhited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 7
64.37.98.12 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |7
108.170.58.42 |[lhited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |7
108.170.58.42 |lWhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
79.176.60.163 |l srael 147.237.72. 166 |aka. i dof i SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |6
46. 120. 12. 155 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 215. 148|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 34
84.111. 41. 50 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 22
77.127.90. 61 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 16
85.64.115. 128 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 15
87.69. 81. 177 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 13
46.19. 86. 165 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 9
46.116. 14.218 |lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode B ock 6
109. 253. 207. 255|1 sr ael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
79.178.39.183 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 4
80. 246. 139. 226 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 4
46.120.38.133 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 3
. . Unaut hori zed URL Access to
46.19. 85. 147 | srael 147.237.72. 156 |anan. i df . i | v anan. i df . i 1/ consol ef cor e/ doc._myr / undef i ned B ock 3
46. 19. 86. 170 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock
46.19. 86. 121 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
212. 76.120. 127 i srael 147. 237.72. 166 |aka. i df . i | Whaut hori zed Met hod HEAD f or B ock 2
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
. . Unaut hori zed URL Access to
46.120.246.52 |Israel 147.237.72. 166 [aka. i df . i | ww aka i o i |/ @i 1V scr i pt s/ css3pi e, ht B ock 2
46.19. 85. 168 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock
176.13.17.221 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.147.154 |[israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock
77.139. 248.230 |France 147.237.72. 166 |aka. i df . i | Wnautt hor i zed Method PCST for Bl ock 2
wn aka. i df . i |/ mai n/ gi yus/ pni ot . aspx
109. 67.33.235 |lIsrael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 2
. . D stributed Uhaut hori zed URL Access on
87.71. 47. 106 | srael 147.237.72. 156 |anan. i df . i | O i i1/ bt ps: /v il B ock 1
- kosher-kravi . i df '
40.77.167.19  |Uited Sates  [147.237.0.16 |V Wnaut hori zed URL Access to Bl ock 1
il v ny- kosher -kravi . idf.il/robots. txt
80. 246. 136. 233 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55. 39. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 157.55. 39. 74 B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.161.15 |France 147.237.72. 166 [aka.i df . i | v aka. i df . i 1/ mai 1V gi yus/ yahash/ sheel on. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 228 |l srael 147.237.77.74 |lawidf.il 147.237. 77. 74 si p storagel 11 es/ 2/ 302. pf B ock 1
. . D stributed ULhauthori zed URL Access on
94.230. 86. 155 [l srael 147.237.72. 156 [anan. i df . i | - i i1/ https: /waw RN, Bl ock 1
46.19. 86. 150 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
2.55.150. 1 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
192. 116. 53. 240 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.124.43.165 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
. . Unaut hori zed URL Access to
89. 139. 158. 207 |l srael 147.237.72. 156 |anan. i df . i | - Cid i1/ https: / waw il B ock 1
. . Unaut hori zed URL Access to
212.179.40. 171 |Israel 147.237.72. 156 |anan. i df . i | - Jidf.i1/sip storagelfiles/ 1/ 71751 paf B ock 1
157.55. 39. 74 Lhited Sates 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/... B ock 1
77.138.252.22  |France 147.237.72. 156 |anan. i df . i | Distributed Lhaut hori zed LRL Access on Bl ock 1
ww anan. i df .11/ favi con. i co
. . D stributed Unaut hori zed URL Access on
66. 249. 65. 24 I srael 147.237.77. 216 |dover . i df . i | 147 237 77 216/ r obot s. £ xt B ock 1
Russi an . . Unaut hori zed Met hod PCST for
95. 79. 45. 114 eration 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ yohal ary mai n/ i n. asp B ock 1
85.64.245. 112  |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response CGode B ock 1
. . Unaut hori zed URL Access to
79.178.116. 1 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel fi | es/ 8/ 1668. doc B ock 1
31.168.68.202 |Israel 147.237.77.74 |lawidf il thaut hori zed LR. Access to . B ock 1
wwy | aw i df.il/inages/ 1. he/infocenteritent
. . Unaut hori zed Met hod PCST for
194. 242. 168. 227|France 147.237.72. 166 [aka. i df . i | v aka. | df i |/ mai v i yus/ si t enap. aspx B ock 1
77.127.36. 93 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. ] D stributed Uhauthori zed URL Access on
91.199. 69. 254  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
] . . D stributed UWaut hori zed Method for Known URL on
66.102.9.8 Lhited Sates  [147.237.72.166|aka. i df .il v aka. i df . i 1/ mai 1/ hore/ def aul t . aspx B ock 1
213.57.168.41 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
82. 80. 138. 31 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
77.139.56.173  |France 147. 237. 72. 156 |anan. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
ww anan. i df . i1/ favi con.ico
. . D stributed ULhauthori zed URL Access on
2.53. 147. 222 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 51 Bl ock 1
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