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M anan.idf.il
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M mobi le.idf.il
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M i shuri maka.idf.i

W 64.37.98.12
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I 46. 28. 137. 190
37.26. 149. 252
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M 185.87. 183.52
[ 5.102. 221. 179
M 46. 19. 85. 41
109. 253. 130. 48
Il 185. 87. 183. 59
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
168. 235. 197. 20 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 51

168. 235. 197. 20 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 31

157. 55. 39. 74 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

168. 235. 197. 20 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
71.6.216. 45 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1

208. 67. 1. 32 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.216. 37 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action |Oount |
198. 27. 100. 198 Canada 147.237.77.216 |dover.idf.il|Cl000026: HITP. Access to - index. php?opti on=comj ce Per mit 6
151. 80. 31. 183 France 147.237.72.156 |anan.idf.il [Cl000146: HTTP. AhrefBot craw er B ock 1
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il|24910: HTTP. Python urllib User-Agent Header Bl ock 1
198. 27. 100. 198 Canada 147.237.77.216 |dover.idf.il|22280: HITP. Joonha Quject Injection Vil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

45.56.108. 106  |147.237.76.39 |[lnited Sates [nobile. neitav.idf.il . . 2
deni al of service attenpt
62.210. 113. 216 |[147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
31.168.13. 78 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 241. 253|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 65. 90. 207  |147.237. 77. 226 |I srael v chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 1
84.109. 29. 18 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178.149.52  |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
203. 86. 3. 66 147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.245.183.109 (147.237.8.45 [l ndonesi a e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.77. 178 |Uhited Sates |e. natpash.idf.il ET DRP Bshiel d B ock Listed Source 1
43.245.183. 109 [147.237.8.24 |l ndonesi a elifestyle.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 27. 106. 249 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 155 |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
163. 172.129. 15 [147.237.77.170 LK?i;gegom maar achot . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
109. 66. 141. 88  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 234. 47 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
84.94.91. 220 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
43,245, 183. 109 |147.237.8.45 |Indonesia e.eitanidf.il ET SCAN NVAP -sS w ndow 4096 1
201. 211. 125. 189|147. 237. 77. 216 |Venezuel a dover.idf.il portscan: TP D stributed Portscan 1
43.245.183.109 |[147.237.8.24 |Indonesia elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
194, 56. 215. 218 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
43.245.183.109 |[147.237.8.24 |Indonesia elifestyleidf.il ET SCAN NVAP -f -sS 1
168. 235.197. 20 |147.237.77.216|Wited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
168. 235.197. 20 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 96
168. 235.197.20 |[Uhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout [nonitor 70
Pal esti ni an S -
46. 28. 137. 190 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 40
Pal esti ni an o -
46. 28. 137. 190 Territory, CGeeupi ed 147.237.77. 176 |nat pash. i df . i1 dr op Frst packet isn't SYN drop 30
Sreamng Engi ne: TCP i i ssi
5.102.221.179 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| mng thgine. Invalid segnent retransmssion. | . 30
Inval i d Retransnission Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
Streamng BEngi ne: TCP i i ssi
109. 253. 130. 48 | srael 147.237. 77. 243 |robi 1 e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 21
Inval i d Retransnissi on Packet dropped.
Sreamng Engi ne: TCP Invalid segnent retransnission
66. 249. 66. 6 Lhited Sates 147.237.76.86 |navy.idf.il . L " |dro 21
W Inval i d Retransm ssion Packet dropped. P
141. 0. 13. 223 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |19
141. 0. 14. 106 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
Streamng BEngi ne: TCP i i ssi
109. 253. 200. 197 |i srael 147.237. 77. 243 |robi 1 e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 18
Inval i d Retransnissi on Packet dropped.
Streamng BEngi ne: TCP i i ssi
46.19.85.236  |Israel 147.237.77. 243 |nobil e.i df . mng tngi he- 1 Invalid segnent retransmssion. | 18
Inval i d Retransm ssion Packet dropped.
85. 130. 183. 194 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |16
46.19. 85. 41 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
85. 130. 183. 194 |l srael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |15
64.37.98.12 Lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout [nonitor 15
64.37.98.12 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor 15
64.37.98.12 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |14
64.37.98.12 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout [nonitor 14
64.37.98.12 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor 14
46.19. 85. 41 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 14
64.37.98. 12 Lhited Sates 147.237.76. 200 |eitan. aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Tineout |monitor 14
64.37.98. 12 Lhited Sates 147.237.77. 226 ;":’“"‘Cha”atz' aka. 1df. fovn At ack SYN -> SYN-ACK -> Timeout [nonitor |13
64.37.98.12 Lhited Sates 147.237.76.39 |nmobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 13
64.37.98.12 Lhited Sates 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |13
64.37.98.12 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 13
64.37.98.12 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 12
64.37.98.12 Lhited Sates 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |12
64.37.98.12 Lhited Sates 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 12
64.37.98.12 Lhited Sates 147.237.72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 12
64.37.98.12 Lhited Sates 147.237.77. 234 |hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |12
64.37.98.12 Lhited Sates 147.237.77.235|sviva. idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 11
185. 87. 183. 52 IF;.$B|:§|§TC 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |11
64.37.98.12 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor 11
64.37.98.12 Lhited Sates 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 11
85.130. 183. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
64.37.98. 12 Lhited Sates 147.237.0.17 ;“Inly kosher-kravi . 1d fovn At t ack SYN -> SYN-ACK -> Timeout [nonitor |11
64.37.98.12 Lhited Sates 147.237.0.19 |madi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 11
Iran, Islamc . . SYNretransmt wth different )
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence monitor |10
Iran, Islamc . . SYNretransmt wth different
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 10
64.37.98.12 Lhited Sates 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |10
93.172. 206. 23 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9
Streamng BEngi ne: TCP i i ssi
2.53.5.102 I'srael 147.237.77. 243 |nobi l e.i df .i1 mng tngihe- 1 Invalid segnent retransmssion. | 9
Inval i d Retransm ssion Packet dropped.
64.37.98. 12 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor
46. 19. 85. 201 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
45.74.1.194 Saudi Arabia 147.237.77. 216 [dover.idf i SYN Attack SYN -> SYN-ACK -> RST noni t or
Iran, Islamc . . SYNretransmt wth different
185. 87. 183. 59 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence aert 7
37.26. 149. 252 | srael 147.237.0.19 |nadimatal .idf.il dr op Frst packet isn't SN drop 6
Streamng Engi ne: TCP i i ssi
46.19. 85.72 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngihe- 1 Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
46. 19. 85. 201 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
84.111.41.50 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 22
37.26.149.252 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 21
46.120.38.133 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 9
198. 27.100. 198 |Canada 147.237.77.216|dover. i df . i | Mil ti pl e Waut hori zed URL Access from 198.27. 100. 198 Bl ock 8
198. 27. 100. 198 [Canada 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 8
84.229.86.113 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 6
176. 13.227. 118 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
2.53.132. 242 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock 5
79.181.8.173 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 4
109. 253. 130. 48 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
109. 253. 200. 197|1 sr ael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 4
2.53.5.102 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
46.121.210.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.125. 58. 60 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
84.229.86.113 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip_storagelfiles/8/ B ock 2
176.13.9. 153 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
Dstributed Paraneter Type Mol ation on
89. 139. 185. 139 |l srael 147.237.76.42 |refuah.idf.il waw refua. atal .idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct | 00$Cont ent P acetbl der 1$t xt Last Nane

5.29. 31. 30 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
77.138.196. 195 |France 147. 237.72. 156 |anan. i df . i | z;vt ;:#ﬁ‘:ﬁ?;‘;clo&ﬁdcf‘ Access on B ock 1
37.142.211.152 [Israel 147.237.76.42 [refuah.idf.il ot ted pauthorized éﬁaﬁciiii on Bock |1
207.232.21.105 |[Israel 147.237.72. 156 [anan. i df . i | Unhaut hori zed Method HEAD for list.ips.gov.il/ B ock 1
66.249.65.12 I srael 147. 237.77. 226 mlchamt 2. aka.l m“;:\‘;’r;tz;d Lo d/:c_icfffem ates/faq/f 2, aspx Bock |1
109. 253. 241. 174|I srael 147.237.76.42 |refuah.idf.il D stributed thaut hori zed LR Access on Bock |1

147.237. 76. 42/ st yl e/ shar ed/ r eset . css
. . Unaut hori zed URL Access to
85.65.170. 118 | sr ael 147.237.72. 156 [anan. i df . i | wan anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png B ock !

Ill1egal HITP \ersion

46. 19. 86. 130 | srael 147.237.77. 216 |dover . i df . i | _pk_i d. 20. 8af c=c3a48bad8d5a45e0. 1472997452. 2. 1473253980. 14 |B ock 1
73253980. ; _pk_ses. 20. 8af c=*
45.56.108.106 |Uhited Sates [147.237.76.39 |nobile.neitav.idf.il [Wauthorized Method CPTIONS for / B ock 1
216. 1. 128. 60 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to www i df.il/894-en/idf gdover. aspx B ock 1
79.179.28.253 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
5.102.221.179  |israel 147.237.76. 200 |ei tan. aka. i df . i | thaut hori zed LR. Access to Bt ock 1
wawy ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
185. 120.125. 71 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.121. 253.55 | srael 147.237.72. 166 |aka. i df .i | ‘LhknOV\n Par_ ame_t er c_t | 00%ct | 00$CphMa| n$cphSachar $t f asi n& gnA | None 1
in ww aka.idf.il/nain/sachar/ payslips. aspx
Dstributed Paraneter Type Mol ation on
109. 64. 39. 26 I srael 147.237.76.42 |refuah.idf.il v refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct 1 00$Cont ent Pl aceHbl der 1$t xt Last Nane
46.19. 85. 148 I srael 147.237.77. 216 |dover.idf . il D stributed Unknown HTTP Request Met hod B ock 1
77.138.206. 194 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
37.142.211.152 [Israel 147.237.76.42 |refuah.idf.il voww ref U, atal i df i 1/ 1518- he/ ref uah. aspx Bl ock 1
212.76. 99. 52 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/main/sachar/faq. aspx B ock 1
157. 55. 39. 49 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 65. 51 B ock 1
85.65.186. 161 [l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
46. 19. 86. 214 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
46.19. 85. 118 I sragl 147.237.76. 42 |refuah.idf.il D stributed Unaut hori zed LRL Access on B ock 1

147. 237. 76. 42/ 1518- he/ r ef uah. aspx

. . D stributed Waut horized URL Access on
37.26.146.157 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1

Par anet er Type M ol ati on PageNumin

68.180.230. 47 |Whited States |147.237.77. 216 |dover. i df . il waw i df i 1/ 1133- hel dover . aspx B ock 1
Russi an . . D stributed Whaut horized Method for Known URL on
46. 252. 244. 150 er ati on 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
109. 67.33.235  |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 130 I srael 147.237.77.216|dover.idf .i | Abnormal |y Long Request net hod B ock 1
77.139. 65. 61 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka.idf.il/ishurincityofficers/ |B ock 1
45.56.108.106 |Lhited Sates |147.237.76.39 |nobile.neitav.idf.il [Distributed Whauthorized HTTP Mt hod B ock 1
212 76. 99. 52 srael 147, 237.72. 166 |aka. i df .i | Uhknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ct 109 in None 1

aka. i df.il/nai n/ sachar/ paysl i ps. aspx
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