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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 66. 148. 108 | srael 147.237.72. 156 anan.idf.il B ack List drop 5
109. 65. 125. 134 | srael 147.237.77. 216 dover.idf.il B ack List drop 4
79.177.112. 107 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
71.6.216. 35 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
109. 66. 148. 108 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
71.6.216.54 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
89.248.174. 4 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
71.6.216.58 Lhited Sates 147.237.76. 34 yohal an.i df.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
71.6.216. 60 Lhited Sates 147.237. 76. 148 gocenter.aka. idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i|[Cl000026: HITP. Access to - index. php?opti on=comj ce Per mit 6
106. 38.241.105 |Chi na 147.237.72.166 |aka.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
198. 27.100. 198 |Canada 147.237.77.216 |dover.idf.i||22280: HITP. Joonha Qhject Injection Winerability B ock 1




09-07-2016-15:04:06 to 09-07-2016-16:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
62.210.113. 73  |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
62.210. 124. 129 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
93.172.202. 134 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.229.35.234 147.237.0.19 |italy madi matal .idf.il ET SCAN Potential SSH Scan 1
84.109. 231. 152 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80.246.133.98  [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.177.29.169 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.71.253.43 |147.237.0.16 |United Ki ngdom |ny-kosher-kravi.idf.il SER\/ER APAO—E_Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
208. 100. 26. 228 |[147.237.77.170|Whited Sates  [naarachot.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
194, 114. 146. 227|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
31.154. 81. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.27.105.66  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.229. 35. 234 147.237.76.31 [italy nakchal . i df.il ET SCAN Potential SSH Scan 1
93. 174. 93. 46 147. 237. 76. 197 [Net her | ands e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.229. 35. 234 147.237.0.34 |itay tikshuv.idf.il ET SCAN Potential SSH Scan 1
89. 138. 192. 203 [147.237.76.86 |lsrael navy. i df.il ET SCAN NVAP -sA (2) 1
2.229. 35. 234 147.237.0.16 [italy ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
84.108. 8. 104 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.251. 72 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 |[147.237.77.212|Wited Sates  |e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.90.243.221 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 88. 208. 193 [147. 237.76. 176 ?éj:i;’}m test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.168.165. 94 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
188. 120. 154. 234|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.22.134. 207 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
95.86.123.100 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
2.229. 35. 234 147.237.8.14 |itay e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Signature Action ‘Count
79.177.72.94  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo |20
w ndow scal e
108.170.58.42 |[Uited Sates 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 18
108.170.58. 42 |lhited Sates 147.237.76. 200 |ei tan. aka.i df .i| SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 18
108.170.58. 42 |Lhited Sates 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 18
108.170.58.42 |[Uited Sates 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 18
108.170.58. 42 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 18
108.170.58. 42 |Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df .i| [SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 15
Sreanming Engine: TGP Invalid i i ssi
46.19.86.115 |Israel 147.237.0.34 |tikshuv.idf. il 9 =9 Invalid segnent retransmssion. |, 14
Ret r ansmi ssi on Packet dropped.
108. 170.58. 42 |Lhited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 14
108.170.58.42 |[Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
212.179.21. 194 (I srael 147. 237. 76. 197 |e. hi nush. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 13
46.19.85.157  |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |10
46.19.85.157  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |7
Sreaning Engine: TQP Invalid i i ssi
77.126. 46.236 |Israel 147.237.72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
81.218.163.92 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 86. 72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.157  [lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
. . SWNretransmt wth different .
79.176. 98. 65 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 6
Iran, Islamc . . SN retransmt wth different
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 6
2.53.185.112 |[lIsrael 147.237.72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST mnitor |6
2.53.15. 247 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.157  [lIsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
185. 87. 183. 52 'Fézﬂa:ilffm 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |6
Iran, Islanic . . )
185. 87. 183. 59 Republ i ¢ of 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
Iran, Islamc . . . .
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.76.210. 53 gcisgi';'ja” Tertitoryli 47 237.77. 176 |nat pash. i of . | SYN At t ack SYN -> SYN-ACK -> Timeout [monitor |5
46. 19. 86. 92 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 5
185. 87. 183. 59 :%fzz'b“'z'?'fm 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |5
192. 116. 128. 90 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
176.13.21.19 |[Israel 147.237.77. 234 |hal ag.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 92 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
185. 87. 183. 52 IF;EH:?TC 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |5
185.87.183.59 |/ Islanc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different | oy 5
Republ i ¢ of sequence
46.19. 86. 75 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
Iran, Islamc . . SN retransmt wth different
185. 87. 183. 51 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 5
. . SYNtAXK retransmt with )
192. 116. 128. 90 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent i ndow scal noni t or 5
109. 66. 198. 163 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |5
185.87. 183, 59 |/ Islamc 147.237.76.86 |navy.idf.il Bad TCP sequence SN retransmt wth different monitor |5
Republ i ¢ of sequence
46.19.86.195 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
185.87.183.51 |/ Islanc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different | oior s
Republ i ¢ of sequence
Iran, Islanic . . SWNretransmit wth different .
185. 87. 183. 52 Republ i ¢ of 147.237.76.86 [navy.idf.il Bad TCP sequence sequence monitor |5
46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
185. 87. 183. 51 :{ef;ﬂa i'z'f;mc 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 4
e SYN+ACK retransmt wth .
2.53.9. 147 I 'srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal e monitor |4
84.108. 27.188 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber mnitor |4
185. 87. 183. 51 'Fézﬂa:ilffm 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |monitor |4
212.179. 93. 114 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
46.19.85.113  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or
Iran, Islamc . . SN retransmt wth different
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.162 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 123
37.26.148.167 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 9
80.246.138.79 [Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 5
82. 80. 196. 44 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 4
85. 64.245.112 |Israel 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 4
37.26.149.213 [Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 4
198. 27.100. 198 |Canada 147.237.77.216|dover. i df . i | PHP Att enpt B ock 4
46. 19. 86. 107 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 3
176.13. 2. 221 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 134. 119l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.181.8.173 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 3
109. 253. 228. 225|I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.245.15 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
198. 27. 100. 198 [Canada 147.237.77. 216 |dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 198. 27. 100. 198 B ock 3
109. 186. 65. 144 |1 srael 147.237. 72. 166 |aka. i df . i | ook o 1L ot ot el ot rvs=1yot er_user <3715 Bock |2
2.53.178. 103 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
65.55.210.135 [lnited Sates |147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 2
46.19. 86. 129 I srael 147.237.72. 156 |anan. i df . i | Distributed Suspi ci ous Response Code B ock 2
2.55. 44, 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249. 88. 142 |[Israel 147.237.77.216|dover. i df .i | Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 2
157.55.39. 115 |lhited Sates [147.237.77.216|dover.idf . il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 2
185. 3. 147. 63 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 2
2.55.190. 95 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 115 |lhited Sates [147.237.77.216|dover.idf . il Unaut hori zed URL Access to wwwi idf.il/1283-16648-en/dover.asp  |B ock 1
Unknown HTTP Request Met hod
77.139.111.179 |France 147.237.77.216|dover. i df . il [[#26]] @ p9; i =1 30@¢! ycAG TEU4»- ONDI 7' « 5% [ [ #28] ] +¢[-1~2\} |B ock 1
B ETGR@[[#0]] in URL Gp
77.139.111. 179 |France 147.237.77. 216 |dover . i df . i | Abnornal |y Long Header Line request header nane B ock 1
217. 96.220. 116 |Pol and 147.237. 72. 166 |aka. i df . i | Dstr buted trauhori zed Wt hod ;‘S’LXK”O"‘” R on Bock |1
66.249.76. 117 [ srael 147. 237.72. 166 |aka. i df . i | gsrffg%u\ﬁ_i Elsflsiiéﬁqpmtoco' violation None 1
204.79.180.24 |United States [147. 237. 72. 166 [aka. i df . i | Dstr buted trauhori zed Wt hod ;‘S’LXK”O"‘” R on Bock |1
85. 64. 32. 96 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/9/ B ock 1
79.177.112. 107 | srael 147.237.77. 216 |dover. i df . i | mﬂt;‘fc’_ri'lzﬁim :‘S:/Cseﬁ:r;d(;usercomol o revnend rasl i Bock |1
185.89.217.226 |Netherlands |147.237.76.86 |navy.idf.il R inzvgt.’?‘é?.?ﬁt. .E/jirf;;ggshar T Bock  [1
Il egal HITP \krsion
77.139.111. 179 |France 147.237.77.216|dover . i df .i | bl [#12] ] il [#26] ] 2 QZ6y[ [~#3_]_]bE‘ T8[[#25]] L}J"’é[[#24]][[#20]] I« &8AC |B ock 1
{wiel g [#24]19-" F xWASUq Y¥K°¥[ [ #6]] Eee
132.64.217.56 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df . il/1153-21991- he/ B ock 1
89.237.65.66  |France 147.237.72. 166 |aka. i df . i | m”;grii jfe'di I'\/":gi“;?gm/ ;er]ash/sheel on. aspx Bl ock 1
71.6.135.131 Lhited Sates |147.237.77. 226 \(;\;/W\il.lchaﬁat z.aka.i Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
212.71. 253. 43 LKTi;gegom 147.237.0.16 n|yl kosher-kravi . idf |, i horized URL Access to / B ock 1
198. 27. 100. 198 |Canada 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/tnp/ krd. php B ock 1
31.154.22.110 [ srael 147.237.77. 176 |nat pash. i df . i | mué:gogtifz: Hj‘sipg_i‘:ifaggl {11 65/ /4629, pg Bock |1
77.139.173.150 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka. idf.il/main/snalin B ock
77.139.111.179 |France 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock
217.194. 203.52 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.79.134 |lsrael 147.237.0. 16 nlyl- kosher - kravi . i df Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
207. 46. 13. 10 Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/tenplates/sitenap/ B ock 1
194. 90. 66. 15 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
132. 66. 54. 240 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ B ock 1
77.139.111.179 |France 147.237.77.216|dover.idf .i | Mal formed URL Op B ock 1
93.172.151.103 |Israel 147. 237.72. 166 |aka. i df . i | mu;grii dzf.e?I ;\bn;h;dgiﬁ?kf o ki osk. aspx Bl ock 1
77.138.116.40 |France 147.237.76.42 |refuah.idf.il ﬁwaf:: o ;y;e_ i\'Lfo_' ialt /' fsnlg_tr"gﬁ?l:‘;h‘f”atsixace"b' deriStxtlasthare in g o 1
212.235.56. 185 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/ B ock 1

09-07-2016-15:04:06

to 09-07-2016-16:04:06




