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09-07-2016-14:04:08 to 09-07-2016-15:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
79.183. 79. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53.136. 112 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
77.124.50. 89 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
164. 132. 204. 21 Italy 147.237.76. 201 eatal.idf.il B ack List drop 1
71.6.216. 62 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
80. 178. 146. 19 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
207.232.27.5 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
116. 255. 147. 247 Chi na 147.237.76.176 test.ncore.idf.i|JLM Under Attack Con Tcp drop 1
71.6.216.53 Lhited Sates 147.237.76. 197 e hinush.idf.il |Back List drop 1
79.178.56. 78 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
149. 202. 89. 123 France 147.237. 76. 200 eitan. aka. idf.il |Back List drop 1
71.6.216. 56 Lhited Sates 147.237. 76. 200 eitan. aka idf.il |Back List drop 1




09-07-2016-14:04:08 to 09-07-2016-15:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i|[Cl000026: HITP. Access to - index. php?opti on=comj ce Per mit 20
198.27.100.198 |Canada 147.237.77.216 |dover.idf.i||22280: HITP. Jooma Qoject |njection Wil nerability B ock 3




09-07-2016-14:04:08 to 09-07-2016-15:04:08

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
82.81.45.84 147.237.72.166 |[Israel aka.idf.il ET SCAN NVAP -sA (2) 6
62. 219. 54. 250 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 129. 15 147.237.76.196 |United Ki ngdom e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
5.28.174. 206 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
132.229.162. 176  [147.237.77.216 [Nether| ands dover.idf.il portscan: TCP O stributed Portscan 1
2.53.38. 84 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
93.174. 94. 142 147.237.72.166  [Netherl ands aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196. 47.173. 21 147.237.76.198 |Qte Dlvoire €. yohal an. i df .i ET SCAN NVAP -sS w ndow 1024 1
89. 138. 115. 48 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 73 147.237.77.243  |lkraine nobi | e.idf il ET SCAN Potential SSH Scan 1
85. 65. 232. 106 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 73 147.237.77. 74 Lkrai ne lawidf.il ET SCAN Potential SSH Scan 1
84.94. 116. 32 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
192. 115. 26. 95 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
163.172.169. 150 |147.237.72.14 Uni ted Ki ngdom dover.idf.il(old) ET SCAN NVAP -sS w ndow 1024 1
63.142.161. 5 147.237.72.167 [Canada ishurimakaidf.il [ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 147.237.76.196  |nited K ngdom e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.120. 122. 219 147.237.76.200 |[Israel eitan aka.idf.il Xenu Link S euth User Agent 1
138. 134. 102. 15 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
2.53. 50. 207 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
103. 207. 37. 81 147.237.76. 38 M et nam e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213. 8. 53. 154 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.76. 31 Net her | ands nakchal .i df .il ET SCAN Potential SSH Scan 1
195. 88. 208. 193 147.237.77. 74 Russi an Federation lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
87.71.20. 211 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 73 147.237.77.212  |kraine e.dover.idf.il ET SCAN Potential SSH Scan 1
84.109. 213. 41 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 73 147.237.0. 15 Lkr ai ne kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
82.102. 213. 46 147.237.77.176  |Palestinian Territory, Gecupied  [matpash.idf.il ET SCAN NVAP -sA (2) 1
176. 106. 41. 217 147.237.77.216 |Palestinian Territory, QGecupied dover.idf.il portscan: TQP Distributed Portscan 1
80. 179. 118. 219 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
163.172.149. 151  |147.237.72.217 |United Ki ngdom eidf.il ET SCAN NVAP -sS w ndow 1024 1




09-07-2016-14:04:08 to 09-07-2016-15:04:08

|Top Attackers In FW |

At acker

Target Address

dte

Signature

CGountry

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Republ i ¢ of

176. 13. 250. 184 |l srael 147.237.77. 243 |nobi l e. i df .i | S dro| 39
Ret r ansni ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i sSi
84.109.51.32 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 34
Ret r ansmi ssi on Packet dropped.
74.91.23.166 |Wited Qates  |147.237.72. 166 |aka i cf i Bad TCP sequence SNretransmt with different ooy [24
w ndow scal e
. . SYNretransmt wth different .
79.180. 242. 57 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 24
108.170.58.42 |Lited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
Sreanmng Engine: TCP Invalid i i ssi
5.28.155.45  |Israel 147. 237, 77. 243 |nobi | e. i of . i | 9 =9 Invalid segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dropped.
108.170.58. 42 |lhited Sates 147.237.76. 200 |ei tan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
108.170.58. 42 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
108.170.58. 42 |lhited Sates 147.237. 77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
108.170.58.42 |lLhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
108.170.58. 42 |lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
Sreamng Engine: TCP Invalid i i ssi
176. 13. 230. 152 |I srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148. 153 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
108.170.58.42 |lLhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Atack SYN -> SYN-ACK -> Ti neout noni t or 12
176. 13. 245. 77 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 11
108.170.58. 42 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
2.53.146. 23 I srael 147.237.72. 166 |aka. i of .i | drop Frst packet isn't SWN drop 10
. . SYNWAXK retransmt with .
87.70. 30. 37 I srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence gifferent w ndow scal e moni t or 10
87.70. 30. 37 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
138.162. 128. 52 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
185.87. 183,56 [L/a 1S1aMC 4147 937 76.86 |nawy.idr. il Bad TCP sequence SNretransmt with different oo [
Republ i ¢ of sequence
87.70.30.37 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
185. 27. 105. 69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
. . SYNWAKK retransmt with :
176. 13. 245. 77 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 7
77.127.73.180 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 7
185. 87. 183. 56 :%Znu'b”'zlzmc 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |7
. . SYNWAXK retransmt with .
87.70. 30. 37 I srael 147.237.72. 156 |anan.i df . i Bad TCP sequence gifferent w ndow scal e moni t or 7
62.0.238.55 |Israel 147.237.77. 226 V‘:"l"’“ha"atz'aka"df drop First packet ism't SWN drop 7
Sreaming Engine: TGP Invalid i i ssi
46.19.85.206 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Iran, Islanic . . SYNretransmt wth different
185. 87. 183. 56 Republ i ¢ of 147.237.76.86 [navy.idf.il Bad TCP sequence sequence alert 6
Sreanming Engine: TGP Invalid i i ssi
46.19.86.137 |Israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
46.19.86.207 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 0 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert
2.53.146.23  |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SYNHACK retransmt with monitor |6
different wndow scal e
Sreaming Engine: TGP Invalid i i sSi
176.13.225.41 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46.19.86.0 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
2.53.25.134  |israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13. 4.9 I srael 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
176.13. 245. 77 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
62.90.165.57 |lIsrael 147. 237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
62.0.221.1 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
37.26.148. 197 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.232  |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 5
2.53.146. 23 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
176. 13. 18. 145 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 5
185.87.183. 52 |/ Islamc 4, 10 537 76.86 [nawy.idh i SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

46.19. 86. 118 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 27

198. 27. 100. 198 [Canada 147.237.77. 216 |dover . i df .i | PHP At tenpt B ock 12

198. 27.100. 198 |Canada 147.237.77.216|dover. i df . il Ml ti pl e Uhaut horized URL Access from 198. 27. 100. 198 B ock 11

176. 13. 250. 184 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 7

85. 64.245.112 |Israel 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 7

176. 13. 230. 152 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5

80. 179. 96. 50 | srael 147.237.72.166 |aka. i df . i | Mul tipl e Uhaut horized URL Access from 80. 179. 96. 50 Bl ock 4

5. 28. 155. 45 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 4

46.19. 86. 228 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3

176.13.4.9 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3

37.26.149.177 |Israel 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 3

176. 13. 16. 94 I srael 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 3

2.53.47.15 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3

. . . Paraneter Type M ol ati on Qurrent Password in

109. 253. 146. 88 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 3

46. 19. 86. 137 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock

37.26.147.211 |[israel 147.237.0.19 |nadi matal .idf.il|Ostributed Suspicious Response Code B ock

81.218.70.243 [israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 81.218. 70. 243 B ock
. . Paranet er Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n

77.138.116.40 [France 147.237.76.42 |refuah.idf.il vown ref U, atal i df i1/ 1518- hel ref uah. aspx Bl ock 2

176. 13.234. 190 |[lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2

84.94.74. 109 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2

212.235.62.200 |[lIsrael 147.237.77.216|dover . i df .i | Distributed Unaut hori zed HTTP Met hod Bl ock 2

31.168.120. 231 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2

80.246.130.19 [Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2

212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to waww i df . i|/hebrew organi zati on/ nakhal B ock 2
. . D stributed Lhaut hori zed URL Access on

79.182.13.103 |[Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 421 styl ef shared/ reset . css Bl ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[lsrael 147.237.76.42 |refuah.idf.il voww ref ua atal i of .il/sip storagelfil es/5/si ze100x0/ 2975 | pg B ock 1

157.55.39.253 |United Sates |147.237.72.166|aka.idf.i | Unaut hori zed LRL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[lsrael 147.237.76.42 |refuah.idf.il vuww ref ua atal i of .il/sip storagelfil es/ 1 si ze100x0/ 3491 | pg B ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 I srael 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/sip storage/fil es/ 8/ si zel0Ox0/ 2808. j pg Bl ock !
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[lsrael 147.237.76.42 |refuah.idf.il vuww ref ua atal i of .il/sip storagelfil es/ U si ze100x0/ 2401 | pg B ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[Israel 147.237.76.42 |refuah.idf.il W refua atal i df il /sip storagelfil es/ 7/ si ze100x0/ 2827. | pg Bl ock 1

217.194. 195. 128]l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

74.91. 23. 166 Lhited Sates |147.237.72. 166aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
- . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 | srael 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/sip storagelfil es/ 4/ si zelOOx0/ 2424. | pg Bl ock !

87.70.115.191 [israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessions: Qpen Mde None 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[Israel 147.237.76.42 |refuah.idf.il W refua atal i df il /sip storagelfil es/ 3/ si ze100x0/ 2363, | pg Bl ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243  |Israel 147.237.76.42 Jrefuah. idf. il | '\ of o aralidh.il/sip storagel files/9/si ze100x0/ 2969 | pg Bl ock !
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 I srael 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/sip storage/files/ 0/ si zel0Ox0/ 3250. j pg Bl ock !
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243  |Israel 147.237.76.42 Jrefuah. idf. il | oo aralidh.il/sip storagelfiles/ & si ze100x0/ 3296. | pg Bl ock !

199. 30. 25. 19 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1

52.16.137.212 [ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / B ock 1

. . Unaut hori zed URL Access to

46. 19. 85. 70 I srael 147.237.76.31 [nakchal .idf.il 147.237.76. 31/ si p st or agel {1 | es/ 8/ 1668. doc B ock 1
- . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 | srael 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/sip storagelfil es/ 2/ si zel00x0/ 2412. | pg Bl ock !
. . Paraneter Type M ol ati on wh48617274 in

81.218.70.243 |l srael 147.237.76.42 |refuah.idf.il voww ref ua atal i of .il/sip storagelfil es/8/si ze100x0/ 3238, | pg B ock 1
- . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 | srael 147.237.76.42 [refuah.idf.il ww refua atal.idf.il/sip storagelfil es/5/ si zel00x0/ 3395. | pg Bl ock !

176.13.225.41 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 1

77.138.204.110 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for v aka. i df . i|/mai n/ gi yus/recruitl ane. aspx |Bl ock 1
. . Paraneter Type M ol ati on wb48617274 in

81.218.70.243 |[Israel 147.237.76.42 |refuah.idf.il W refua atal i df.i1/sip storagelfil es/ 4 si ze100x0/ 3384 | pg B ock 1

138.162.128.52 |Uited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1

2.53.172. 74 I srael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 1
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