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09-07-2016-13:04:03 to 09-07-2016-14:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
79.177.214. 39 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 14
79.178. 56. 78 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
79.178.56. 78 | srael 147.237.77. 216 dover.idf.il |Back List drop 2
43.225. 205. 2 Bangl adesh 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
71.6.216. 58 Lhited Sates 147.237.76. 202 e.halag.idf.il|B ack List drop 1

89. 248. 172. 16 Net her | ands 147.237. 76. 42 refuah.idf.il |Back List drop 1
43.225. 205. 2 Bangl adesh 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnature Devi ce Action |Oount

87.68.17.195 I srael 147.237.77.176  |matpash.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1




09-07-2016-13:04:03 to 09-07-2016-14:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
212.235. 67. 47 147.237.76. 86 I 'srael navy.idf.il ET SCAN NVAP -sA (2) 2
46.120. 122. 219 147.237.77. 176 I srael nat pash. i df .i | Xenu Link Seuth User Agent 2
207. 232. 46. 58 147.237.77. 216 I srael dover.idf.il portscan: TGP Distributed Portscan 1
31.168. 123. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147.237. 72. 166 Qte Dlvoire aka idf.il ET SCAN NVAP -f -sS 1
23.91. 75. 231 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 149. 151 147.237. 0. 34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.145.171 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
95. 35. 222. 54 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 79 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 208. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
216.72. 40. 185 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 182 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 19 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 28. 34 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26.148. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147.237. 72. 166 Qte Dlvoire aka idf.il ET SCAN NVAP -sS wi ndow 2048 1
31.154.81.73 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 88. 208. 193 147.237. 72. 156 Russi an Federation aman. i df il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237. 8. 28 Wited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.24.51 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
80. 246. 138. 35 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 74. 109. 2 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
213.57.80. 130 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 218 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179. 225. 190 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
37.142.126.6 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Republ i ¢ of

seguence

‘Attacker Qountry ‘Target Addr ess Signature Action ‘Count
209. 197. 16. 156 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 21
209. 197. 16. 156 |hited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence iEJeetnCr:nsmt wthdfferent . o 20
209.197. 16. 156 |United Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’:;:;;g”smt wehdifferent ) onitor |18
209. 197. 16. 156 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 17
209. 197. 16. 156 |Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |16
212. 235. 98. 139 [l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 14
79.179.171.92 |Israel 147.237.77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST nmoni t or 11
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46.19.86.187 |Israel 147.237.77. 226 [} chanatz.aka. 1df a4 TCP sequence Inval i d ACK nurber moni tor |9
195. 60. 235. 57 |[lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST nmoni t or
2.55.59. 91 I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 66 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
185. 87. 183. 56 'F;‘S‘Ebl:i":fm 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |8
2.53.48.218  |Israel 147.237. 77. 216 |dover. i df .i | Bad TCP sequence SYNCACK retransmt wth monitor |8
different w ndow scal e
62.0.197. 85 I srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 7
185. 87. 183. 59 IF;ZEH:EI?C 147.237.76.86 |navy.idf. il Bad TCP sequence I'nval i d AGK nunber moni tor |7
Iran, Islamc . . .
185. 87. 183. 56 Republ i ¢ of 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 7
S reanming Engi ne: TCP i i SSi
109. 253. 133. 26 |I srael 147. 237. 76. 200 |ei tan. aka. i f .1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
Iran, Islamc . . SYNretransnit wth different .
185. 87. 183. 59 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence monitor |6
185.87.183.56 |/ Islamc 147.237.76.86 |navy.idf.il Bad TCP sequence SiNretransmt wth different | oyior |6
Republ i ¢ of sequence
46. 19. 86. 84 I srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST monitor |6
Sreamng BEngi ne: TCP i i sSi
80. 246. 138. 118 |1 sr ael 147. 237.72. 167 |i shuri maka. i df . i mng tngihe- 1 Invalid segnent retransmssion. . 6
Invalid Retransnission Packet dropped.
62.0.221.1 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
109. 253. 211. 84 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
185.87.183.56 |/ Islamc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt wth different | oy 6
Republ i ¢ of sequence
92.222.87.50 |France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |5
Iran, Islamc s SYNretransmt wth different .
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence monitor |5
. . . SYNWtAXK retransmt with .
2.55.59.91 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence di Fferent wi ndow scal e noni t or 5
2.55.10. 85 I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST monitor |5
46.32.211. 246 |PASStiman Territory, 7 537 77 176 |t pash. i of . i1 drop First packet ism't SWN drop 5
Cccupi ed
e SYN+ACXK retransmt wth .
82.102. 169. 113 |l srael 147. 237.77. 216 |dover.idf .i| Bad TCP sequence different v ndow scal e mnitor |5
46.19.86.174 |[Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
147. 236. 238. 97 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
46. 19. 85. 32 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
185. 87. 183. 56 Léxbl:ilzfm 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [monitor |5
Iran, Islamc R SYNretransmit wth different
185. 87. 183. 59 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 5
185.87. 183,52 [Lfan Isianc 147.237.76.86 |navy.idf.il Bad TCP sequence SNretransmt with different opiior |5
Republ i ¢ of sequence
46. 19. 85. 32 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
185. 87. 183. 52 IF;ZEH:EI?C 147.237.76.86 |navy.idf. il Bad TCP sequence I'nval i d AGK nunber moni tor |4
92.222.87.50 |France 147.237.77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
46.19. 86. 57 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or
92.222.87.50 |France 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
185. 87. 183. 52 'Féx'bl:ilgm 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |alert 4
46.19.85.141  |[Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
185. 87. 183. 53 'éﬁa:fffm 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |al ert 4
o SYN+ACXK retransmt with .
2.53.171.192 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal monitor |4
85. 250. 76. 248 |l srael 147.237.72. 167 |i shuri maka. i of .i | SYN Attack SYN -> SYN-ACK -> RST mnitor |4
185. 87. 183. 54 IF;SEHE'?C 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |alert 4
46. 19. 85. 66 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 4
185.87. 183.52 |Lran Islanc 147.237.76.86 |navy.idf il Bad TCP sequence S retransmit wih different | o 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176.13.225.61 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 124
83.130.70.132 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 65
109. 253. 220. 142|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 61
37.26.147.208 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 48
109. 253. 142. 244 |1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 6
138.162.128.52 [lnited Sates  [147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw i df.il/error. htm B ock 5
80.246.130.98 |[lIsrael 147.237.77.216|dover.i df . il Ostributed Whauthorized URL Access on waw idf.il/error.htm Bl ock 4
37.26.146.162 |Israel 147.237.77.243|nobi | e.i df . i | O stributed Suspici ous Response Code B ock 4
80.246.137.37 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.182. 142 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.199.118.19 [israel 147.237.77. 216 |dover.idf .l Ml tipl e Unhaut horized URL Access from212.199. 118. 19 B ock 3
37.26.146.210 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 2
2.53.29.18 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
212.143.118. 132|lI srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
176.13.12.170 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.102.242.166 |Israel 147.237.77.216|dover.i df . i D stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
2.53.25. 127 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock 1
212. 143. 118. 132|I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 212. 143. 118. 132 B ock 1

Mul tipl e Whaut hori zed Method for Known URL from
77.138.161. 187

. . Uhaut hori zed URL Access to
46.19. 85. 32 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1

. . Uhaut hori zed URL Access to
176.13. 5. 110 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42] styl el shar ed/ t ext . css B ock 1

. . Uhaut hori zed URL Access to
5.102.242.133 |[Israel 147.237.77.216|dover.i df . il v i o 1/ hi mush/ si t ef he/ hi mush. asp B ock 1

Mul tipl e Whaut hori zed Method for Known URL from

77.138.161. 187 |France 147.237.72. 166 |aka. i df . i | B ock

[

109. 65. 129. 60 |l srael 147.237.72. 166 [aka. i df . i | 109, 65. 129. 60 B ock 1
. . Uhaut hori zed URL Access to
212.199.118.19 |[Israel 147.237.77.216|dover.i df . il v df i 1/si p storagelfiles/5/ 18215.| pg Bl ock 1
194, 72.238. 241 |Wnited Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed Met hod HEAD for / B ock 1
: . . D stributed Whaut hori zed Method for Known URL on
66.102. 9. 2 Lhited Sates  |147.237.72.166|aka. i df .il vow aka i df i |/ rai rv sachar /Kl al i . aspx Bl ock 1
84. 95. 49. 145 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
77.138.161. 187 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df.il/main/smalind B ock
46. 19. 85. 103 I srael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock
109. 65.129. 60 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for B ock 1

wv aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx

. . Uhaut hori zed URL Access to
194. 114. 146. 227 |1 srael 147.237.77.216|dover. i df . il v i df i1 /i nages/ 1. hel sear chback. png B ock 1

Unaut hori zed URL Access to

66.249.64. 228 I srael 147.237.77.74 [lawidf. il 147.237.77. 74/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !

wwv, chanat z. aka. i d |uhaut hori zed URL Access to

87.26.149.194  Israel 147.237.77. 226 foil waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx Bl ock !
2.53.133. 155 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ at al . aspx |B ock 1
84.95.214.140 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/894-he/ atal . aspx |B ock 1
. . Uhaut hori zed URL Access to
212.143.118. 132l srael 147.237.76.31 |nakchal .idf.il vow nakhal i of i1 /i p storagel il es/ 2/ B ock 1
79.176. 63. 69 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod QPTIONS for v aka. i df . i |/ mai n/ gi yus/ B ock
46.19. 85. 141 I srael 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 67. 49. 7 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Distributed thaut horized URL Access on Bl ock 1
waw chi nuch. aka. i df .il/404. htm
31.154.81.73 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . D stributed Unaut hori zed URL Access on
81.218.101.66 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
198. 20. 87. 98 Lhited Sates  [147.237.72.156|anan. i df.il Lhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
. . . Unaut hori zed URL Access to
66.249.65.10  [Israel 147.237.77. 243 [nobi | e. i df . i | nobi €. i cf i1/ vel | - knowy asset ] i nks.  son Bl ock 1
138.162.128.54 |UWited Sates  [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
37.26.149.222 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . SS. Whtraceabl e Gonnection - Protocol violation
84.111.216.12 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN CLI ENT FI Nl SH RESUVED SESSI ON) None 1
79.177.136.45 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . D stributed Unaut hori zed LRL Access on
212.150. 20. 110 |Israel 147.237.77.233|atal .i df . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
178. 154. 149, 7 |HSSIan 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/sip_ B ock 1
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