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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
176.192. 169. 103 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2842
109. 63. 207. 8 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 447
84.229. 8. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

128. 68. 129. 55 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

93. 158. 203. 199 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1

157. 55. 39. 115 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
172.91. 186. 224 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.216. 55 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1

109. 63. 218. 152 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |S’gnat ure Devi ce Action ‘Oount |
75. 56. 235. 20 Lhited Sates 147.237.76.86  [navy.idf.il 6134: HITP: SQ Injection Variabl e Declaration Evasion B ock 21
84. 245. 33. 104 Net her | ands 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 12
40. 85. 96. 77 Irel and 147. 237. 76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
103. 238.138. 4 I ndonesi a 147.237.77.176 |mat pash.idf.il [6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 11
110. 4. 46. 108 Ml aysi a 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 10
75. 56. 235. 20 Lhited Sates 147.237.76.86  |navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 9
61. 220. 26. 201 Tai wan 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 9
216.119.125. 34 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SALECT) B ock 9
61. 220. 26. 201 Tai wan 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 8
216.119.125. 34 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
61. 220. 26. 201 Tai wan 147.237.77.216 |dover.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 7
40. 85. 96. 77 Ireland 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
213. 246. 49. 97 France 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
216. 58. 230. 159 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 43 Lhited Sates 147.237.0. 34 tikshuv.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
66. 96. 128. 60 Lhited Sates 147.237.77.74 [lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
23.91.70.45 Lhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
84. 245, 33. 104 Net her | ands 147.237.76.42 |refuah.idf.il [5670: HITP. SQ Injection (SALECT) B ock 6
74.63.228. 226 Lhited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
192. 99. 167. 90 Canada 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECI) B ock 6
103. 238.138. 4 I ndonesi a 147.237.77.176 |mat pash. i df.il [3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 5
103. 238. 138. 4 I ndonesi a 147.237.77.176 |mat pash.idf.il |5670: HITP SQL Injection (SELECT) B ock 4
187.17. 96. 33 Brazil 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 4
87.68.17.195 I srael 147.237.77.176 |nmat pash. i df.il |24910: HITP. Python urllib User-Agent Header B ock 2
62.212.73. 211 Nt her | ands 147.237.77.234 |hal ag.idf.il C1000074: HTTP: naj estic bot Pernit 2
173.234.159. 250 |[lLhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per mt 2
81.177.24. 40 Russian Federation |147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
23.91.70.51 Lhited Sates 147.237.77.74 [lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 2
50. 63. 197. 11 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECI) B ock 1




09-07-2016-12:04:08 to 09-07-2016-13:04:08

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

75. 56. 235. 20 147. 237. 76. 86 Lhited Sates navy.idf.il QA Injection - Select From 87
61. 220. 26. 201 147.237.77. 216 Tai wan dover.idf.il QA Injection - Select From 37
216. 119. 125. 34 147.237.77. 233 Wited Sates atal.idf.il S Injection - Select From 32
103. 238.138. 4 147. 237.77. 176 | ndonesi a nat pash. i df . i | QA Injection - Select From 27
40. 85. 96. 77 147.237.76. 42 I'rel and refuah.idf.il QA Injection - Select From 24
110. 4. 46. 108 147.237.77. 74 Ml aysi a lawidf.il S Injection - Select From 20
84.245. 33. 104 147. 237. 76. 42 Net her | ands refuah.idf.il SQ Injection - Select From 18
66. 96. 128. 60 147.237.77. 74 Uhited Sates lawidf.il QA Injection - Select From 17
74. 63. 228. 226 147.237.77. 74 Wited Sates lawidf.il S Injection - Select From 16
158. 85. 253. 245 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 15
216. 58. 230. 159 147.237.77. 74 Uhited Sates lawidf.il QA Injection - Select From 14
192. 99. 167. 90 147.237.77. 74 Canada lawidf.il S Injection - Select From 14
23.91.70. 43 147.237.0. 34 Lited Sates tikshuv.idf.il  [SQ Injection - Select From 13
213.246. 49. 97 147.237.77. 74 France lawidf.il QA Injection - Select From 13
23.91.70. 45 147.237.77. 74 Wited Sates lawidf.il S Injection - Select From 8
50. 63. 197. 11 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 3
187.17. 96. 33 147.237.77. 74 Brazil lawidf.il QA Injection - Select From 2
62.210.97. 57 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1




09-07-2016-12:04:08 to 09-07-2016-13:04:08

|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il drop SAMrule drop 1055
128.68.129.55 |Russian Federation|147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 841
109. 63. 207. 8 Russi an Federation|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 812
109. 63. 218. 152 |Russi an Federation|147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 659
176. 192. 169. 103|Russi an Federation|147. 237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
176. 195. 114. 193|Russi an Federation|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 61
94. 23.98. 79 France 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 39
87.69. 36. 34 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 36
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
64.37.98. 12 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 20
64.37.98.12 Lhited Sates 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 20
79.177.241.42 |israel 147.237.76. 200 [ei tan aka i o1 || S NG Engi ne: TQP Invalid finvalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
64.37.98. 12 Lhited Sates 147.237.76.39 [nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 19
64.37.98. 12 Lhited Sates 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
64.37.98. 12 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
64.37.98. 12 Lhited Sates 147.237.76. 147 |chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 18
64.37.98. 12 Lhited Sates 147.237.76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
79.46. 4. 211 Italy 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
64.37.98.12 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
209.197.16. 156 |Whited Sates 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 14
209.197.16. 156 |Whited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
209.197.16.156 |Lhited Qates 147.237.76.86 |navy.idf.il Bad TCP sequence Sszzlur:r:cr:nsmt wWthdifferent — oonitor |13
83.168.250.50 |Sweden 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
212.25.74.27 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
209.197. 16. 156 |Whited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmr:nsm with different alert 12
185. 127. 10. 35 | srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 12
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
62.0.251. 1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 11
109. 67.25.163 |l srael 147.237.77. 233 |atal i df i Bad TCP sequence md;?vrsaézrit wth different moni tor |10
46.117. 207. 243 |l srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 9
2.55.63.74 I srael 147. 237. 77. 216 |dover i df .| Bad TCP sequence ﬂﬁtrmé"gﬂégth moni tor (8
98. 19. 222. 133 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 126 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
2.53.160.251  |israel 147, 237, 76. 200 |eitan aka i cr i1 | SAM NG Engi ne: TGP Inval id invalid segnent retransmission. | 6
Ret r ansm ssi on Packet dr opped.
193.106.54.36 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
62.0.222.1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
80.178.210.51 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
2.55.63. 74 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence monitor |6
2.55.145. 77 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
185. 87. 183. 52 'F;xa :i' zfi'c 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmr:nsm with different alert 6
185. 87. 183. 52 Lé;ﬂblil??fm 147.237.76.86 |navy.idt.il Bad TCP sequence I'nval i d ACK nunber monitor |6
2.55.63.74 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
2.55.145. 77 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
2.55.145. 77 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
46. 19. 86. 29 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46.19. 86. 175 | srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
185. 87. 183. 52 IF;.$B| :ilg?i'c 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |5
185. 87. 183. 51 'Fé;:bl :i' 2?"0 147.237.76.86 |navy.idf.il Bad TCP sequence i’:;ié:’mt wth different aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185.32.179. 169 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 238
109. 253. 128. 149|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 100
2.53.174.171 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 80
176. 13. 234. 216 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 76
2.53.22.134 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
5.29. 193. 40 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 5. 29. 193. 40 B ock 19
2.53.175. 246 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 8
109. 253. 229. 95 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
141. 226. 218. 48 |l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 6
176.13.5.31 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
37.26.147.208 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
194. 90. 26. 70 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 5
79.181.13.224 [Israel 147.237. 76. 147 |chi nuch. aka. i df . i|D stributed Unhauthorized URL Access on www chi nuch. aka.idf.il/404.htm  |B ock 4
66.249. 88.143 |[Israel 147.237.77. 216 |dover.i df . il Ostributed Whaut hori zed URL Access on ww i df.il/error.htm B ock 3
109. 253. 142. 207 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.88. 142 |lIsrael 147.237.77. 216 |dover.i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
79.183.44.223 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79. 183. 44. 223 B ock 2
82. 80. 196. 44 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 2
77.139.80.115 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwwu aka. i df . il /nai n/ sachar/kl al i . aspx Bl ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
176.13.18.79  [Israel 147.237.76.42 |refuah.idf.il voww ref U, at al i df i 1/ 1518- he/ ref uah. aspx Bock |2
79.183.44.223 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
. . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 15t xt Gontent i n

87.26.149.225  Israel 147.237.76.42 [refuah.idf.il wwy refua. atal .idf.il/1518- he/ref uah. aspx Bl ock !
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df . i|/hebrew organi zati on/ nakhal B ock 1
180. 76. 15. 136 |China 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots.txt B ock 1

Mal forned URL

_pk_ref.20.8af c=["","", 1473239557, "ht t p: / / ww googl e. co. i | /url ?sa=t & ct 5
46.19. 86. 121 I srael 147.237.77.216|dover.i df . il &q=&esr c=s&sour ce=web&cd=1&ved=0ahukewj u39l k8_zoahvr k8akhezr ckm |B ock 1

gf ggamaadur | =ht t p: // waw i df . i |/ 1038- he/ dover . aspx&isg=af gj cnf k2ypxt | z

4pscj bj znl j o41lrasvw];
45.79.71.122 g‘;tt:: 147.237.72.167|i shuri maka. i df . i|Mil tiple Mal formed URL from45. 79, 71. 122 B ock 1
82.80. 196. 44 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Code B ock 1

. . D stributed Unaut hori zed Met hod for Known URL on
77.138.49.110 |Rance 147.237.72. 166 |aka. i df . i | vow aka i df i |/ rai rv sachar /Kl al i . aspx B ock 1
5.29.193. 40 | srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catl in ww aka.idf.il/main/giyus/ general . aspx None 1
207.46.13.76 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Uhknown Paranet er 136¢d360 i n wwv aka. i df . i1/ mai n/ hone/ def aul t . aspx None 1
66. 249. 65. 51 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 51 Bl ock 1
109. 67.25. 163 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
46.19. 85. 206 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
213.8.122.115 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
37.142.202.25 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
46.19. 86. 121 I srael 147.237.77. 216 |dover.idf.il Unknown HTTP Request Met hod 60000; in URL B ock 1
45.79.71.122 g;g: 147.237.72. 167 i shuri maka. i df . i|Mil ti pl e Unknown HTTP Request Method from 45. 79. 71. 122 B ock 1
31.154. 41. 17 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
207. 46. 13. 103 g‘;tt:: 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitelgeneral . aspx B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/newsite/english/docunents. asp B ock 1
. . . [Miltiple Whtraceabl e S Sessions from178.62. 224. 34 (Protocol viol ation
178.62.224.34 |Netherlands |147.237.76.200(eitan. aka.idf.il (SSL OONN CLI ENT FELLO)) None 1
109. 67. 49. 7 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to www chi nuch. aka. i df .il/404. htm B ock 1
46. 19. 85. 237 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
45.79.71. 122 g‘;tt:: 147.237.72. 167 |i shuri maka. i df . i[Mil formed HTTP Header Line 2 B ock 1
79.183.44.223 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i/ mai n/kapat z/ B ock
5.29. 193. 40 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter ¢ in ww aka.idf.il/nain/giyus/general .aspx None
188. 24. 146. 229 |Ronani a 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . il/nmai n/ gi yus/ pni ot answer . aspx |B ock 1
74.91. 23. 166 ;“;tteeg 147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
Lhi ted . . D stributed Waut horized Method for Known URL on

66.102. 6. 3 Sates 147.237.72. 166 |aka. i df . i | vaw aka, i df .|/ rai v kapat 2/ B ock 1
150. 70. 173. 40  |Japan 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
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