09-07-2016-10:04:03 to 09-07-2016-11:04:03

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

240+

1804
120-
Number
a 604"
At acks
R N R R S
, . . . - @. . . (b,o
AT S S Y R
Q S N & R S
O & O
& &
Top Tar get

M aka. idf.il

M nadi matal .idf.il

M dover.idf.il

M refuah.idf.il

M navy.idf.il

M nobi le.idf.il

I nat pash. i df . i |

MW anan.idf.il
lawidf.il

B chinuch. aka. i df . i

Nunber
(6]

At acks

Top Attackers

Il 218. 60. 24. 202
201. 46. 55. 42

I 46.19. 85. 15
37.26. 147. 208

620 2511

M 46. 117. 104. 146

I 46.19.85.178

W 91. 195. 162. 254
46. 19. 86. 36

W 87.69. 36. 210




09-07-2016-10:04:03 to 09-07-2016-11:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
192. 35. 35. 40 Lhited Sates 147.237. 76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 3
192. 35. 35. 40 Lhited Sates 147.237. 76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2
36.149. 71. 40 Chi na 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 2
41. 206. 63. 130 Kenya 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1
93. 158. 203. 199 Net her | ands 147.237.76. 30 hi nush. i df . i | B ack List drop 1
41. 206. 63. 131 Kenya 147. 237. 77. 176 nat pash. i df . i | Invalid TCP H ags drop 1
146. 0. 79. 93 Net her | ands 147.237.77.233 atal.idf.il network flood | Pv4 TCP- RST drop 1
41. 206. 63. 132 Kenya 147.237.77. 176 nat pash. i df . i | Invalid TGP H ags drop 1
185.94.111.1 Russi an Federati on 147.237. 76. 42 refuah.idf.il B ack List drop 1
41. 206. 63. 133 Kenya 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1




09-07-2016-10:04:03 to 09-07-2016-11:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Device Action |Count
84. 245, 33. 104 Net her | ands 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2
185. 96. 92. 54 Lhited Ki ngdom 147.237.77.233 atal .idf.il[5670: HITP. SQ Injection (SELECT) B ock 2




09-07-2016-10:04:03 to 09-07-2016-11:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry ‘Ste |Signature |Count |
84. 245. 33. 104 147.237.77. 74 Net her | ands lawidf.il SQ Injection - Select From 12
185. 96. 92. 54 147.237.77.233 Uni ted Ki ngdom aal.idf.il SQ Injection - Select From 6
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 6
84.108. 59. 155 147.237.77.216  |[Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
23.91.75.231 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213. 240. 235. 226 147.237.0.16 Bul garia ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
82. 166. 27. 145 147.237.77.216  |[Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
212.143. 154. 249 147.237.77. 233 I srael atal.idf.il ET SCAN NVAP -sA (2) 1
79.182. 168. 98 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 147.237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
79.181. 14. 243 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 88. 208. 193 147.237.8. 45 Russi an Federat i on eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
79.178.21. 133 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 117. 175. 226 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 216 147.237.77.176 Eur ope nat pash. i of . i ET SCAN NVAP -sA (2) 1
47.88. 33. 147 147.237.77. 179 Canada e nmazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102. 48. 195 147.237.77.121 Net her | ands e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
47.88. 33. 147 147.237.77. 179 Canada e.nazi.idf.il ET SCAN NVAP -f -sS 1
41.33.231.86 147.237.77. 216 Egypt dover.idf.il portscan: TCP Distributed Portscan 1
84.93.84.77 147.237.77. 176 Uni ted Ki ngdom nat pash. i df i | Tehila - Perl LW with fake user agent 1
2.53. 36. 100 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
212.199. 121. 135 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 74. 100. 131 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.143.103. 75 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
79. 181. 200. 165 147.237.0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 1
195. 88. 208. 193 147.237.77.234 Russi an Federation hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 127. 177 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
195. 88. 208. 193 147.237.8.28 Russi an Federation e. nobi | e-ks. i df.il ET SCAN NVAP -sS w ndow 1024 1
77.125.53. 169 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 120. 124. 44 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 139 147.237.77. 233 Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
94.102. 48. 195 147.237.77. 226 Net her | ands win chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
47.88. 33. 147 147.237.77. 179 Canada e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
93.174. 94. 142 147.237.8. 45 Net her | ands e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1




09-07-2016-10:04:03 to 09-07-2016-11:04:03

|Top Attackers In FW |

‘Attacker Qountry |Target Address [Ste Signature /?ca\t/ii ((:)i
62.0.251.1 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 56
46.117. 104. 146 [ srael 147.237.77. 243 |nobil e.i df . Streamng Engi ne: TP Invalid segnent retransmssion. |, 48
Inval i d Retransm ssi on Packet dr opped.
91. 195. 162. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
87.69. 36. 210 | srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 21
212.235. 98. 139 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
218. 60. 24. 202 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 20
218. 60. 24. 202 |Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 19
218. 60. 24. 202 |[Chi na 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 19
46. 19. 86. 36 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 18
218. 60. 24. 202 |Chi na 147.237.77. 176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 17
46. 19. 86. 36 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 16
218. 60. 24. 202 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 16
218. 60. 24. 202 |Chi na 147.237.76.39 |[nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 16
218. 60. 24. 202 |[Chi na 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 14
218. 60. 24. 202 |Chi na 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 14
62. 0. 200. 166 I srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 13
218. 60. 24. 202 |[Chi na 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 13
218. 60. 24. 202 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 13
218. 60. 24. 202 |Chi na 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 13
218.60. 24. 202 |Chi na 147.237.77. 226 || chamatz. aka. idf- |qu\ A t ack SYN -> SYN-ACK -> Timeout [monitor |13
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 13
218. 60. 24. 202 |Chi na 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 13
218. 60. 24. 202 |Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 13
218. 60. 24. 202 |Chi na 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
218. 60. 24. 202 |Chi na 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 12
201. 46. 55. 42 Brazil 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 12
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
46.43.100.7 |estinian 147.237.77. 176 |nat pash. i df .| drop First packet isn't SWN drop 12

Territory, Gecupi ed

SWNretransmit wth different

109. 226. 22. 6 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 12
201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 12
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 12
218. 60. 24. 202 |Chi na 147.237. 72. 167 |i shuri maka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
62.0.197. 85 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 12
201. 46. 55. 42 Brazil 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 12
218. 60. 24. 202 |Chi ha 147.237.0. 34 tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout [nonitor 12
201. 46. 55. 42 Brazil 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 11
201. 46. 55. 42 Brazil 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |aert 11
201. 46. 55. 42 Brazil 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout |alert 11
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 11
201. 46. 55. 42 Brazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 11
218. 60. 24. 202 |Chi ha 147.237.77.234 |hal ag.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout [nonitor 11
218. 60. 24. 202 |Chi na 17.237.0.17 (MY kosher-kravi . 1d o\ At t ack SYN -> SYN-ACK -> Timeout [nonitor |10
218. 60. 24. 202 |Chi na 147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 10
218. 60. 24. 202 |Chi na 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout [nonitor 10
46. 19. 86. 253 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 10
201. 46. 55. 42 Brazil 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor

201. 46. 55. 42 Brazil 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |[alert 9
80. 246. 137. 172 |I srael 147.237.77. 243 |robi L e. i of .| Stream ng Engine: TP Invalid segnent retransmssion. |, 9

Inval id Retransm ssion Packet dr opped.
66.102.9.149 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9

[ee]

201.46.55.42 |RFazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 15 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 81
37.26.147.208 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 56
46.19. 85. 178 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 33
110.247.74.71 |China 147.237.77. 176 [mat pash. i df . il |Miltiple Wnauthorized UR. Access from 110.247.74.71 Bl ock 15
2.53.138. 194 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized LRL Access from2.53.138. 194 Bl ock 14
176. 13.232. 190 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 12
110.247.74.71 |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 6
109. 253. 139. 210|1 srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 5
37.26.147.160 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
2.53.185.174 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhaut hori zed URL Access from2.53.185. 174 B ock 4
31.168. 101. 163 |l srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bl ock 3
185.32.179.33 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
2.53.182. 142 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.53. 30 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bl ock 2
80.178.204.62 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
185.32.179.33 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46. 19. 86. 58 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Code Bl ock 2
91.153.161. 153 |Fnland 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/sip_storage/files/2/9552.]pg Bl ock 1
31.154.53.142 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/ Bl ock 1
79.176.4.8 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
46.19. 86. 138 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 1
37.142.239.32 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.179.107  [israel 147.237.76.42 [refuah.idf.il  [D3'0 D0 Hhaut hori zed ;%aﬁczzii on Bock |1
82. 166. 236. 103 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df. i1/ v tikshuv.idf.il B ock 1
66.249. 76. 75 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Whaut horized URL Access on 147.237. 72. 166/ Bl ock 1
46.19. 85. 63 I srael 147.237.77.74 [lawidf.il Mal formed URL _ atuvc=1 Bl ock 1
93.77.129. 99 kr ai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df . il/nai n/ hone/ def aul t . aspx Bl ock 1
79.176.51.73  [Israel 147.237.76.42 [refuah.idf.il  [D5'0 e Hhau hori zed éﬁaﬁc‘;‘;i on Bock |1
58.185.83.34  |Sngapore  |147.237.72. 166 |aka.idf il m";?g_rii;fe_? I'}%“:ﬁgﬁ, ;Zgash/ sheel on. aspx B ock 1
40.77. 167. 52 Lhited Sates |147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/rabanut/61998 B ock 1
109. 253.196.5 |l srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wmn cogat.idf.il/894-ar Bl ock
84.111.108. 183 [Israel 147.237.76.42 [refuah.idf.il [0 s hori zed ﬁaﬁczzii on Bock |1
77.127.95.11 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css Bl ock 1
110. 247.74.71 |China 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized URL Access to www cogat.idf.il/index.asp Bl ock 1
46. 19. 85. 63 | srael 147.237.77.74 |lawidf.il Unknown HTTP Request Method viung45; in URL _ atuvc=1 B ock 1
94.188.166.34 |Israel 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
31.168.101. 163 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp;t in v aka. i df.il/main/kapat z/ scri ptresour ce. axd |None 1
66.249.64. 224 I srael 147.237.77.74 [lawidf. il ﬂ;uéggr;;i(iltt?nplmatcgizntt?ol s/ pi ct urei nf o/ pi ct urei nf 0. aspx Bl ock !
109. 253.205.9  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.64.132.252 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/gius Bl ock 1
78. 46. 42. 235 Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . il/brothers/skira/default.asp |B ock 1
111.26. 139. 130 |China 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 67. 229. 246 || srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ Bl ock 1
2.53.13. 217 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout . css Bl ock 1
Dstributed Paraneter Type Mol ation on
80. 246. 130. 224 |l srael 147.237.76.42 |refuah.idf.il v ref ua. atal . idf.il/1518-he/ ref uah. aspx paraneter B ock 1
ct| 00$Cont ent P aceHbl der 1$t xt Last Nane
204.79.180.105 |lhited Sates |147.237.72. 166 |aka.idf.i | Uhaut hori zed Method PCST for aka.idf.il/mil uinitenpl ates/inner.asp Bl ock 1
66.249. 64. 228 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
46. 19. 85. 63 I srael 147.237.77.74 |lawidf.il Abnornal |y Long Request request version Bl ock 1
109. 253. 218. 12 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 1
91. 153. 161. 153 |F nl and 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod Bl ock 1
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