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09-07-2016-09:04:00 to 09-07-2016-10:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
109. 253. 219. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 30
80. 82. 77. 46 Net her | ands 147.237.76. 31 nakchal .idf.il |Back List drop 1

93. 158. 203. 199 Net her | ands 147.237.76.176 test.ncore.idf.il|B ack List drop 1




09-07-2016-09:04:00 to 09-07-2016-10:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.i| |CLO0O0071: HTTP: User Agent Sogou+web+spi der Per nit 12
5.196.22.55 France 147.237.77.233 |atal .idf.il |6134 HITP. SQ Injection Variable Declaration Bvasi on B ock 6
5.196. 22. 55 France 147.237.77.233 |atal .idf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 6

5. 196. 22. 55 France 147.237.77.233 |atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6

191. 236. 150. 197 |Lhited Sates 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) Bl ock 2
62.212.73.211 Net her | ands 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.i| |Cl000074: HTTP. majestic bot Per mit 2

123. 126. 68. 127 Chi na 147.237.77.74 lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 1




09-07-2016-09:04:00 to 09-07-2016-10:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
5.196. 22. 55 147.237. 77. 233 |France atal.idf.il SQ Injection - Select From 44
191. 236. 150. 197(147. 237. 77. 74 |Wited Sates lawidf.il QA Injection - Select From 3
45. 56. 96. 80 147.237.0.17 |lhited Sates mny-kosher-kravi .idf.il SERVER APAO-E Apache r_md_SS| non- SSLconnect i on to 2
SS. port denial of service attenpt
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
91.201.236.50 [147.237.77.178|Wrai ne e. mat pash. i df il ET SCAN NVAP -sS w ndow 4096 1
79.180. 135. 125 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 120. 4. 180 147.237.77. 216 |I srael dover.idf.il SERVER APAO_E Apache @d_ssl non- SSLconnect i on to 1
SS. port denial of service attenpt

46. 19. 86. 214 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.235. 80. 154 |[147.237.77. 216 |l srael dover.idf.il portscan: TQP D stributed Portscan 1
195. 110. 40. 7 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
93.174.94.142 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237. 76. 200 |Lkr ai ne eitan aka.idf.il ET SCAN NVAP -f -sS 1
82. 166. 91. 76 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.116. 11. 27 147. 237.76.86 |l srael navy.idf.il Xenu Link Seuth Wser Agent 1
213. 244. 123. 171147, 237. 77. 216 ?Cis;iig;a” Territory: | over. i . il portscan: TCP Distributed Portscan 1
46. 19. 85. 28 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.25.119. 136 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
42.112.28.187 |147.237.76. 196 |\ et nam e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
195. 88. 208. 193 [147. 237. 76. 199 |Russi an Federati on e. nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
177.19. 180. 3 147. 237.76. 148 |Rrazi gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
91.201. 236. 155 |147.237. 76. 200 |Lkr ai ne eitan aka.idf.il ET SCAN NVAP -sS w ndow 2048 1




09-07-2016-09:04:00 to 09-07-2016-10:04:00

|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
62.0.197. 85 I st ael 147. 237.72. 166 |aka. i of .i | drop First packet isn't SIN drop 42
87. 69. 36. 210 | srael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 32
62. 0. 203. 129 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 32
87.69.36.210 |Israel 147. 237. 72. 156 |anan. i df . i1 Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |32
87.69. 36. 210 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN- ACK -> Ti meout aert 26
176. 13. 250. 131 |I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |18
80. 246. 136. 206 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |18
80. 246. 136. 206 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 18
80. 246. 136. 206 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |18
75. 81. 54. 58 Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
87.69.36.210 |lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |13
87.69.36.210 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |13
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 11
109. 253. 242. 92 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 10
62.0.221.129 |Israel 147.237.72. 166 |aka. i of .i | drop First packet isn't SIN drop 10
62.0.223.1 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 10
109. 253. 242. 92 [l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence nmoni t or 10
75.81.54.58  |Wnited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence S:Z'Jeetncr:mm't Wth different moni tor |9
64.37.98. 12 Wited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |9
64.37.98. 12 Wited Sates |147. 237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |9
64.37.98. 12 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98. 12 Wited Sates [147.237. 77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |8
64.37.98. 12 Wited Sates |147. 237. 76. 147 [chi nuch. aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
64.37.98. 12 Lhited Sates [147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98. 12 Wited Sates [147.237. 77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |8
64.37.98. 12 Wited Sates |147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |8
64.37.98. 12 Lhited Sates |147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98. 12 Wited Sates [147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |8
64.37.98.12  |Wited Sates |147. 237. 77. 226 :’W"“Cha”atz'aka' Hdf-1 oyN At t ack SYN -> SYN'ACK -> Tineout  |monitor |8
64.37.98. 12 Lhited Sates (147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
64.37.98.12 Lhited Sates [147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
37.26.148.134 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransm Wth different moni tor |8
64.37.98. 12 Wited Sates [147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |8
64.37.98.12  |lnited Sates |147.237.0. 17 TI""' kosher-kravi. 1df |oyN| At t ack SYN -> SYNACK -> Tineout  |monitor |8
64.37.98. 12 Lhited Sates |147.237. 77. 170 |n@arachot . i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98. 12 Lhited Sates |147. 237. 72. 167 |i shuri maka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98. 12 Wited Sates |147. 237. 77. 234 |hal ag.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |8
64.37.98. 12 Lhited Sates [147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
80. 246. 136. 206 |1 sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |7
37.26.148.134 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransm Wth different aert 7
64.37.98. 12 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
201.46.55.42 |mrazil 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |7
64.37.98. 12 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
87.69.36.210 |[lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout alert 7
46.19.86.102 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |7
64.37.98. 12 Lhited Sates |147.237. 77. 176 |nat pash. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
80. 246. 136. 206 |1 srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 6
201.46.55.42 |mrazil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
40.77.167.95 |United SQates |147. 237. 77. 243 |nobile.i of .i | Streamng Engine: TCP Inval id invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
201.46.55.42 |Brazil 147. 237. 76. 200 |eitan. aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.185.183 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 179
46.19. 85. 15 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 77
109. 253. 131. 181 ]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 37
109. 253. 146. 88 |l srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in B ock 16
nobi | e. i df . i |/ sachar/ changepasswor d
183.14.17.5 Chi na 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from183.14.17.5 B ock 15
46. 19. 86. 153 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 12
109. 253. 205. 39 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
183.14.17.5 Chi na 147.237.77. 176 [mat pash. i df . i | PHP At t enpt Bl ock 6
37.26.146.152 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 5
2.53.185. 174 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from2.53.185. 174 B ock 4
89.139.107. 175 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 4
2.55.27.26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 4
80. 246. 136. 121 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.136 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
82.80.198.164 |[Israel 147.237.72. 156 [anan. i df . i | Distributed Suspi ci ous Response Code Bl ock 3
. . Parangeter Type Mol ation ctl 00$Cont ent Pl acetbl der 15t xt Gontent i n
80.246.130.4  |Israel 147.237.76.42 |refuah.idf.il v ref U, at al i df .i 1/ 1518- hel ref uah. aspx B ock 2
82.81.88.212 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . Unaut hori zed URL Access to
2.53.185. 174 I srael 147.237.72. 166 |aka. i df . i | vaww aka, i df i 1/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 2
www. chanat z. aka. i d i i
194. 114. 146. 227 |i srael 147.237.77. 226, . Distributed thaut hori zed LRL Access on B ock 2
f.il wwv chanat z. aka. i df . i 1/t enpl at es/ honepage/
109. 253. 140. 13 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
205. 250. 113. 205|Canada 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwwu aka. i df.il/mai n/ kapat z/ B ock
176. 13. 233. 218 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Dstributed Paraneter Type Mol ation on
109. 253. 130. 166|l sr ael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct | 00$Cont ent P aceHbl der 1$t xt Last Nane
80. 82. 24. 129 Pol and 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
. . Unaut hori zed URL Access to
66.249. 69. 208 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p storage/ i | es/ 1/ 61571, swi B ock 1
46. 19. 85. 207 | srael 147.237.76.42 |refuah.idf.il Distributed Abnornal |y Long Request B ock 1
. . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1%t xt Last Nane i n
176.13. 250. 131 |l srael 147.237.76.42 |refuah.idf.il v ref ua. at al i df i |/ 1518 hel ref uah. aspx Bl ock 1
. m ny-kosher-kravi.i |Mitiple Wtraceabl e S Sessions from45.56.96.80 (Protocol viol ation
45. 56. 96. 80 Lhited Sates|147.237.0. 17 of il (SSL_OONN CLI ENT_HELLO)) None 1
194. 114. 146. 227|i srael 147.237.72. 166 |aka. i df . i | Whknown Pararret er ct| 00%ct | 00$cphii ncphSachar $ctl 09 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.189.28.209 |Ger many 147.237.72. 156 [anan. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 114 | srael 147.237.76.86 |navy.idf.il Distributed Abnornal |y Long Request B ock 1
. . DO stributed Whaut horized URL Access on
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p storage/ {11 es/ 1/ 61571, swi B ock 1
46. 19. 85. 207 | srael 147.237.76.42 |refuah.idf.il DOstributed I11egal HITP \ersion B ock 1
109. 253.133. 99 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
_ m ny- kosher-kravi .i |ss untraceabl e Qonnection - Protocol violation
45. 56. 96. 80 Lhited Sates|147.237.0. 17 df il (SSL_OONN LI ENT_HELLO) None 1
62.90. 2. 247 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/scripts/css3pie htc |B ock 1
www. chanat z. aka. i d i
132.74.1.4 I sr ael 147.237.77. 226, . Wnaut hori zed URL Access to B ock 1
f.il waw chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
46.19. 85. 114 I srael 147.237.76.86 [navy.idf.il O stributed Ml formed URL Bl ock 1
77.139.186.68 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for wwwy aka. i df . il /mai n/ sachar B ock 1
2.53.17.187 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
46. 19. 85. 207 I srael 147.237.76.42 |refuah.idf.il Distributed Ml forned LR B ock 1
m ny- kosher - kravi . i
45. 56. 96. 80 Lhited Sates|147.237.0. 17 of niyl Unaut hori zed HTTP Met hod B ock 1
82. 80. 34. 248 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 82.80. 34. 248 Bl ock 1
] ; ; Unaut hori zed Met hod PCST for
204.79.180. 124 |Lhited Sates|147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i v kapat 2/ def aul t . asp B ock 1
66. 249. 65. 24 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx Bl ock 1
46. 19. 85. 114 | srael 147.237.76.86 |navy.idf.il Distributed Unknown HTTP Request Met hod B ock 1
157.55.39. 115 |lhited Sates|147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/print_bottomasp |H ock 1
37.26.148.134 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
107.77.224.185 |Uited Sates|147. 237. 72. 166 |aka. i df . i | Wnat hor i zed Method PCST for B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
79.182.36.129 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/undefi ned Bl ock 1
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