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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
93. 158. 203. 199 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 148 ggcenter.aka. i df.il|B ack List drop 1
46.19. 86. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204, 42. 253. 2 Lhited Sates 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
47.88.9. 184 Canada 147.237.76. 148 ggcenter. aka.idf.il|JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
192. 187. 104. 235 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il CL000074: HTTP. naj estic bot Per nit 83
192. 187. 104. 235 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il C1000074: HITP. naj estic bot Per nirt 31
192. 187. 104. 235 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Permt 18
192. 187. 104. 235 Lhited Sates 147.237.77.176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 7
87.106. 184. 160 Ger nany 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
108. 166. 190. 139 Lhited Sates 147.237.77. 233 atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
192. 187. 104. 235 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

87.106. 184. 160 |147.237.77.74 |Ger nmany lawidf.il S Injection - Select From 18
108. 166. 190. 139|147, 237. 77. 233 |Lhited Sates  |atal.idf.il SQ Injection - Select Fom 8
46.120.122.219 |147.237.77. 74 |[Israel lawidf.il Xenu Link Seuth User Agent 3
46.116. 11. 27 147.237.77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 3
46.116. 11. 27 147.237.0.34 |israel tikshuv.idf.il  [Xenu Link Seuth User Agent 2
91.224.160. 106 [147.237. 76. 147 [Net her | ands chinuch. aka. i df .i I[ET SCAN Potential SSH Scan 1
46. 19. 86. 79 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
91.224.160. 106 |[147.237.76.34 |[Netherlands yohal an. i df .| ET SCAN Potential SSH Scan 1
5.29.170.11 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
91.224.160.106 |[147.237.0.33 [Netherlands idf.il ET SCAN Potential SSH Scan 1
79.182. 118. 147 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
47.88.9.184 147.237.76. 44 |Canada erefuahidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
195. 88.208. 193 [147. 237. 72. 167 gj::;”ion i shurimaka. i df .i |[ET SCAN NVAP -sS wi ndow 1024 1
47.88.9.184 147. 237. 72. 156 [Canada anan. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
176.13. 7. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.146.246.82  |147.237.77.216 ?;Z:;;”im dover i df .il ET SCAN NVAP -sA (2) 1
147.235.236.1 |147.237.72.166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
46.120.122. 219 |147.237.72. 166 I srael akaidf.il Xenu Link Seuth User Agent 1
94.102. 48.195 |147.237.77. 74 |Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 |[147.237.76.44 |[Netherlands erefuah.idf.il |ET SCAN Potential SSH Scan 1
31.168.130.58 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
91.224.160. 106 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.249.76.112 |147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 1
195. 88.208. 193 [147. 237. 76. 176 gj::;”ion test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
47.88.9.184 147. 237. 72. 166 [Canada aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
186.116.27. 89 147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
47.88.9. 184 147.237.0.34 |Canada tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 76. 44 |United Ki ngdom |e.refuah.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At t acker Address|Attacker Gountry‘Target Address |[Ste |Signature |Massage

188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 3771
109. 65. 44. 155 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence|SWNretransmt wth different w ndow scal e [monitor 33
73.93.141.172 |Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence|SWretransmt wth different sequence moni t or 24
73.93.141.172 |wnited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout alert 23
73.93.141.172 |Wiited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout nmoni t or 23
73.93.141.172 |Uited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence|SWretransmt wth different sequence alert 23
73.93.141. 172 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence|invalid ACK nunber noni t or 21
192.95.13.21 [Canada 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 19
192.95.13.21  |Canada 147.237. 77. 170 |n@ar achot . i df . i | SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 19
192.95.13. 21 Canada 147.237.76. 200 |eitan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
62.0.221.129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 18
192.95.13.21  |Canada 147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 18
192.95.13.21 |Canada 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 18
192.95.13.21 Canada 147.237.72. 167 |ishurimaka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
192.95.13.21  |Canada 147.237.77. 226 |ww chanat z. aka. i df .i1  |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 17
192.95.13.21 |Canada 147. 237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 17
192.95.13.21 [Canada 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
192.95.13.21  |Canada 147.237.76.39 |nobile neitav.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 16
192.95.13. 21 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
192.95.13.21 [Canada 147. 237.72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
192.95.13.21 |Canada 147.237.77.234 |hal ag.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout nmoni t or 15
192.95.13.21 Canada 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 15
192.95.13.21 Canada 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
192.95.13.21  |Canada 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 15
192.95.13. 21 Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192.95.13.21 |Canada 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
192.95.13.21  |Canada 147. 237. 76. 147 |chi nuch. aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 15
192.95.13.21  |Canada 147.237.0.17  |mny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 15
192.95.13.21 |Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
46.19.86.152  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence|invalid A nunber noni t or 15
62. 0. 200. 125 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 14
192.95.13.21 |Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
62. 0. 219. 129 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.19.86.152  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence|invalid ACK nunber alert 12
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 11
62.0.197. 85 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 10
218.60.24.141 |China 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
218.60.24.141 |China 147.237.76. 200 [ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
218.60.24. 141 |China 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 9
218.60.24.141 |China 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 9
218.60.24.141 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 9
66.150.164. 11 |United Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout moni t or 9
218.60.24. 141 |China 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
218.60.24.141 |China 147.237.77. 234 |hal ag.i df . il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
218.60.24. 141 |China 147. 237. 76. 147 |chi nuch. aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 8
218.60.24. 141 |China 147.237.76.39 |nobile neitav.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
218.60.24.141 |China 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
75.81.54.58 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout moni t or 8
218.60.24. 141 |China 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 8
218.60.24.141 |China 147. 237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
109. 253. 146. 214|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 223
2.55.27.26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
176.13.5.128 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 55
46. 19. 85. 186 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 44
46.19. 85. 15 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 27
176.13.227.36  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 27
176. 13. 19. 65 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
2.53.151. 64 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 22
176.13.237.81 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
2.53.13.33 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80. 246. 130. 226 |l srael 147.237.76.42 |refuah.idf.il D stributed Suspicious Response Code B ock 5
84.94.59. 149 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.147.154 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 145. 122/l sr ael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
109. 253. 204. 198]lI srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 210. 152|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.71.2.36 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
194. 90. 26. 70 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
80. 246. 136. 107 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.86.100  |[Israel 147.237.76.42 [refuah.idf.il  |J50 e Hhaut fori zed gaﬁcgispi on Bl ock 1
176. 13. 244. 201 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
131. 253.27.0 Lhited Sates 147.237.77.216|dover . i df . il Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 1
109. 65. 111. 249 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/aman B ock 1
46. 19. 85. 248 I 'srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
85.64.96.183 I srael 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1Zﬁifggzsfiiaglﬁﬁi ﬂi . Bl ock 1
46. 19. 86. 152 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
185.32.179.37 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
144.76. 236. 183 |Ger nany 147.237.72. 166 |aka. i df . i | m“;?irgfz_ei? /'gfgthﬁ; sfﬁﬁ;/%ref alt asp B ock 1
74.6.254.105  [United Sates  |147.237.77.216|dover. i df.il chaut gfolriulz/es? pﬁoﬁggﬁi L oSl 2e220K0) 16770, g Bl ock 1
46.19. 85. 248 I srael 147.237.76.42 |refuah.idf.il I11egal HITP \ersion B ock 1
5. 165. 24. 118 :Zg::t”i o 147.237.72. 166 |aka. i df . i | m;:(zuit;q itf}a:;r::/’uoz;‘/’ d'\ef;:??.;‘s):)xmom R on Bl ock 1
121. 74. 95. 87 New Zeal and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
46.19. 86. 253 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/glyus B ock

185.89. 217. 229 [Net her| ands 147.237.76.42 |refuah.idf.il mul;v 'rzf ﬁg’;ﬁfﬁ; DI Ir/e.c.tloir?/rages/ sher ed! horre. pog B ock 1
157.55.39.178 |[wited Sates 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46.19. 85. 73 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
2.53.17.187 I srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 1
46.19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Mal formed LR http/1.1 B ock 1
24.87.137.101 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 24.87.137. 101 B ock 1
131.253.25. 211 |lhited Sates 147.237.77.216|dover.i df . il Unhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
89.139.107. 175 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 1
46.120.122. 219 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. idf.il/eitan/ main/ Bl ock 1
173.252.88.188 |lhited Sates  [147.237.0.34 |tikshuv.idf.il ﬂ?“tzggrgzgi ;ﬁ_ﬁfgfasgse;ﬁ | es/ 41 26220x0/ 1744 pg Bl ock 1
46. 19. 85. 159 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock

109. 253. 201. 102|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
46.19.85.248  |israel 147.237.76.42 |refuah.idf.il mﬁoxa?; Fled?“f’f;t tﬁtfid yle/1 Fefprint.css in R B ock 1
31.13.113.174 [ireland 147.237.0.34 |tikshuv.idf.il ﬂ?uggsrgzgi ;T)‘_Spfgf:;e;foi | el 8 si 222000 1738, pa Bl ock 1
131. 253. 25. 232 |Uited Sates 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
109. 65. 44. 155 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
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